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WP E K AE B2 2RI E (CNNVD) Ziih, 2019 4F 3 A REZ IR
1360 o A HEMRIRFILT 4650 4, HvE B MisiE G RERD
106 /N, MG R RS (FARRIE) 4544 >,

EXFRRE

WA LA WME TR T 2 ZERAN A S, A4 Windows
ActiveX MEREACHLPATIRIR (CNNVD-201903-377 . CVE-2019-0784 ). Internet
Explorer WAEFIRIFIN (CNNVD-201903-435, CVE-2019-0763) . Chakra JHIZ4
54N AEAR IR IR (CNNVD-201903-421. CVE-2019-0592) 25 ANl . A
iR ) B 2 T DU B S R4 EPATAE AR SREUH P EUE . 4
P R Z IR . BT, HOKE T CERAMIRIAGERN T, BCH P &)
NS Z BRI, RPUEEME .
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1. 2FRFRER

R4 E R MG B2 ARFEE (CNNVD) Siil, 2019 4 3 A M ¥l <4kt
1360 A, M) 4 RE, Insteon A FMFIRIASERZ, LA 85 4
MIRTRRBRE,  E il AR MR & He ok, k3] 9. 94%. A 7B,
HEIRE 111 A el 392 A Hfaiwii 302 A4 KfaER 9 A4, &k
SR 546 4. HIRABE R HIA 62. 16%. 51.53%. 63. 58% 100. 00%LA K&
84.80%. it 935 NMEIHOHBEANT KA, AHEAKBER 68.75%. HE
2019 4 3 H 31 H, CNNVD REJRWIFEECIZE 123801 4

1.1, miEE MR

2019 4F 3 HEFi 24w 1360 4, 5 EH (1038 ) AHELIE I T
31. 10%. HRIEIT 6 A KNI EES T, P& HIRHEEAT 1271
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1.2. RiASHiER
1.2.1. FRAES%H

3 A TiRFEBE AL AR 1 s, Insteon AFIIEF]85 A, HA
HIRFEER 6.25% A HBEL B m MisFEBCESa R BT, i)
IR B IV IR LA R B

®1 2019 F 3 g e el mgihE

e | EaE | RER | kit
1 Insteon 85 6. 25%
2 Apple 66 4. 85%
3 IBM 65 4. 78%
4 (BEN 65 4. 78%
5 B 65 4. 78%
6 B 50 3. 68%
7 Intel 40 2. 94%
3 PHP MSaclrlipts 94 1 76%
9 Mozilla 23 1. 69%
10 Apache 13 0. 96%

1.2.2. WiAFmH

3 HEWREAE RGNS HE IR 2 Fion. A H Windows R¥IHEAF &
SGRTAEEIL 35 %, HP E2mEiER% 35 %, MEBERIERS 29 %. &H
Apple i0S JmiAEE K%, £ 50 4, HEWRBEERGFRS =R 16.84%, HE
L

*£ 2 2019 4F 3 A EREERGIRIAEES T
5 BIERG AR FREE

%5 0
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1 Apple i0S 50
2 Android 34
3 Apple macOS Mojave 34
4 Windows 10 32
5 Mlci;iiifx;;jows 95
6 Windows Server 2016 22
7 Windows 7 21
8 Windows Server 2008 20
9 Windows 8.1 19
10 Windows Server 2012 18
11 Windows Rt 8.1 16
12 Linux Kernel 6

i B
*HH T Windows BART GREIE T 22+ RAL, Prol ERE A F )
Windows FRAI;HIEATSETT

b RN B O INZ A IR IR SR, T AT AT RERS R 2 A RRA
BAERG, WHER RV RGNS EN, AN ZRI A 3RERSR
TR BEAT T AN

1.2.3. FiRXESH

3 AW kAWIRIARI AR 3 Fras, Hrp ek A s B & Ee ) 5
K, 214 9. 94%.

#3 2019 4 3 AFIARMSG R

Fe5 b = ME gt RS E At o5 L)
1 sk A 162 9. 94%
2 S X R 127 7.79%




D) JeibrgakE

JESOT s 15 B e Al
3 iy NI IE 101 6. 20%
4 | BUBR VR AN ) 4% ) 77 4. 72%
5 5 Bt F5 55 3.37%
6 P A% 1 [T 41 2. 52%
7 U7 I 15 1 B R 30 1. 84%
8 SQL JEA 28 1. 72%
9 ARTEN 27 1. 66%
10 P kg R Ot 26 1. 60%
11 BAEE 17 1. 04%
12 AR 7] R 17 1. 04%
13 AAGEN 16 0. 98%
14 5ok 9 0. 55%
15 HEA 9 0. 55%
16 BEURE FL R 9 0. 55%
17 AR TR 8 0. 49%
18 B i) it 8 0. 49%
19 | BAERGAAEN 7 0. 43%
20 Jo B 2 0. 12%
21 Bio B A 1R 2 0. 12%
22 T i) @t 2 0. 12%
23 I KA HR 1 0. 06%

1.2.4. BRREFHENH

WRIEIIR e B A Bl a REEE O, s BT oy
WAMaEESR, BEBG. mfa. Pefifadon. 3 HikwiFEGEHESEL A
2 fow, HABGIRNE 111 2, SR H IR SE0 8. 16%.
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Wi 8.16%
W fE 28.82%
| fE 22.21%
| fi$f& 0.66%
B RS2 40.15%

B2 2019 4 3 H iR fEEER A

1.3. WiEESRER
1.3.1. BMEEER

3 HIWIRE SRR R/ mdt T4, H Cisco. Google.
Microsoft 24N F3L 496 2KIWiF, 54 H IS 36. 47%, IsIHEE
A TT.22%, VEAEBLLE 4. ZHONG) AT A mE RN, PR AR
B i ey, Ho Apple. IBM. Google. Mozilla. Apache £/ A i
BREFEN 100%, 334 FiRiFACEHBEE.
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CRHOEG SR 3R 6
K3 2019 4 3 AR KRS

1.3.2. | BEEER

3 AIRIABEE MRS ET ) w4, Hf Cisco. Google.
Microsoft 5+ it 496 25UwiFH, HAH RIS ER) 36. 47%, JWIABE R
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NOTT.22%, VEANIEILER 4. ZHEONA] RN e m B EW, P2l
S I, Hrp Apple. IBM. Google. Mozilla. Apache ZE/wlA HigiHAAE
HRWN 100%, It 334 LIRFACETBE.

* 42019 F 3 A HiBEEHBNSTER

e Iask |RREE| sENE | BEX

1 Insteon 85 0 0. 00%

2 Apple 66 66 100. 00%
3 IBM 65 65 100. 00%
4 Microsoft 65 6 4 98. 46%
5 Cisco 65 64 98. 46%
6 Google 50 50 100. 00%
7 Intel 40 38 95. 00%
g | hfaclrlipts 24 0 0. 0%

9 Mozilla 23 23 100. 00%
10 Apache 13 13 100. 00%

1.4. EERiRLH

1.4.1. §BfEiRmiR=CHl
AHBERFEIL 111 4, HPREERASEmE 5 fix.
£ 5 2019 4F 3 A GIRIR S

FF 5| JRIREE] CNNVD 42 I IR S5
Huawei OceanStor UDS
1 | {ZEEE | CNNVD-201903-489 1Kk = K 8 R

(CNNVD-201903-489)

Cobham Satcom Sailor
250 FlCobham Satcom
Sailor 500 5% HITH
(CNNVD-201903-591)

2 | {E/T5 | CNNVD-201903-591 Cobham
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Micro
CNNVD-201903-902 Focus Micro Focus ArcSight
3| FAIE Logger# N5 iF I
CNNVD-201703-1372 | Fortinet | ( CNNVD-201903-902 )
. |Columbia Weather Systems
Lol iz Weather MicroServer
4 SRR | CNNVD-201903-645 Weather o e
R : FEBLF R
ystems
(CNNVD-201903-645)
‘ CNNVD-201903-496 |  Cisco Cisco Common Services
5 AR VF R] Al Platform Collector
iyl o e | BREERT R
CNNVD-201903-018 |SolarWinds (CNNVD-201903-496)
CNNVD-201902-1035 . Elasticsearch Kibana
ARl El t LA N, N
6 | FISIEA asrclhcsea 4 FE IR
CNNVD-201902-1037 (CNNVD-201902-1035)
Atlassian Confluence
7 | B8RS | CNNVD-201903-909 | Atlassian| Server M4 FiiRiH
(CNNVD-201903-909)
CNNVD-201903-091 Rockwe}l Rockwgll Automaflon
. e Automation RSLinx Classic
8 éﬁ{qjlz%ﬁ‘l’% ooy N=l =M=
CNNVD-201902-988 |  Cisco SRR DX U I
(CNNVD-201903-091)
CNNVD-201903-604 Five9 )
7 s e : Five9 Agent Desktop
9 . Druide | Plus ijj #2455 IR
ks CNNVD-201903-043 |informatiq (CNNVD-201903-604)
ue
. Columbia Weather
SR 1o SystemsWeather
10 WILPE! CNNVD-201903-642 Weath v % v
AN Se:teiz MicroServer fURS3: NIJsIH
Y (CNNVD-201903-642)
CNNVD-201903-303
N ,.—| CNNVD-201903-300 CloudBees Jenkins Job
11 ﬁéﬁﬁ'ﬂ CNNVD-201903-299 | CloudBees |DSL  Plugin ¢ 4X4FAiE 1] 8
= CNNVD-201903-298 JRVE  (CNNVD-201903-303)
CNNVD-201903-296

1. Huawei OceanStor UDS

{5 B2 R I (CNNVD-201903-489)
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Huawei OceanStor UDS e [ELEN (Huawei) AHEH—EHT ARM 2K
T B AT s S o A A7 R 40, Huawei OceanStor UDS VIOOR002CO1SPC101
e H AR AR AEAS Bl R TRl o S AR Mot 3 vl s R A o 35 BRI A %
IR SR B 2% 1K) H 330

HATT e oA T T UMB R IR, b T SRR

https://www. huawei. com/en/psirt/security-advisories/hw—417839

2. Cobham Satcom Sailor 250 M1 Cobham Satcom Sailor 500 {S/F4FBEJR
/i (CNNVD-201903-591)

Cobham Satcom Sailor 250 F Cobham Satcom Sailor 500 #B/&ilE
Cobham /A &) f—Z MR AR TEH &M &. HH 125 Z AT 11
Cobham Satcom Sailor 250 Al 500 HFAE % Aiil. A2 B A A iR
TR T 7 F P B (e ) S U R P B %D CRLAEBRINE) ‘admin” KD .
Har) & O RMBRA, DIBE A w8, PR ERE ME.

https://www. cobham. com/

3. Micro Focus ArcSight Logger #HIAKUEIRIA (CNNVD-201903-902)

Micro Focus ArcSight Logger #2¥[E Micro Focus AR H—%&HEEH
B o ZEAF RSB G ok AT H AR BORIE R, T H B,
. ARSI RE. W ARE . Micro Focus ArcSight Logger 6.7 Z iR
AP AR N BRI o AR B A i I TR AT AR S AR

HAT) w SR AT T LME R e, #bh T IRECE#Z:

https://softwaresupport. softwaregrp. com/doc/KM03355866

4. Columbia Weather Systems Weather MicroServer %t |al fEJRIH
(CNNVD-201903-645)

Columbia Weather Systems Weather MicroServer #&3£[H Columbia
Weather Systems # H—iKSEWN#K 4. Columbia Weather Systems

11 W


https://www.cobham.com/
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Weather MicroServer MS 2.6.9900 A BiHxA A AALEFZAL ] i iA . Vi
n] M ZIRIA S A I6GE, BRI 8% I i Rt 45 Al 5% o

HAr] 7w AT T UMBR IR, VERSEICE] M.

https://columbiaweather. com/

5. Cisco Common Services Platform Collector AUBRFWI A5 [a)3 4| IH
(CNNVD-201903-496)

Cisco Common Services Platform Collector (CSPC) & EER} (Cisco)
N ()08 FH IR 251 6 SR R 35 o 12277 b @ i 40 1 R HBE 4% ) R AR P A7 AT
BHAE TR, HRA KBS AR . Cisco CSPC 2.7.2 JRAZR 2.7.4.5
JRASFD 2.8. 1.2 ZBTH) 2. 8. x WA AFAERL SR VF rT A1V el iR, 120 TR
TAZAF R A B A T B RS B o Sz R AT R IR
Sk F| CSPC H1

HA) QA A TN T MER iR, #b T 3RIBE B

https://tools. cisco. com/security/center/content/CiscoSecurityAdvisory

/cisco—sa—20190313-cspescv

6. Elasticsearch Kibana Elasticsearch Kibana &V EAIRIA  (CNNVD-
201902-1035)

Elasticsearch Kibana f&fif== Elasticsearch A FI—&HFIRAT. 3T
WEs T AI#8 & Elasticsearch XM T E. Elasticsearch Kibana 5. 6. 15
ZHIRAR 6.6. 1 ZHIMCAH [ Timelion visualizer fA7E% 4RI, LRI
i % AT RS R A ISR AT JavaScript AURSIFATAELL Kibana #EFEAL
RPUTAEE AT 2o

HAT) QA A TN T BMER IR, #b T 3RIBERE:

https://www. elastic. co/cn/community/security

7. Atlassian Confluence Server 428 HUIF (CNNVD-201903-909)

12


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190313-cspcscv
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190313-cspcscv
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Atlassian Confluence Server ;=i KFW Atlassian AFEMK—ELIH
N FRE S E R, el LT WiKi. Atlassian Confluence
Server HHAFLE L AIw . TAEBCEE VTR I Z IR HATAS . DL RS 252
M :

Atlassian Confluence Server 6.6.12 Z BijA

Atlassian Confluence Server 6.7.0 IRAZE 6.12.3 ZHiA

Atlassian Confluence Server 6.13.0 JRAZE 6.13.3 ZHIRA
- Atlassian Confluence Server 6.14.0 FRAZE 6.14.2 ZHTHA
HAT) SR T MBI, b T SRR

https://jira. atlassian. com/browse/CONFSERVER-57974

8. Rockwell Automation RSLinx Classic ZZMXHiRIEIR (CNNVD-201903-
091)

Rockwell  Automation RSLinx Classic & 3£ Y ow R
(RockwellAutomation) A F] ) —& T IWEM TR . %7 Z3CFHEIT Allen-
Bradley AJ4wfefskl#ei/iiml RockwellSoftware 1 Allen-Bradley AT,
Rockwell Automation RSLinx Classic 4.10.00 KZEFRRAAHH. d11 SCHEAF
FEFE T AR G2 b X i e o s AR B0 5 WM i T A2 H AR B BT ARG .

HAT) F R RA, PMERE M2 A, FERHERIET .

https://www. rockwel lautomation. com

9. Five9 Agent Desktop Plus V§H#EH|45=IH (CNNVD-201903-604)

Five9 Agent Desktop Plus &3[E Five9 A" —EIR T =HIECLE >
WA, Five9 Agent Desktop Plus 10.0. 70 FRAHAEAE VT M3 Hl4S iR . 2
PR TR A Z IR TR AT

HAT) QA A TN T BMER IR, PR IEOQE T

https://www. five9. com/
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10. Columbia Weather Systems Weather MicroServer ARAEIFEAJEE (CNNVD-
201903-642)

Columbia Weather Systems Weather MicroServer #&3£[H Columbia
Weather Systems A& H—XSZ MM, Columbia Weather Systems
Weather MicroServer MS 2.6.9900 M BfMRAS FAFFEARIDVE NI » AL
3 AR 2 IR IR AT AR

HAT) AT AN T BMER IR, PR IEOQE)

https://columbiaweather. com/

11. CloudBees Jenkins Job DSL Plugin &&4F4E jblEHE (CNNVD-201903-
303)

CloudBees Jenkins (Hudson Labs) ;&3 CloudBees A M—FHT
Java JFRIFFELEE L R %™ i 1 2 H T WA Re (R A AR A /AT
H A — L5 2 I AT 4RSS . Job DSL Plugin & A# FI7E Hd it — S DSL LA
g e BRI H (3diE. CloudBees Jenkins Job DSL Plugin 1.71 M2 Hi
FRA HRAFAE 22 AL ) BRI . B0k W R IR sl v &R, 78
Jenkinsmaster AT/ =AUD,

HAT) B SR AL T DB E IR, *h T 3R+
https://jenkins. io/security/advisory/2019-03-06/#SECURITY-1342

1.4.2. SfEiRmiR=EHl
AHEfERIAI 392 4, Ho & SRR 6 Fix.
£ 6 2019 4F 3 H =GRSz

Pl .. .
2 | WERA CNNVD %5 | H B
e 3 CNNVD-201903-247 ImageMa‘glck ImageMagick Studio
1 e Studio ImageMagick WRyFE
1S v T Y
. CNNVD-201903-188 Cisco R (CNNVD-

%14 T
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CNNVD-201903-495 201903-247)
. Google Go yENIJFIA
2 HEAN CNNVD-201903-263 Google
(CNNVD-201903-263)
CNNVD-201902-978 NetApp ~ |NetApp Clustered Data
3 | [ERIER ONTAP 1= B3 5% s I
CNNVD-201903-837 IBM (CNNVD-201902-978)
CNNVD-201903-612 | Threshold
Threshold eVisitorPass
4 | fEfrigym | CNNVD-201903-498 Dell BT PRIRIR (CNNVD-
CNNVD-201903-308 | .\ . 201903-612)
CNNVD-201903-310 OUAbEEs
CNNVD-201903-189
CNNVD-201903-175 Cisco Apache Qpid Broker—]J
5 | INI&IE | CNNVD-201903-172 o NI AE R (CNNVD-
201903-033)
CNNVD-201903-033 Apache
sy |CVD201903-545 _— [)Iﬁtelfr?;ﬁiis
T+ H nte
T CNNVD-201903-565 rver TOFIICons
6 | AN a 4% A PR BT A el 4% 1 R
! A (CNNVD-201903-
i CNNVD-201903-485 IBM i
545)
CNNVD-201903-1116 Cisco 10S XEFC B 4%
T | RERR Cisco JEIR (CNNVD-201903-
CNNVD-201903-167 1116 )
CNNVD-201903-427 F5
CNNVD-201903-154 Atlassian Sourcetree
8 | fndvEN | CNNVD-201903-165 Cisco A VENIGIE (CNNVD-
CNNVD-201903-171 201903-268)
CNNVD-201903-267 ,
Atlassian
CNNVD-201903-268
Wowza Media | Cisco IP Phone 8800
CNNVD-201903-719 . .
Systems Series Session
9 | BRI InitiationProtocol #&
CNNVD-201903-696 Cisco A4 4847 e ) I VI
(CNNVD-201903-69)
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AEFO K 27 0 2845 I 22 4l

Cisco IP Phone 8800
o Series Series Session
5 U1 2R . L
10 o CNNVD-201903-688 Cisco Initiation Protocol
P L vt 1 AL P S
BRI 0 1 >R DA i s V]
(CNNVD-201903-688)
Columbia Weather
CNNVD-201903-654 Columbia Systems Weather
11 | Buk A CNNVD-201903-639 Weather M?c?oServer W8 ik A
Systems I (CNNVD-201903-
654)
CNNVD-201903— CapMon Access
12 | T4 54E ~og CapMon Manager w4464
(CNNVD-201903-588)
CNNVD-201903-575 LCDS
spphx s | CNNVD-201903-548 . LSDS Hauis SLADA
n e LY \Ij“““_‘

Bl s | onwp-201903-546 S DX B DR I
CNNVD-201903-289 . (CNNVD-201903-575)
CNNVD-201903-285

McAfee Endpoint
Security J5B#EHN
14 B CNNVD-201902-1004 McAf .
it e Wi (CNNVD-201902-
100)
HID Global
o CNNVD-201903-200 | H1 K W28 R
" Ty 1] 433 ] EasyLobby Solo
iR CNNVD-201903-614 U7 17 4 1) 6 152 T I
HID Global
CNNVD-201903-615 (CNNVD-201903-614)
CNNVD-201903 Open Ticket Request
16 | ARSI —_— OTRS System ARALVEANIRIF
(CNNVD-201903-506)
1. ImageMagick Studio ImageMagick WRIEE IR RIEIH (CNNVD-
201903-247)

ImageMagick Studio ImageMagick s&3¢[H ImageMagick Studio A w]#)—
EFFIRI EG AL FR KA o AT sl S N Z s R B .
ImageMagick 7.0.8-25 ZRTRRAHH) coders/ped. ¢ CAFAFLE RS HAL 1R TN
e Wk 2 nT R I T i A 2 R 55

% 16 I
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HAT) QA A TR T BMER iR, #b T 3REUBE B

https://github. com/ImageMagick/ImageMagick/commit/le6a3ace073c9ec9c71

e439c¢111d23c6eb66chbae

2. Google Go VEAJRIA (CNNVD-201903-263)

Google Go ;2L ELBHK (Google) AFHI KA., FiFMH. HKR
B, I RABIR BRI MAETE S . T Windows “FE I Google Go 1.12
N Z AT RRA P AFAETE NI, %IRRT R T LoadLibrary I
e M mI A Wi E A DLL,

HErl /o RkAmAEN T UIBEE IR, *hT 3R
https://github. com/golang/go/issues/306420

3. NetApp Clustered Data ONTAP NetApp Clustered Data ONTAP {g &
MR (CNNVD-201902-978)

NetApp Clustered Data ONTAP f&3E[E NetApp Al —FEH THEEHNA
HITEREERAE 2280, NetApp Clustered Data ONTAP 9. 1P15 Z HyfRAAN 9. 3P7T 2
HIT 9. 3 BRA AL Bt ER IR« Zoah 2 ml A iR it 5 U E B .

BT B SR AL T DB E IR, *h T 3R+
https://security. netapp. com/advisory/ntap—20190227-0001/

4, Threshold eVisitorPass fE/EE IR (CNNVD-201903-612)

Threshold eVisitorPass s&JN%& K Threshold AR —EIZEH AR
4i, Threshold eVisitorPass 1.5.5.2 MAFIFELEGEE IR, 1ZRIFAIET
PR 7B E BT UE . A 0 2 n] R B IR T SR EUOZ R S0 1) 4 iR 5 7]
BUBR -

HAT) QAT AN T BRI, #b T 3RIBERE:

http://support. evisitorpass. com/Release Notes. html

17 W
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5. Apache Qpid Broker Apache Qpid Broker-J By ANMEJEIE (CNNVD-
201903-033)

Apache Qpid #2JEEFTMIZT (Apache) FAHHE 4 23 ) — FKIH 1F) % R IFH S
IR 2 A AMQP GRIZE B BABIBR O sBl, TARIRF & AMQP
I RGHATIESE, JHRELT C++. Python. Java. CESGSMFLIE 5 (M5 bif
JE . Qpid Broker—J SEILAH)—AMEH] Java 'S B FIPHHE SACERLLAE
Apache Qpid Broker—] 6.0.0 FRAE 7.0. 6 A 7. 1. 0 BAS A7 ERI NS IIE
T o Sl I 3 AR i 4 R P TR I A QR S48 5

HAT) SR ATHAN T BMERIRIA, #b T IRECBERE:

https://issues. apache. org/jira/browse/QPID-8273

6+ Intel Graphics Driver for Windows Intel Graphics Driver for

Windows AR VFRT A1V o) & HI%3F (CNNVD-201903-545)

Intel Graphics Driver for Windows JE&3EEFAF/R (Intel) AFHI—K
EHTF Windows “FEMERIKENFERF . Kernel Mode Driver RHAH—AN
AR . 2T Windows *F& ] Intel Graphics Driver H'f] Kernel
Mode Driver fFFEALBRVE AT NS o) f2 HIUIR « AH Beadi 2 w] ) 2 s TR AT AR
BRI, DU A Z S5m0

- Intel Graphics Driver 10. 18.x.5059 2 Hiihx4<

Intel Graphics Driver 10.18.x.5057 Z RifiRAS

Intel Graphics Driver 20.19.x.5063 2 fifA

Intel Graphics Driver 21.20.x.5064 Z RifiRAS

Intel Graphics Driver 24.20.100. 6373 Z HifxAS

#
&
b=l
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HAl) QR ATHAN T BMER IR, #b T IREEE R

https://www. intel. com/content/www/us/en/security—

center/advisory/intel-sa—00189. html

7. Cisco I0OS XE Cisco I0S XE PE4iRISIH (CNNVD-201903-1116)

Cisco 10S XE REEHEFEL (Cisco) AF|H—F NHM LB &I K IIHRAE
F4t. Cisco 10S XE H1#) Web UL fFAEMCE BRI, TR IR T 18 5 5oh 5t
Web UL A SCAAT IEMAMI VT I #bil. M4 a7 Web MRZSE5TNAERT, iz
PR ek 5 A i 0ok T PR SRR F IR 7 el BBURR R L B A

HA) QA A TN T MER IR, #b T 3R BE:

https://tools. cisco. com/security/center/content/CiscoSecurityAdvisory

/cisco—sa—20190327-xeid

8. Atlassian Sourcetree Atlassian Sourcetree S IEAIRIH
(CNNVD-201903-268)

Atlassian Sourcetree ;EAF|W Atlassian A& HI—FKAIH Git Al
Mercurial 2/ o LR, & REMEHIF AT ML SIS B E . 6T Windows P
£ Atlassian Sourcetree 0.5a JRAZE 3.0.15 ZHTHAFAAEM 2 1ENT
e R TR HZ MR R4 AT .

HAT) B SR AL T USRI, *h T 3R
https://jira. atlassian. com/browse/SRCTREEWIN-11289

9, Cisco IP Phone 8800 Series 1 Session Initiation Protocol #%

1438 7238 i JRTE  (CNNVD-201903-696)

Cisco IP Phone 8800 Series J&E[E A} (Cisco) AHIMI—EK 8800 &
HIf) IP 4%, Session Initiation Protocol (SIP) Software s&™Af)—zKk
S A MY . Cisco IP Phone 8800 Series FH SIP #RAFAF{E S 1Z 0
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Pl o I REXC F al it b A JE R SRR 2RI AR SO R 48 B RE R
HEFANSCAE o PR P i 2 25200 -

— Cisco Wireless IP Phone 8821-EX (SIP ¥4 11.0(5) iA)
— Cisco IP Conference Phone 8832 (SIP # 4 12.5(1)SR1 FA)
— HAth Cisco TP Phone 8800 F%I/=fh (STP # A 12. 5(1) SR1 hRA)

HAT) A TN T MER IR, #b T IR

https://tools. cisco. com/security/center/content/CiscoSecurityAdvisory

/cisco—sa—20190320—1ipptv

10. Cisco IP Phone 8800 Series Session Initiation Protocol #{FE&
YETEROVEIRI (CNNVD-201903-688)

Cisco IP Phone 8800 Series je3kE Al (Cisco) AmAM—3K 8800 F
Hff) IP Hii%. Session Initiation Protocol (SIP) Software #&J:rfi)—3k
SRR AR LA . Cisco IP Phone 8800 Series HUf SIP B3 T Web )
T ATE B B RO IE IR, 2R TR TR P I A AT 78 7 Bl 135 SR £
WEORY o T RE B 5 T I A P U7 1) R o B R R TR H AR B i
ITAEEERAE. LUR W2 2500 .

- Cisco Wireless IP Phone 8821-EX (SIP #AF 11.0(5) A
— Cisco IP Conference Phone 8832 (SIP #f4 11.0(5) fixAS)
— HAth Cisco IP Phone 8800 ZRFI/= i (STP #fF 12. 5(1) SR1 bitA)

HAT) QAT AN T BMER IR, #b T 3RIBERE:

https://tools. cisco. com/security/center/content/CiscoSecurityAdvisory

/cisco—sa—20190320—ip—phone—csrf

11. Columbia Weather Systems Weather MicroServer E&ukHZAIRH
(CNNVD-201903-654)
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Columbia Weather Systems Weather MicroServer #&3&[H
ColumbiaWeather Systems A& H—ZX RN A%, Columbia Weather
Systems Weather MicroServer MS 2.6.9900 Az 2 Hif WA H AFAE B ik A U
T, ZIFE TR A B IR o SRR AT A IR AT =
] Web JHIAS,

HAT) kAT AN T BMER IR, PRI OQE) 0l

https://columbiaweather. com/

12. CapMon Access Manager =% %&{FIEIH (CNNVD-201903-588)

CapMon Access Manager #&f}# CapMon A [—E& V5 & FH ;. %K
PCFE N TP A B/ R B HF HESEDIRE. CapMon Access Manager
5.4.1.1005 RAH ) CALRunElevated. exe SCHFAEAE 354 2RI . Mokl
IEREA S EE NG S LAY YT

HAE) H R RA, DB e, PERsE R 3

https://capmon. dk/

13, LCDS LAquis SCADA ZErpX4EiRIIH (CNNVD-201903-575)

LCDS LAquis SCADA s27PH LCDS A [f—% SCADA (HfiK& s
HD KRG, ZRGEEMH TR BEEAR MR & AT R EFL 6]
LCDS LAquis SCADA HRAFTEMEF S NI . I FEBE& nE BRI A ELS SCHF
FFHZ IR TR L AT ERE ) R S P BT ARES

HE) m AR, DMER e, VEEwE T 3w

https://laquisscada. com/

14, McAfee Endpoint Security J5EBEH#EIRIFA (CNNVD-201902-100)

McAfee Endpoint Security (ENS) j&3EELIE (McAfee) AT —EHE
(LB PME RN S 3 ) i B 18 R HE B8 o AZAE ZR S -5k S I AE 10 S g B 1R

21 W
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A A B BEA T R ) AT AT AR B B EGIESSE . McAfee ENS 10.6.1 M ZHIHK
AHE] Microsoft Windows %% 7 uiA71E 5 B BEHIRIA « AW 3 o] B HZ )R
TRSRESE T AR

HAT) QR ATHAN T BMER IR, 4T IR

https://kc. mcafee. com/corporate/index?page=content&id=SB10254

15. HID Global EasyLobby Solo Vjjia#E#i4EiRIEH (CNNVD-201903-
614)

HID Global EasyLobby Solo 723 HID Global ARH—BELZEVHE
T (SVM) #f4. HID Global EasyLobby Solo 11.0. 4563 JASHAFALE U 0] 354
BRI o AR 2 ] R FZ IR TR AR B B AT R BB ERAE

HA) i CAA TR T BMER eI, VRN IROQE

https://www. hidglobal. com/

16, Open Ticket Request System fRIE¥EAIRHE (CNNVD-201903-506)

Open Ticket Request System (OTRS) fZ2f#[E OTRS £EHI—EFFIHE
PREFE T R G o AR B, RS & PR IR R A R IR 4518 SR JH 2K
NAFIRIBAS . MRS g0, MRS A G1iEE OTRS RGUKIREMEEZE . OTRS
5.0.34 ZHIH 5.x FRAS. 6.0.16 Z AT 6.x FRAF 7.0.4 ZHIM 7.x IR
A AEAEACRE T NI o Bohi 2 nladad AR KRR B B0 R FH 2RI AT
JavaScript g,

HAT) m SR AT T LME R IR, #h T IRECEERE:

https://community. otrs. com/security—advisory—2019-01-security-update—

for-otrs—framework—~6
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3. EXRERME

3.1. XF RSN ZEFmiRAER

AR, WRETTRAT T 2 ZENA A, A5 Windows ActiveX 2R
T AT IR (CNNVD-201903-377. CVE-2019-0784) . Internet Explorer 1%
AR (CNNVD-201903-435. CVE-2019-0763) . Chakra JHIZS 5|4 Py £ 413K
JRiF (CNNVD-201903-421. CVE-2019-0592) 2L NI . EIhH Bk i
Wi & AT AAE B AR R S8 EHUTAE RS SRBUR 8l . i A= M R4
TR . BAT, WMECE T e R EAN T, BCH P B AR &
2 BT R, RIS HME .

IeiRfE A

AR A EP M Microsoft Windows R4 . ActiveX #if4. Internet
Explorer M|'%i#%. Chakra JIAG| ., Microsoft XML Core Services Z#T
28, TFTP ARZ5#%. VBScript 5|#. Windows DHCP % F'i%% Windows ‘P& T
N BAF A . IR TERE R

1. Windows ActiveX ZmFRALALHATIRIF (CNNVD-201903-377. CVE-2019-
0784)

TRIAT AT ActiveX ACHEPNAFE R RN AP A A IR AT IR . %
IR ] BB RN R AE AT AR R ARG o B R T R 2t 2 7T A
PAG5 AT A F R B o G R s B P BOR B , Rh
A FH e A il 2 S I 2R ) R Gt Bk B R B
S O s B it s BCE BT sE e R BUR BBk 7

2. Internet Explorer WFIRIFIEIH ( CNNVD-201903-435 . CVE-
2019-0763)
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IR : 2 Internet Explorer ASIEHf] ] AT H AT G 2 i
ZIRTE . BRI IR R B 3 mT DA S 2w S AR R B R AR, T
By, BE. BB, Sk .

3. Chakra BIAS|ZENFHRIARIF (CNNVD-201903-421. CVE-2019-
0592)

I /. Chakra JIAS|#EE Microsoft Edge HHALIE Py A7 HH (116 G I¥ B
R REAR A IR DA A R X B R BLERAS- S = T AR R A P A
BR o dn SR = Er A A AR S S, Bl ] DR R R e . A
oA B K4t

4, MS XML EREAEHATIRIA (CNNVD-201903-385. CVE-2019-0756)

I/ 24 Microsoft XML Core Services ZMHTaSALBEFH 1IN, £
PRI ARARIS BAT i . WUt 2 7 2175 A0 P ot L WS A2 g B s 9 J2 Hh F
DA F P B B B B R AR I M3 . 24 Tnternet Explorer ZhHT XML Y%
I, o vl DL A AT % s A R4 i 1 R S

5. Windows #8455 TFTP IR 452 RS HATIRIF (CNNVD-201903—
384. CVE-2019-0603)

IS : Windows #ERSS TETP JRSTEAEALFE A7 b B BRI AFAE
FEACS AT IR . Brdi g v LI 2R PR B THRYIE K, 32T Windows BUR, A
MHATH SN

6. Windows VBScript 5|EEZmFERMLIATIHIFN (CNNVD-201903-386. CVE-
2019-0666) .~ (CNNVD-201903-398. CVE-2019-0667)

IS . VBScript SIEEALTE NAF AR R 5 S A AL I AR ACAS AT T
o TR i B B v DRSS i FH P AR R R P AR - dn SR =40
RPN E B P AR s, n R 2 A - G A BRI S 5, Bede & (3 T A
ERLHERET. BE. TR EdsE.

26 W
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7. Windows DHCP % P immfRAAAS#ATI%F (CNNVD-201903-375. CVE-
2019-0697) . (CNNVD-201903-389 . CVE-2019-0698) . (CNNVD-201903—
391. CVE-2019-0726)

JRIATEA: M43 Windows DHCP R 4% 5% %k 6 4 Kk 3 11 1) DHCP %k
PEAU, 2l iZIeI . BRI IR TR ) B0 3 7T AE AR S5 2% E AT = AR
i,

8. Win32k 15 B MtIESIEIE (CNNVD-201903-373. CVE-2019-0776) . (CNNVD-
201903-452. CVE-2019-0808)

Il fE A 2 Win32k A EffIR A NG BN, AA7EE BitteIR
o BRI S iR R et mT DASRIBUH P 5 2, e — 22 MR & 45t
TR, SbE HEXARG, BT LTSRN R, 2N AT
LI P I ] 25 1) 52 52 ) R B

9. Microsoft Edge WFEIRIFIEIH (CNNVD-201903-448. CVE-2019-
0779)

Il fai /. 24 Microsoft Edge ANIERAHLUT ] YA H X RIN 2> il K %
e A i (B v] DAERAS 5 4w P AR R RO P AR, 2R =4
PP s R BT P BOR 5, k(S ) AR 32 s i (K R 8. B TR
ZRREY . BE . EOEOEREE . B QIR

BRI

HAr, e Trea ks TR 7 EiRiRFE, 230 P K aildsiRs
Wi, SREUVEHME R SR T BT

] IR A4 7R EPR: 5
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Windows ActiveX ZFEAY
P PRAT IR (CNNVD-
201903-377. CVE-2019-
0784)

https://portal. msrc. microsoft. com/zh
—CN/security—guidance/advisory/CVE-
2019-0784

Internet Explorer WA#
BRI ¢ CNNVD-
201903-435 . CVE-2019-
0763)

https://portal. msrc. microsoft. com/zh
—CN/security—guidance/advisory/CVE-
2019-0763

Chakra A 5| % PN /7457
s ¢ CNNVD-
201903-421 . CVE-2019-
0592)

https://portal. msrc. microsoft. com/zh
-CN/security—guidance/advisory/CVE-
2019-0592

MS XML AR AT IR
T CNNVD-201903-
385 . CVE-2019-0756)

https://portal. msrc. microsoft. com/zh
-CN/security—guidance/advisory/CVE-
2019-0756

Windows #B#& k% TFTP
JIR 55 s AR ARG AT e T
(CNNVD-201903-384 .

CVE-2019-0603)

https://portal. msrc. microsoft. com/zh
-CN/security—guidance/advisory/CVE—-
2019-0603

Windows VBScript 5|Z&
AR AR AT e T
( CNNVD-201903-386
CVE-2019-0666 ) -
(CNNVD-201903-398 .
CVE-2019-0667)

https://portal. msrc. microsoft. com/zh
-CN/security—guidance/advisory/CVE—-
2019-0666
https://portal. msrc. microsoft. com/zh
—CN/security—guidance/advisory/CVE-
2019-0667
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Windows DHCP & Fumit | https://portal. msrc. microsoft. com/zh
FEACHE$HATURIA (CNNVD- | -CN/security—guidance/advisory/CVE—-
201903-375 . CVE-2019- | 2019-0697
0697 ) . (CNNVD- https://portal. msrc. microsoft. com/zh
7 201903-389 . CVE-2019- | -CN/security—guidance/advisory/CVE-
0698) . (CNNVD- 2019-0698
201903-391 . CVE-2019- | https://portal. msrc. microsoft. com/zh
0726) —CN/security—guidance/advisory/CVE-
2019-0726

Win32k 5 EMJEJR i | https://portal. msrc. microsoft. com/zh

(CNNVD-201903-373 . ~CN/security—guidance/advisory/CVE-
CVE-2019-0776) . 2019-0776

i (CNNVD-201903-452, https://portal. msrc. microsoft. com/zh

CVE-2019-0808) -CN/security—guidance/advisory/CVE—-
2019-0808

Microsoft Edge WAF#i | https://portal.msrc.microsoft. com/zh

9 W IRIA - (CNNVD-201903- ~CN/security—guidance/advisory/CVE-

448, CVE-2019-0779) 2019-0779




