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4 Magento 61 4.67%
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5 Windows 7 42
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11 Android 12
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https://support.hpe.com/hpsc/doc/public/display?docLocale=en_US&
docld=emr_na-hpesbhf03930en_us
8. Advantech WebAccess/SCADA £ ™ X & & I® W
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Advantech WebAccess/SCADA 72 H'[H & & i (Advantech) A F]
[P —BEFT WA LA ) SCADA A o A SCFFEN S KT B il
SEmF R, R A AR A B H Sh ik iR A I DI RE .

Advantech WebAccess/SCADA 8.4.0 7 H1 A7 1E 28 i X A R T T
A28 R B WA e T AT AR A

HAT) S A b T UME R IR, VB E] w320

https://www.advantech.com/

9. Cisco Data Center Network Manager 14 A 3% 45 R I 1A
(CNNVD-201906-1044)

Cisco Data Center Network Manager & 3 [E B &} (Cisco) A& [1—
EHEPOEHRS. ZRGEH T Cisco Nexus £l MDS 547158 #t
B, FROAEf T AL B WP RR S5 DI RE

Cisco Data Center Network Manager 11.1(1) 2 Hif i A< FP 2T Web )

B PRSI AFAE U R AR IR, ZIRTRE TR A BRI B 20
AR 3 AT E I R IR RS A HT TP 38 3K R F Z R geit & 43 56 1E
LB BB RPAT I B3R .

HAT) i SR RAb T ME R IeIR, T SR

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory
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10.  Adobe ColdFusion AUA A I (CNNVD-201906-520)

Adobe ColdFusion s& 3 [E B2 L. (Adobe) /A &l 1) — B b 72
PP RFG . % FEEFEERIT KA BEMPARES .

Adobe ColdFusion 2018 Update 4 X 2 Fihii 4. ColdFusion 2016
Update 11 }2 2 RifiiA<#1 ColdFusion 11 Update 19 }% 2 Rij A< #E(E
PG 1A Il o Beeki 2 Al A IR IR T AR S AR .

HAT) S ab T LME R IR, 4T SR

https://helpx.adobe.com/security/products/coldfusion/apsb19-27.html
11.  Microsoft Windows ZZAHEia]REIFIFH (CNNVD-201906-431)

Microsoft Windows F11 Microsoft Windows Server #ft & 35 E 33K

(Microsoft) 2] i i« Microsoft Windows #&—Z> A\ 158 F (1)
HAF 2% . Microsoft Windows Server & —& iR 55 8 1F R 4

Microsoft Windows H {7 7E 2 Rt S il . Bri 2 T Bl

(1) B 43 B ik 15 SR i R SR 22 4 BRI DATR 77 il S WA 52 21 5200 -

Microsoft Windows 10

- Microsoft Windows 10 iz A< 1607
- Microsoft Windows 10 kA< 1703
- Microsoft Windows 10 kA< 1709
- Microsoft Windows 10 k4 1803
- Microsoft Windows 10 ki 4s 1809

- Microsoft Windows 10 fix 4~ 1903
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- Microsoft Windows 7 SP1

- Microsoft Windows 8.1

- Microsoft Windows RT 8.1

- Microsoft Windows Server 2008 SP2

- Microsoft Windows Server 2008 R2 SP1

- Microsoft Windows Server 2012

- Microsoft Windows Server 2012 R2

- Microsoft Windows Server 2016

- Microsoft Windows Server 2019

- Microsoft Windows Server x4 1803

- Microsoft Windows Server x4 1903

HET B e RATEAN T LMEEIR, b ] SRR

https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisory/
CVE-2019-1019
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ZOHO ManageEngine Netflow Analyzer 7&35 [E 55 (ZOHO) 4 ]
[F—EFT Web 19747 %5 a4 T R o %77 il 2 T 28 a4 Fim &
AT

ZOHO ManageEngine NetFlow Analyzer 12.3 fixAH 1]
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Bk a8 ‘DevicelD” ZHH H IR IHHAT A S ) SQL 2.
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| CNNVD-201906-415 12 8] R
1) 8] 71
(CNNVD-201906-1021)
CNNVD-201906-416
CNNVD-201906-418 Microsoft
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CNNVD-201906-487

CNNVD-201906-488

CNNVD-201906-489

CNNVD-201906-491

CNNVD-201906-526

CNNVD-201906-121

Intel
CNNVD-201906-564
CNNVD-201906-636
IBM
CNNVD-201906-857
CNNVD-201906-194 HPE
CNNVD-201906-924 HP
CNNVD-201906-071
CNNVD-201906-072
Google
CNNVD-201906-074
CNNVD-201906-078
CNNVD-201906-102
1
CNNVD-201906-798 Cisco
CNNVD-201906-795
CNNVD-201906-850 Dell
%X Qualcomm = RECE
9 ELEER | CNNVD-201906-070 | Qualcomm | =i
(CNNVD-201906-070)
CNNVD-201906-025 Micro
Focus
CNNVD-201906-087
Geutebruck
CNNVD-201906-088
Adobe Campaign Classic
- CNNVD-201906-106 PN
10 WEEN ) wENFIE
McAfee (CNNVD-201906-505)
CNNVD-201906-106
6
CNNVD-201906-119
HPE
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CNNVD-201906-127

CNNVD-201906-128

CNNVD-201906-131

CNNVD-201906-132

CNNVD-201906-142

CNNVD-201906-143

CNNVD-201906-145

CNNVD-201906-176

CNNVD-201906-202

CNNVD-201906-204

CNNVD-201906-224

CNNVD-201906-256 | hancher

Labs
CNNVD-201906-373 R IEIfl
CNNVD-201906-505 Adobe
CNNVD-201906-630 Ora?\j’eHR
CNNVD-201906-771 Sony
CNNVD-201906-797 Cisco
CNNVD-201906-936 BX78
CNNVD-201906-106
g McAfee
CNNVD-201906-107
A e

Advantech
1 o CNNVD-201906-115 BEIERIS; | WebAccess/SCADA B&12i8
T3 iR
CNNVD-201906-774 Sony (CNNVD-201906-1074)
CNNVD-201906-892 ABB
CNNVD-201906-966 IBM
CNNVD-201906-529 Intel Intel Rapid Storage
N Technology Enterprise Intel
12 | EuEmA 9 EnieTP

CNNVD-201906-179 HPE Accelerated Storage

Manager 55k B A RiE
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(CNNVD-201906-529)

CNNVD-201906-604

CNNVD-201906-372 FR>GEIT
CNNVD-201906-942 B8
CNNVD-201906-634
IBM
CNNVD-201906-779
CNNVD-201906-652 HP , pae
Bk A sk IBM Cloud Private BS54
13 1’_% \i CNNVD-201906-390 CloudBees KiERE
= (CNNVD-201906-634)
CNNVD-201906-156
CNNVD-201906-546
Cisco
CNNVD-201906-790
CNNVD-201906-792
CNNVD-201906-869 Bobronix
CNNVD-201906-107
e
6
CNNVD-201906-556 RiE
CNNVD-201906-273 VMware
CNNVD-201906-333
CNNVD-201906-338 | SolarWinds
CNNVD-201906-339
CNNVD-201906-606 Phoenix Contact
Automation Worx Software
ZZmX4sE | CNNVD-201906-608 Suite PC Worx. PC Worx
14 = Qualcomm | gypress #1 Config+ MK
CNNVD-201906-616 PN
E1RImIE
CNNVD-201906-620 (CNNVD-201906-829)
CNNVD-201906-829 .
CNNVD-201906-840 | Contact
CNNVD-201906-281 Panasonic
CNNVD-201906-601
CNNVD-201906-602 Mozilla
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CNNVD-201906-412

CNNVD-201906-413

CNNVD-201906-421

CNNVD-201906-425

CNNVD-201906-428

CNNVD-201906-448

CNNVD-201906-450

CNNVD-201906-452

CNNVD-201906-453

CNNVD-201906-454

CNNVD-201906-456

CNNVD-201906-457

CNNVD-201906-465

CNNVD-201906-466 Microsoft

CNNVD-201906-467

CNNVD-201906-468

CNNVD-201906-469

CNNVD-201906-471

CNNVD-201906-472

CNNVD-201906-473

CNNVD-201906-474

CNNVD-201906-475

CNNVD-201906-476

CNNVD-201906-477

CNNVD-201906-482

CNNVD-201906-498

CNNVD-201906-516

CNNVD-201906-903 Linux
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CNNVD-201906-103
1

CNNVD-201906-812

CNNVD-201906-103 ImageMagi
2 ck Studio
CNNVD-201906-103
3
CNNVD-201906-109
2
IBM
CNNVD-201906-112
0
CNNVD-201906-178
HPE
CNNVD-201906-201
CNNVD-201906-651 HP
CNNVD-201906-067
CNNVD-201906-080 Google
CNNVD-201906-081
CNNVD-201906-610 | Cmoedthis
Software
CNNVD-201906-806 Cisco
CNNVD-201906-904 ABB
Facebook osquery [ & %%
15 FEESEE | CNNVD-201906-034 | Facebook | iZimiE
(CNNVD-201906-034)
CNNVD-201906-054 IBM
CNNVD-201906-073 | Qualcomm
CNNVD-201906-110
4
Od
CNNVD-201906-110 0
5
16 HEEES | CNNVD-201906-519 Odoo T #EHIfHIRIRE
s Siemens (CNNVD-201906-1104)
CNNVD-201906-521
CNNVD-201906-530 Intel
CNNVD-201906-810
Red Hat

CNNVD-201906-816
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CNNVD-201906-252 Sitecore
CNNVD-201906-103 Prima
Systems
CNNVD-201906-931 | | =~ Poctor
Toolbox
CNNVD-201906-279 Panasonic
CNNVD-201906-492 Microsoft
CNNVD-201906-039
CNNVD-201906-040 Linux Sitecore Experience
17 e Ek CNNVD-201906-051 Platform 45 o] &iRE
(CNNVD-201906-252)
CNNVD-201906-599
CNNVD-201906-047 IBM
CNNVD-201906-134
HPE
CNNVD-201906-141
Electroni
CNNVD-201906-624 | - oronte
Arts
CNNVD-201906-271 Dell
CNNVD-201906-391 CloudBees
CNNVD-201906-115 N
. BERERL R
1BERS: | CNNVD-201906-809 Cisco Sy”O'O\gi(jf{‘?”d?r RIER
18 SATEN Grap L ENIRIE
A
s CNNVD-201906-837 (CNNVD-201906-1158)
Sophos
CNNVD-201906-838
Atlassian Sourcetree S%
19 ZHEEN | CNNVD-201906-611 Atlassian | SENIRIE
(CNNVD-201906-611)
CNNVD-201906-174 HPE Microsoft Windows Secure
= Kernel Mode &4 451 a]
20 5] 2 =
= CNNVD-201906-451 Microsoft e
(CNNVD-201906-451)
CNNVD-201906-115 .
0 BERERE,
. Magento SQL JE NG
21 SQLy
CNNVD-201906-181
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CNNVD-201906-182

CNNVD-201906-183

CNNVD-201906-184

CNNVD-201906-185

CNNVD-201906-186

CNNVD-201906-187

CNNVD-201906-188

CNNVD-201906-189

CNNVD-201906-190

CNNVD-201906-836 Sophos

CNNVD-201906-983

Magento
CNNVD-201906-984

1. NETGEAR Insight f4¥EAJRIM (CNNVD-201906-014)
NETGEAR Insight #& 3% E M4 (NETGEAR) AR K —ERE T =1
FEP G %P AR EMEE NETGEAR Insight FE44H: A A5
LA ReadyNAS # %%
NETGEAR Insight 5.6 2 il R A AFAE i 233 NI o BUii 2 ml A
FZIRIAEN T2
HET B RATHAb T MEEIR, 4T SREEERE
https://kb.netgear.com/000060977/Security-Advisory-for-Post-Authen

tication-Command-Injection-on-Insight-Cloud-PSV-2018-0366
2. Adobe Flash Player BIREEHIRINIA (CNNVD-201906-509)

Adobe Flash Player &3 [E B2 Lt (Adobe) A #IHI—3KE T4

T P00 L ) 22 SRR TR 7 it o 17 i SRR IS o e AT 0 g A T
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MR WAL .
Adobe Flash Player H 477 Bt I & BRA R I o B0 28 AT F H N
TRAE A HT P B B SO AT AR o DU 7 i S RA 32 B 5200 -
- #£F Windows. macOS FI Linux “F- & 1] Adobe Flash Player
Desktop Runtime 32.0.0.192 }% 2 i il A<

- T Windows. macOS . Linux il Chrome OS V& ] Adobe
Flash Player for Google Chrome 32.0.0.192 }% 2 Hii i A<

- T Windows 10 #18.1 ¥ & 1) Adobe Flash Player for Microsoft
Edge #11 Internet Explorer 11 32.0.0.192 % 2 Bifi A

HAT) S Ab T LME R IR, b T SR
https://helpx.adobe.com/security/products/flash-player/apsb19-30.htm

_C.O_

IBM Maximo Asset Management yEAJRIH (CNNVD-201906-689)

IBM Maximo Asset Management &35 [E IBM A& ) — B4 AT

P i IR TR AR R T R . T BRSNS R

R BE, G, SCIEIs e, JERX ST e LI A
IBM Maximo Asset Management 7.6 i AS FPAZELEVE NI . LRI

dr & W R HZINIRE R G AT RS

HAT) ST RAb T ME R IeIR, b T SR

https://www-01.ibm.com/support/docview.wss?uid=ibm10887557
4. Cisco WebEx Meetings Server {5 S HtEEIFIF (CNNVD-201906-160)

Cisco WebEx Meetings Server (CWMS) & WebEx £ 7 & 1Y

—EMEE PR Web 2 UL 2 D e 2 WA T T 2%
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Cisco CWMS 13T Web [0 3 FUR A7 AR B IRIA, %K
TRVE TR e HEAT IERR V5 [ 3251 o Boads 2 ml ol s B i il ok
A Z IRV UK T RARAE R

HAT] B R AN T MBS eI, #b T 3R
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn76141
5. IBM Cloud Private {E/EE ¥ RN (CNNVD-201906-533)

IBM Cloud Private &% [E IBM A& [—&E W FAE = R T &

IBM Cloud Private 1.0.0 BRAZE 3.0.1 KA H A7 78 13 (45 2L i 251 s »
IR TR TR P F P SRR O I SO X At ek 2 w8 i
I HUBURAE B

HAT] W RATAN T MBS eI, #b T 3R
https://www-01.ibm.com/support/docview.wss?uid=ibm10886591
6. NVIDIA Vibrante Linux I ARIESERIFIH (CNNVD-201906-225)

NVIDIA Vibrante Linux £ 3 E#fHiis (NVIDIA) AR —&EHT
Drive PX2 (JFEN TR REEWTHE-G) 1) Linux KATHR.

NVIDIA Vibrante Linux 1.1 B4 2.0 JRASFN 2.2 B HHAFTERIN
O UE R IR o Bl 2 TR P 2 R IR 3 RS 4 T 2% B R 45 R

HAT) i SR b T ME RN, VB w320

https://www.nvidia.com/

7. Intel Omni—Path Fabric Manager GUI A jalEiRIH
(CNNVD-201906-576)
Intel Omni-Path Fabric Manager GUI & [E 45/ (ntel) A&

— 3T Intel Omni-Path Fabric GE{Z224) & H M EEAE.
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Intel Omni-Path Fabric Manager GUI 10.9.2.1.1 2 Bl ilu A H Y 22 3%
FEFPAFAESR AL A) R o A Hb IS0 35 7T R B iz e TR 52 AR
HAl) m o RATHEAN T DME IR, M T REE B2

https://www.intel.com/content/www/us/en/security-center/advisory/in
tel-sa-00257.html

8. Cisco Data Center Network Manager HUPR¥F] A w5 ] i

J7F (CNNVD-201906-1021)

Cisco Data Center Network Manager & 3 [E B &} (Cisco) A& [—
EHFEPOEERS. ZRGUEH T Cisco Nexus Al MDS % 4152 #t
B, SRS AT . e BT HERR 55 Th e

Cisco Data Center Network Manager 11.2(1) Z Fif i A< FP 4L T Web )
B H I A AR BR VAT A7 1) 4% 1) [ R T 122 TRV T AN LIE A AL
BRI E o TCFE T A R 2 4% 2 2 R i B & T 5K URLs
A 12 R TR AU JE D TR BRR

HE) H AT T BRI, ] 3RBEE%:

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory
/cisco-sa-20190626-dcnm-file-dwnid

9. 23K Qualcomm j** FHHEC B RINIA (CNNVD-201906-070)
Qualcomm MDM9206 Z5#f5 & 3% [E 538 (Qualcomm) A &) i) — 3K
e, KEPEEE (CPU) 77
% Qualcomm 7= i 1 i Kernel /7 7ERC B AT iR IR . Bty & vl A
iz M A5 2. BAR 7 i S A 52 B 52 -

- Qualcomm IPQ8074
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- Qualcomm MDM9150
- Qualcomm MDM9206
- Qualcomm MDM9607
- Qualcomm MDM9650
- Qualcomm MSM8996AU
- Qualcomm QCA8081
- Qualcomm QCS605

- Qualcomm 215

- Qualcomm SD 210

- Qualcomm SD 212

- Qualcomm SD 205

- Qualcomm SD 425

- Qualcomm SD 427

- Qualcomm SD 430

- Qualcomm SD 435

- Qualcomm SD 439

- Qualcomm SD 429

- Qualcomm SD 450

- Qualcomm SD 625

- Qualcomm SD 632

- Qualcomm SD 636

- Qualcomm SD 650/52
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- Qualcomm SD 675

- Qualcomm SD 712

- Qualcomm SD 710

- Qualcomm SD 670

- Qualcomm SD 730

- Qualcomm SD 820

- Qualcomm SD 820A

- Qualcomm SD 835

- Qualcomm SD 845

- Qualcomm SD 850

- Qualcomm SD 855

- Qualcomm SD 8CX

- Qualcomm SDA660

- Qualcomm SDM439

- Qualcomm SDM630

- Qualcomm SDM660

- Qualcomm Snapdragon_High Med 2016
- Qualcomm SXR1130

HAET) H AT T BRI, ] 3R

https://www.qualcomm.com/company/product-security/bulletins
10.  Adobe Campaign Classic Ar@VEAIRH (CNNVD-201906-505)

Adobe Campaign Classic (ACC) f&EE B Lt (Adobe) AR
—BBIRER PIREN TG, %6 AL HEH . Adobe
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Experience Cloud £ Z0H 5 BRI AE B A5 Dh RE

T Windows A1 Linux ~F & #) Adobe Campaign Classic
18.10.5-8984 J 2 Hij A FAFAE fr 2 IE NI o By 2 7T A H 1% T

PATAEEAR .
HAT) S b T LMB R IR, b T SR
https://helpx.adobe.com/security/products/campaign/apsb19-28.html

11.  Advantech WebAccess/SCADA BE{4%i# JiiRiH

(CNNVD-201906-1074)
Advantech WebAccess/SCADA &+ [H &£ (Advantech) A &)

) — &5 T AR 2 1) SCADA B o iz M S ah A& Bl B Al

SRR A, IR A FR g R A S A T RE
Advantech WebAccess/SCADA 8.3.5 J% 2 Hijf FiA A7 15 B 1538 [

Wi, ZIRIRYR TR R A IR AR ] ) SR BER SO %A% . Mo ]

A FH e 1 T 3 S
HEl) S RATH b T MB RN, PRI OE] 3.

https://www.advantech.com/
Intel Rapid Storage Technology Enterprise Intel

12.
Accelerated Storage Manager FEMLIAIRIHA

(CNNVD-201906-529)
Intel Rapid Storage Technology enterprise (RSTe) J2&3& [E 34 /R

CIntel) 2] ) —ZC A7 R . Intel Accelerated Storage Manager

e H AR — AN IR A B A
Intel RSTe ') Intel Accelerated Storage Manager 17-7E %5 vk il A s
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T Bt v A R 38 R 26 AR 55
HAr] AT geah T MER IR, b T 3R HUEERE -

https://www.intel.com/content/www/us/en/security-center/advisory/in
tel-sa-00226.html

13.  IBMCloud Private BS¥&iERONEIRIA (CNNVD-201906-634)
IBM Cloud Private 723 H IBM 2] —EMWAA =R TT %
20 i E AT Kubernetes FIZE 28 RIE 2 .
IBM Cloud Private H 77 #5 ik i KOG Il o Bei =& Al F H 1%
TAHAT B IR BEARAE . DLUR 72 i SRS 32 2 52«

IBM Cloud Private 2.1.x x4

IBM Cloud Private 3.1.0 iR A<

IBM Cloud Private 3.1.1 x4

IBM Cloud Private 3.1.2 fig4<
HEr) R AAALEA T MER IR, #N T 3REEE -

http://www.ibm.com/support/docview.wss?uid=ibm10885434

14.  Phoenix Contact Automation Worx Software Suite PC Worx.
PC Worx Express Ml Config+ 22 [X 58RI IH(CNNVD-201906-829)
Phoenix Contact Automation Worx Software Suite 72 % [ 3 J& 77 1

H1”< (Phoenix Contact) 2 ] f)—% H 31k Worx #fFE4%. PC Worx

RH P —EEf S miEm it . Config+2H i —EH T E ML

W1 INTERBUS R4t
Phoenix Contact Automation Worx Software Suite H ] PC Worx 1.86

J 2 HifRA .PC Worx Express 1.86 5 2 Hij ix A< fl Config+ 1.86 [ 2 Hil
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FRAAFAE G (P X FE RIS T o B 3 TR 2 R ST AR
HEr meRkAmIgab T LMER IR, FEHE-E R
https://www.phoenixcontact.com/

Facebook osquery J&BE%F#EIRIA (CNNVD-201906-034)

15.
—FFET SQL ). IR

Facebook osquery &3 [E Facebook 2 & [

35 E R G IR s A S .
Facebook osquery 3.4.0 Z Hi iR AN A7 J5 BRI« BU & ]

M Z IR LA SYSTEM A PR IN % & 1) — i i S0

HAT) S ab T LME R IR, 4T SR

https://www.facebook.com/security/advisories/cve-2019-3567
Odoo 5[] #= il 45= ¥R (CNNVD-201906-1104)

Odoo #& LE ]I Odoo 2 & i) —E HIE G R St

0doo 9.0 JitAs ChE DX RRATARMY RS D) H ERY 5 AL 85 A B A7 AE ) [ 458

16.

H AR R o B0 ] A A IR TR AS S LA R
HAT) i SR RAb T LME R IR, b T SR
https://github.com/odoo/odoo/issues/32507

17. Sitecore Experience Platform QA% jal & isiH

(CNNVD-201906-252)
Sitecore Experience Platform (XP) #&J}# Sitecore A &) [{]—E%

Rk (E XN S
Sitecore Experience Platform (XP) 9.1.1 Z Bii i A r AEAEAR AL 1]

IR o Bt w4 Bl ] 8 e SUAC RS SR T IR TR AT B4 R Gedn %o
HET) i CRATH AN T MB R, 4 T R %

https://dev.sitecore.net/Downloads/Sitecore%20Experience%20Platfo
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rm/91/Sitecore%20Experience%20Platform%2091%20Updatel/Release

%20Notes
18. Synology Calendar ¥fERZ M SIENIRH

(CNNVD-201906-1158)
Synology Calendar & [H G S #EIERHY (Synology) A &) H)— K

iZ4T7E Synology NAS (257l 5525 ) 1 & I SCARERIPFR 7

Synology Calendar 2.3.1-0617 2 ikl A< i)
drivers_syno_import_user.php XHAFTEEAE R Gu i VNI . ITFE

2 AL A
= nn/v\o

B 2 vl M IR I AT AT

HAT] BRI AN T MBI, b T 3R

https://www.synology.com/security/advisory/Synology SA 19 12
Atlassian Sourcetree Z¥EAIRIH (CNNVD-201906-611)

19.
— KA Git

Atlassian Sourcetree +2&J8 KF| 7. Atlassian 2 &) i)

F1 Mercurial 2 P i L H, B HEWEH) H vl AL F 5 PRAEAE
Atlassian Sourcetree 3.1.3 Z R fixA (FHT Windows URI 4ZbFH 25 )

TAAESHEENT . @RS A IR TR AT A .

HA) i CRATTH A T LMB RN, 4 T 3REE %

https://jira.atlassian.com/browse/SRCTREEWIN-11917
Microsoft Windows Secure Kernel Mode Z&4E1iEal EwIH

20.

(CNNVD-201906-451)
Microsoft Windows A1 Microsoft Windows Server [ & 3¢ [E filt

(Microsoft) A& P2 5 - Microsoft Windows 52— A B4 F 1)

¥E RS, Microsoft Windows Server & — & IR %% 2248 E 2 45 .
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Microsoft Windows Secure Kernel Mode 7 17 7E 22 4 4 0F 1] J e 1
ZIRIANR T2 %A IEFR AL BE A 4 o Bk 38 v il i 18 47 4 ) 1
HEF R ZIRTRSa0E 22 2R 6], $ATREBERUIEAE . UL =5 &R

A 52 B 5 .
Microsoft Windows 10 Jix 4 1809

Microsoft Windows Server 2019
HEr) o RAmASA T MER IR, #N T SREEE#2:

https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisory/

CVE-2019-1044
Magento SQL yFAJEIH (CNNVD-201906-983)

21.
Magento #2332 [E Magento A & [ — &K PHP TR 4% R4

ZARGHEHARE B, TR G R SAT S EE DI RE
Magento Open Source 1.9.4.2 2 Fif iz A< F1 Magento Commerce

1.14.4.2 2 BRA AV B SR D BEAFAE SQL VRN » m A Bt
Al A Z IR IR PAT AR S AR .
HEl) /e RAAFLAN T UEE IR, N T 3R B

https://magento.com/security/patches/supee-11155

= BRREER
A A AR 3662 4, HAd{E BEAR WRE GEH AR

) 574, MKER ARG TRE (FEFRRF) 3605 /.

£ 7 2019 5 6 HIRIAHEARE
s BHA | B4R
WRSE | “gom | R

FF :
= E ;8oL XA
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=\ EXmEmE
3.1 Linux 1 FreeBSD R Z MR &R AHE

i H , E 545 B %4 IR I FE (CNNVDOW #5F Linux #1 FreeBSD

W A% £ A % 4 0K ( CNNVD-201906-681 . CVE-2019-11477 )
(CNNVD-201906-682. CVE-2019-11478) (CNNVD-201906-683 .

CVE-2019-11479) (CNNVD-201906-703. CVE-2019-5599) 1%t [ 4k
i% o Bt 3 AT LU PR A A 31X BV, 325 % Linux A1 FreeBSD W AZ A7 5

M FEIE 4RSS« Linux Z2MRASZ RIS HET, Ubuntu Al

RedHat CURAMIRIAMBEANT, B ARKAHN T HIRCA AT @ I SHE A

i T2 AR IR IR AT R B e T, A RN A 2 5 2 BRI s, R
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PRSI i T -

il T ] 9T

2019 % 6 H 18 H, Netflix ‘24 F B\ kA (Linux F1 FreeBSD K
%: 20T TCP MR HE 4 ik 5 T 7 Yo i A A 1 AHCTN
i (CNNVD-201906-681. CVE-2019-11477) (CNNVD-201906-682.
CVE-2019-11478 ) ( CNNVD-201906-683 . CVE-2019-11479 )
(CNNVD-201906-703. CVE-2019-5599) HI4H~T. i aldid &k
IERE TR SACK FHIRFI A _FidisiA, &% Linux A1 FreeBSD
WIZ AR, AT FEEE 4RSS .

i e E

FII A 2R A ) B 25 v L& B Linux F1 FreeBSD N % 31 15t »
M3 BB 28 R 55« Linux 22 AN RCAS 320 52 10, BAR S I fscAS G0 R
CNNVD-201906-681.CVE-2019-11477 i Linux 2.6.29 LA -
(N AZ A
CNNVD-201906-682. CVE-2019-11478 ¥mifiif Linux KA

CNNVD-201906-683. CVE-2019-11479 EMaFifS Linux ARAS
CNNVD-201906-703. CVE-2019-5599 04 F§ RACK TCP
HEFR 1) FreeBSD 12 A
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2t

H AT, Ubuntu A1 RedHat B AniwiE 24N T, B AR KAAN T H)
FRAS L I I B A i 22 iR 7 R N fE 3, WM P S el 2
A2 2T, ROCREB AN B AREAE T+

(1) CNNVD-201906-681. CVE-2019-11477 JRiAMEE T

https://github.com/Netflix/security-bulletins/blob/master/advisories/th

ird-party/2019-001/PATCH _net_1 4.patch

Linux WAZIRA>=4.14 FFEATH 4T

https://github.com/Netflix/security-bulletins/blob/master/advisories/th

ird-party/2019-001/PATCH_net_la.patch

(2) Ubuntu f1 RedHat 2B E T &

Ubuntu FH 7 ] A 0 i< 588 CHEOB 56 B /5 22 53 AR R0 -

$ sudo apt-get update

$ sudo apt-get dist-upgrade

RedHat I/~ m] DLE A 4 a4 B8 CREBT 58 i 7 2 E R 2E 200 -

yum install -y yum-security
yum --security check-update

yum update --security

(3) el w24 A it
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https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-001/PATCH_net_1_4.patch
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-001/PATCH_net_1_4.patch
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-001/PATCH_net_1a.patch
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-001/PATCH_net_1a.patch

() feisriek
e, AL 2 5 %5 A

Xt I e BE R A% B BSOS T UE AT R A I
e s 2455 P 5 52 Pk (R 4L AF -

# echo 0 > /proc/sys/net/ipva/tcp_sack
%

# sysctl -w net.ipv4.tcp_sack=0

Bl i H iptables it AT BE A A bR B &

# iptables -1 INPUT -p tcp --tcp-flags SYN SYN -m tcpmss --mss
1:500 -j DROP

# ip6tables -1 INPUT -p tcp --tcp-flags SYN SYN -m tcpmss --mss
1:500 -j DROP

# iptables -nL -v

# ip6tables -nL -v

3.2 Hk OA ERERBHNITREBHE

EH, EZREEZERIFE (CNNVD) IR TE6E OA ifE
RABHATIRIE (CNNVD-201906-1049) ({J4R% . J&IhA A% IR iR 1
B2 nl LEFEHAT % RS . A A8 V7.0 SP3. A8 V6.1 SP2
AR SZ IR, AR R T ReAE 2 2 I R . BT, BR
INAE AN T HG AR I R A, BT I R L@ S 1 B A e e % A s W v o
ffe s, FRUCH P AR B2 BRI R, RIS M i
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@) hikih¥
— A I (5 A

IR A

Hoz e AN Er 240, WEE OA Jro B s LA i T A& 4
5 g5 TAE, U OA &k FEEH A, £ RIE AL
A

Faz OA FAEEFAAIEHATIRIN (CNNVD-201906-1049), Xt
FIBIT RS OM)iE POST il ok AL RSO, TRFFIRSS 2SR, M
2 ) iR 4% 2 B R G808k BB ER o

i e E

JS A FH IR T R s ] AFE ARSI TG DL T SEDLE RS -
e, SETFHRSSHAUR, T 2 6 e 55 2% O 28 G0 AR

REEW

HAT, | R B2 A TR A A A, 2 r] DO L i i A2 A
B IR T R G, O P K B 75 32 2R S
PR BB MG . SO ST -

(L W5 HERR, #%E miESROeREEAT B
AT FREGHbE http://support.seeyon.com);

(2) REUmRHEAME 22 TR 1ok i) e s, 8t ACL 28 1Rk

}%F “/seeyon/htmlofficeserviet” 42 )7 ]
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