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CNNVD-201909-136
CNNVD-201909-138
Google
CNNVD-201909-146
CNNVD-201909-601
CNNVD-201909-064
EZAutomation
CNNVD-201909-070
CONNVD-201909-436 SAP Dell RSA Identity
Governance and Lifecycle
13 | ARAEEA F1RSA Via Lifecycle and
CNNVD-201909-585 Dell Governance ALHGyE: AJRIH
(CNNVD-201909-585)
CNNVD-201909-868 K
CNNVD-201909-048 P
Epignosis eFront LMS At
14 | UL RE | CNNVD-201909-818 5 i) FE s V)
Schneider (CNNVD_201909_056)
CNNVD-201909-820 .
Electric
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CNNVD-201909-154

CNNVD-201909-177

Qualcomm

CNNVD-201909-712

Pimcore

CNNVD-201909-809

Micro Focus

CNNVD-201909-566

CNNVD-201909-567

CNNVD-201909-568

Linux
CNNVD-201909-570
CNNVD-201909-571
CNNVD-201909-572
HCL
CNNVD-201909-1164 .
Technologies
CNNVD-201909-008
CNNVD-201909-010 GitLab
CNNVD-201909-361
CNNVD-201909-056 Epignosis
CNNVD-201909-1114
CNNVD-201909-1122 Cisco
CNNVD-201909-159
CNNVD-201909-444 Adobe
CNNVD-201909-632 | CloudBees | CloudBees Jenkins Git
15 BIERS Client Plugin #¥:1E &%t
A/\\\H /‘\\‘\ N=N=
WA oNNVD-201909-834 g S HENR
(CNNVD-201909-632)
CNNVD-201909-023 Panasonic
Panasonic Video Insight
. Progress e 5\ JEE
16 SQL AN | CNNVD-201909-1084 VMS SQL vE A il
Software
(CNNVD-201909-023)
CNNVD-201909-587 Dell
1. IBMCognos Analytics RIRE B HAIRIA (CNNVD-201909-724)
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IBM Cognos Analytics /&35 E IBM A& ) — & B ie it . %
BARAEREE . DERIRAG 5%, JFaliEd 7 fr R s 5 oCtE A
G, PR

IBM Cognos Analytics 11.1 fit A< F1 11.0 Jiit A< op F77E 35 V5 55 P AR
Tl o AR I mI A B RS 1) ) SRR A e I Y FE T A T B
1 AR 4IRS

HE) m AT T BRI, ] 3RBEE%:

https://www.ibm.com/support/pages/node/1073530
2. Cisco Webex Teams JEAJGIH (CNNVD-201909-160)

Cisco Webex Teams s& 32 [ 2} (Cisco) 2w 1) — 3k [ B BiE B FH
PR IR BRI U W BRSO = ) RE

F£F Windows “F- &1 Cisco Webex Teams 3.0.12427.0 2 i i A<
AFAEENINI, 2R I8 TR e B0A IEB IR B H S0k Dhfe . iz
MR 2 T 5450 FH P U 1) 9 ok 308 5 122 P ok 326 8 i 1 A A\ )
MZIRIAB SO IR R 98 LLE bR P BURAE R G0 EPATAE S A

4.

HAE) H AT T BRI, ] 3RBEE%:
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory
[cisco-sa-20190904-webex-teams
3. Bosch Access Professional Edition {gEtEEIRIH
(CNNVD-201909-651)

Bosch Access Professional Edition /&£ [E {# {H (Bosch) A& ff]—
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Al Uy i) 2 1 A0 22 [ B AR T 5 o % b SCRF AU 4% L SEIN R

LEYIRE

I

Bosch Access Professional Edition 3.7 & 2 i fiAS HF A7 7E (5 ELi &
Wil o Bty 2 ] ) FH 22 e I R B AR 7 ) AL PR

HET BRI T LMEE IR, b ] SRECEERE:

https://psirt.bosch.com/Advisory/BOSCH-SA-844044.html
4. Dell EMC Enterprise Copy Data Management /L& |0EK

i (CNNVD-201909-043)

Dell EMC Enterprise Copy Data Management (eCDM) #&3% [H # /K

(Dell) 2 "B — BRI AK R & BEAR R TT 5.

Dell EMC eCDM A7 EAS A48 B i) VIR o e A ot 2 P Jd o 42
ACRFI IR P R AU P =R A 2R TR St R N Bt o BT P
PR AS 52 B 320

- Dell EMC eCDM 1.0 i A

- Dell EMC eCDM 1.1 h A

- Dell EMC eCDM 2.0 i A

- Dell EMC eCDM 2.1 h A

- Dell EMC eCDM 3.0 JitA

HET B RATHAb T MBI, 4 T SREEERE

https://www.dell.com/support/security/zh-cn/details/536848/DSA-201
9-118-Dell-EMC-Enterprise-Copy-Data-Management-eCDM-Improper-C

ertificate-Validation-\Vuln
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5. Cisco I0S XE MyAIGUESEIRIFIN (CNNVD-201909-1162)

Cisco 10S XE /&£ E Al (Cisco) AFIM—BNHMERSIT K
HIERATE R 5

Cisco 10S XE #f#] Unified Threat Defense (UTD)AF1E Hir A 56 iiE 4
RINT, IRIFYE T UTD Zhae oA IERSIE 1Pve Bl . i Xy
& BT AIE IPV6 it B e T A& R 4 iR 55

HET B e RATEAN T MEE IR, b T SRR

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory
[cisco-sa-20190925-utd
6. GitLab fALRIFEVRIA (CNNVD-201909-339)

GitLab 723 [H GitLab 2 =] f—#K {1 H Ruby on Rails J & 1] H+E
B Git GRAFERI RS BHGENHRER . 85 T &
WH RSCHE N IRAPI . Bug 511345

GitLab F A7 FEFAL i) e i « Bk ] A 2 30 R 96 10E

HAE) H AT T BRI, ] 3RBEE%:

https://about.gitlab.com/2019/07/29/security-release-gitlab-12-dot-1-d
ot-2-released/

7. Android NVIDIA BootROM AXPR¥Fw]FIij; i 4% ) ] R IR
(CNNVD-201909-176)

Android J& £ [E 4535k (Google) AN BT Fr s 4 B (FRFR OHA)

ff—2=LL Linux JyBL6f AR #ERAF 2248 . NVIDIA BootROM 52 H 1)

—~ Boot ROM .14,
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Android H1(¥] NVIDIA BootROM 4447 LR SR 7] A1y i 425 1 1]
)R T s v 2 R DR R SR IR RN DR /B L b V| RPN R = N [

HET B eRAATEAN T LMBEE IR, b ] SRECEERE:

https://source.android.com/security/bulletin/2019-09-01
8. Cisco I0S XE fr&¥EAJRIA (CNNVD-201909-1139)

Cisco 10S XE /&£ E Al (Cisco) AFIM—BNHMERSIT K
HIERIE R S8

Cisco 10S XE H14&7- Web i J* FHTEIAAAE ar SIE NI, %I
IR TR BCA LR AL E ] P 52 S N o« Bl rT A BRI A A 2
R R DR A IBR (15 2%) #4447 Cisco 10S 1%

HET B e RATAN T MBI, 4] SRECEERE

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory
/cisco-sa-20190925-webui-cmd-injection
9. 3S-Smart Software Solutions CODESYS V3 web server BE{4EiR

Pi¥sIH (CNNVD-201909-657)

3S-Smart Software Solutions CODESYS V3 web server J& &[]
3S-Smart Software Solutions A 5] ] — 3 f§ /£ CODESY'S /= fis 1 1)
Web Iz 5525 -

3S-Smart Software Solutions CODESY'S V3 web server 3.5.14.10 2
HIT A AR A7 AR B AR 3 P« Mok 2l a8 I A& 5 http 57 https
T SR 2 R 1R U7 e 49 BR A AT H S5 A S0

HAET) m AT guab T UMB R, FHEE mER.
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https://www.codesys.com/
10. Dell EMC Integrated Data Protection Appliance BEVLHH
Z<¥RiH (CNNVD-201909-1310)
Dell EMC Integrated Data Protection Appliance #&3€ E #./K (Dell)
A — R T B 2 i AR R T R
Dell EMC Integrated Data Protection Appliance 2.3 2 Rif it A< #E (E
P AR o AR BT WA AR T AT S AN
HET BRI AN T MBI, 4] SRR
https://www.dell.com/support/security/zh-cn/details/536363/DSA-201
9-112-Dell-EMC-Integrated-Data-Protection-Appliance-Multiple-Vulnera
bilities
11.  Mozilla Firefox FE4+2kfFRIAIIA (CNNVD-201909-049)
Mozilla Firefox s 3% [ Mozilla & 4> 2 1) — #K I8 Web 35525 .
T Windows ~F & i) Mozilla Firefox 69 2 Bl il As F A7 £ 35 4+ 2
) BRI . B0 3 P R IR TR SRR T AL PR
HE) H AT T BRI, 4] SRBE%.
https://www.mozilla.org/en-US/security/advisories/mfsa2019-25/
12. Microsoft Internet Explorer M [X4ERIETH
(CNNVD-201909-1071)
Microsoft Internet Explorer (1E) J&3&E K (Microsoft) 2 w] ]
— 3K Windows #1F 2 4t Fff 7 ) Web 01 %8 25 .

Microsoft IE 9,10 A1 11 H LA 5| 22 AL PR Py A7 X6 G 11 5 A7 2
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XA DRI o T2 )R A2 IR TE 80 P B B e AT AR S AR
fy, &R AR
HET BRI T LMBEE IR, b ] SRECEERE:
https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisory/
CVE-2019-1367
13. Dell RSA Identity Governance and Lifecycle 1 RSA Via
Lifecycle and Governance AAAG#EAJRIH (CNNVD-201909-585)
Dell RSA Identity Governance and Lifecycle A1 RSA Via Lifecycle
and Governance #ESEE IR (Dell) A& H)—8 B3 I0E A4 fiv J&
W PR R T 5
Dell RSA Identity Governance and Lifecycle A1 RSA Via Lifecycle
and Governance 7.1.0 P08 Z Fif it A A AE ARSI N Il o I AR Bt
A iz T SR PR A RLRR,  #E 1 A BuE i Workflow 5248 L )

AV

&5 8.
HE) H AT T BRI, 4] SRBE%.
https://www.dell.com/support/security/zh-cn/details/DOC-106943/DS
A-2019-134-RSA-Identity-Governance-and-Lifecycle-Product-Security-
Update-for-Multiple-Vulnerabi
14.  Epignosis eFront LMS A{A%HEIWIH (CNNVD-201909-056)
Epignosis eFront LMS &% [E Epignosis /A & it — 45 £ /L 124 )
P& 2P aRANME . MEER . NETHEAE®. RIS
R EEThRE o
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Epignosis eFront LMS 5.2.12 kit A FHAZAEARS 1] diJR i« Bt 2 m]
e B ARE Y Web 15 SRR A Z IR TR HUAT PHP AR5
HAT BRI T MBI, PEEESE M.

JEFUI K 27 0 4815 S8 22 4l i

https://www.efrontlearning.com/

15.  CloudBees Jenkins Git Client Plugin #{ERZASIEN

JsIF (CNNVD-201909-632)

CloudBees Jenkins (Hudson Labs) &% [# CloudBees A& ffj—&
BT Java TFR RSN T . 1% fh E B2 AT RS 3 hig
AR AT H F— L 52 B AT TS5 . Git Client Plugin 52 5 FH 75
P —A Git B umddifth

CloudBees Jenkins Git Client Plugin 2.8.4 2 2 Rij A AR AR 1E &
Gt SVENIRI . Bt & v A 2R T AT B3R E R S a2

HAT) i ST RAb T LME R IR, b T SR

https://jenkins.io/security/advisory/2019-09-12/

16. Panasonic Video Insight VMS SQL yEAJRiH
(CNNVD-201909-023)

Panasonic Video Insight VMS J& H A FA T &% (Panasonic) A ] [
— BRI AE B RS .

Panasonic Video Insight VMS 7.3.2.5 & 2 Bk AHH##7E SQL 1EA
il o TE R B 5 A A FH A R B PRSI AT A ) SQL 5 H) .

HAT) i ST Ab T ME R IR, PEEEE] 3 0.

https://www.panasonic.com/global/home.html
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=\ EXimBETE
3.1 X T Internet Explorer @A HAT IR IR KB R

A A, EFxER %4 E (CNNVD) Y #]55F Internet Explorer
RIS HAT IR (CNNVD-201909-1071. CVE-2019-1367) LM
Wik DR AR B, AT LARAR 2w B P T A AR, IF
PATAERACHS . InternetExplorer 9. 10, 11 252 AMRAI) 32 MR T %
i, HAT, MEE T AR ERIEE T %R, 15 AR
B2 NI, PRSI i o
imEE 1T

Internet Explorer ;25K 2o wIHEH ) — 3K V8% . 2019 4F 9 H 23
RS SR Z TR, BE T — A5 IE X3S i FEAAD
AT . R, TR BE S BUR A7, & RS AE AT
() bR SR BATAT RARD o BRI 22 R R (4 B 2 R SRR 4 fip
FP —RERIF PR o an 24T - DU B AORLRR 85, Tk 5 [ et

FEHIZEM ARG, MEPITZERF. 85, T MEREdE. 50
oljescsiiAl R

e E

FRDIA s B M s AT RASRAS R0 L IR A BUR, FH3R

ITAEEANS . InternetExplorer 9. 10+ 11 252 ANIRAS IS 32 I 52 00
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2t

HAr, e 7 Ca kA e R 1w, 5P Ll
T2 2T, ROCRBS AN . WO E 7 R e R A

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/
CVE-2019-1367

3.2 XF IBM WebSphere /£ & X452 BRI 0 @ HR

A A, BExRERL4RFE (CNNVD) §3]5%F IBM WebSphere
RSO EUR TR (CNNVD-201909-864. CVE-2019-4505) 1% it I
ik o DR R IR ) B, T LS E AR R G E H kR AR
B, iR IBM WebSphere 5 K £ i B USRS SR
WebSphere Application Server Version 7.0+ 8.0. 8.5. 9.0 Z£Z /N AY
2RI . Hil, 1IBM B EERMAEHEE 7 %R, iEH -
LA 5 2 BRI, SRPCRIUE M .

EENETPAY

IBM WebSphere Application Server J& 3£ [E IBM 2 & 11—k
AR 5% 2% 77 . %77 A2 JavaEE Al Web IR %5 M AR R &, ti
IBMWebSphere # {41 & )24l . ZImiIAAFEAE T
MiddlewareAgentWebapp.war SC-H, B # mT LA 3 T HERE H
bR & 4t f/MiddlewareAgentRPCService/noadmin/ & i GET &3k, LAk
S H AR RGURE H o T REE S, SRBUERREH 6 7 id 2%
i hash, & k% Websphere i -5 & 54 22 ic B S5 BURE B -
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L X IBM WebSphere 75 H LM H ) 1P Huhk3E47 704, 2019 4
4kt 35911 AN, E 3L 10080 4N, HirRiE 44 oy gov EURFFH
350 4. HET1ZINIE poc CEEM L HRiifE, FAEBRRNRR, 2l
P KBS .

e E

JRIIA FH IR B B3, T ABEER H b R G E H 3% R RS
A, &R IBM WebSphere 1K 5 K dE L B AR BURE St . %
IR R AU R -

WebSphere Application Server Version 9.0
WebSphere Application Server \ersion 8.5
WebSphere Application Server \Version 8.0

WebSphere Application Server \ersion7.0

REEW

HET, IBM B CERAEHBR iz, 57 KA
T2 B, ROCREEAME . 1BM B 5 et

https://www.ibm.com/support/pages/node/964766
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