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1.2 JmiRSHER

1. 2.1 jmE @5

10 A miRIAEE S G0 u#E 1 Fizs, Oracle A FIAR] 137
A, EARAJRRBER 7.72%. A H Oracle. Rl Adobe %5/ & 1)
RIRABEIE T LT, Wi AR 7 IR R IS [F R
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#* 1 2019 4 10 HH4 T+ By 2 aiwi g3

FF5 IR R e JIr o5 EE
1 Oracle 137 7.72%
2 BE 85 4.79%
3 Adobe 84 4.74%
4 IR 73 4.11%
5 e 59 3.33%
6 Magento 58 3.27%
7 IBM 46 2.59%
8 CloudBees 46 2.59%
9 K 41 2.31%
10 JetBrains 34 1.92%
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2 Apple iOS 34
3 Windows 10 33
4 Windows Server 1903 30
5 Windows Server 1803 29
6 Windows Server 2016 28
7 Windows 8.1 19
8 Windows Rt 8.1 19
9 Windows Server 2012 19
10 Windows Server 2008 19
11 Windows 7 18
12 Linux Kernel 10
13 Android 9
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10 B KA HIRIAZER A ange 3 B, Hp sk A SR
Fr G Bk, 2108 15.11%.
% 32019 4F 10 HiRFKEA Gk

Frs TR IR B FIt o5 e
1 5 Nl A 268 15.11%
2 G P X AR 188 10.60%
3 BN BRI A 15 146 8.23%
4 15 Btz 93 5.24%
5 SQL yEA 82 4.62%
6 AHG i) 2t 80 4.51%
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7 PR B AR R 67 3.78%
8 P AR [T 48 2.71%
9 P[] 42 2.37%
10 5 k1 R P ik 36 2.03%
11 BAERFmATEN 28 1.58%
12 B AT P ) 21 1.18%
13 HEA 17 0.96%
14 H &5 Bt 14 0.79%
15 U7 0] 458 i R 13 0.73%
16 AREZEN 13 0.73%
17 waﬁﬁgg? 1 92 . 0.39%
18 Jon 2 ) 7 0.39%
19 TE G 2R AT i) 6 0.34%
20 S TEN 4 0.23%
21 J& BB 3 0.17%
22 HHE Py it i) 2 0.11%
23 2N AP 1 0.06%
24 e ARHIE 7] R 1 0.06%
25 B TR 1 0.06%
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1.3.2 [ HiEEldn

10 ARG S S Wz FEBERT) Wi git, Kb, il
B, GitLab SN Rtk 663 skiRIF, A H IR S 37.37%,
ITME S %0y 94.87%, TEANIGHLINLEE 4. 4] TN P il 2 4 e
FEEM, 7= animiAE = R &y, Hdr Oracle. R Adobe. 3F2.

k. Magento. Jetbrains 5524 7 A< H il 5 2 223579 100%, 3k 612

FINiH 2 EE .

*4 2019 4 10 ) mEEHGTR

T e | g | e | e

1 Oracle 137 137 100.00%
2 R 85 85 100.00%
3 Adobe 84 84 100.00%
4 R 73 73 100.00%
S e/ 59 59 100.00%
6 Magento 58 58 100.00%
7 IBM 46 42 91.30%
8 CloudBees 46 18 39.13%
9 T 41 39 95.12%
10 Jetbrains 34 34 100.00%

1.4 EERREH

1.4.1 BEiREE5

A A EIRIFIE 202 4>, Horh B 2R SLBIaR 5 s

5 2019 4F 10 A G IR s2 15




Y EFPY

BEIJING NORMAL UNIVERSITY

JEHUIMTE R 22 M 25815 8 2 4zl 7

TIARE CNNVD %5 [ H TR L5
CNNVD-201910-175 Facebook
CNNVD-201910-833
CNNVD-201910-837
%A | CNNVD-201910-900 Ad?ﬁ%g;;i ;f ﬁ%{;ﬁader
o [ag//7s H 5
AR 12 CNNVD-201910-903 Adobe (CNNVD-201910-833)
CNNVD-201910-904
CNNVD-201910-905
CNNVD-201910-907
CNNVD-201910-147 Jetbrains Sophos Cyberoam firewall
= CNNVD-201910-727 Sophos appliance CyberoamOS i
A N
CNNVD-201910-838 Adobe (CNNVD-201910-727)
Broadcom CA Network
AT Flow Analysis {5 {F % # i)
9 550 CNNVD-201910-008 Broadcom ;E I
(CNNVD-201910-008)
CNNVD-201910-035 .
Jetbrains
CNNVD-201910-150
s Dot o, | TR | Xiaom Mi WIFi R3G 1A
WEHF % | CNNVD-201910-1434 INKEHL (CNI\%E)E%;(;TQ/TO{E 434)
CNNVD-201910-1470 MapR
CNNVD-201910-1162 HP
CNNVD-201910-244 Activesoft
I CNNVD-201910-1274 | Citrix Systems Cobham plc EXPLORER
Rl 710 $2 Ui BRI
i CNNVD-201910-704 Cobham plc (CNNVD-201910-704)
CNNVD-201910-926 Expedia Dark Horse Comics
HEE CNNVD-201910-931 PowerSchool application for Android H
S R HAE B R R
CNNVD-201910-933 Dark Horse (CNNVD-201910-933)
p—— NetSarang XFTP F:Iient 5
CNNVD-201910-663 NetSarang ity A s TR
& (CNNVD-201910-663)
1 Adobe Acrobat 11 Reader il
- CNNVD-201910-1447 Adobe 7 ] R i
= (CNNVD-201910-1447)
X CNNVD-201910-1387 Facebook Microsoﬁ Azure App )
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CNNVD-201910-485 (CNNVD-201910-473)
CNNVD-201910-842
CNNVD-201910-857
Adobe
CNNVD-201910-861
CNNVD-201910-879
O Cisco Aironet Access Points
Ty ) 4% : o e
10 e CNNVD-201910-1136 Cisco ‘Software U I 125 1 R U
JF(CNNVD-201910-1136))
1 fR%yE | CNNVD-201910-004 CloudBees gibosoft AXHHiE NI
N CNNVD-201910-947 S A (CNNVD-201910-947)
CNNVD-201910-1171 NETGEAR
CNNVD-201910-143 Cisco
CNNVD-201910-843
e CNNVD-201910-848 Cisco Security Manager X
12 i CNNVD-201910-849 i 7] & g V)
CNNVD-201910-852 Adobe (CNNVD-201910-143)
CNNVD-201910-854
CNNVD-201910-855
CNNVD-201910-856
BAER Activesoft MyBuilder #
AP 1
13 é}/i ;p}\ 2 CNNVD-201910-243 Activesoft 5 255 65 AT IR
(CNNVD-201910-243)
CNNVD-201910-1493 Zend
SoL 7 CNNVD-201910-152 Umbraco ZOHO ManageE‘ngir\e‘
14 N CNNVD-201910-504 Magento OpManager SQL E N I3
CNNVD-201910-531 (CNNVD-201910-937)
CNNVD-201910-937 ZOHO
1. Adobe Acrobat Ml Reader ¥ JE & ¥ # 2 K H

(CNNVD-201910-833)

Adobe Acrobat 1 Reader #7236 H B2 L, (Adobe) 2RI/ i
Adobe Acrobat »&—% PDF SCF4w 48 A1 4 T A . Reader /& —% PDF
SRS BRI

Adobe Acrobat 1 Reader "1 /7 7E 5t 5 & AT 2 U T « WUt 2 AT F
ZIRIAHATAAY . 3T Windows 1 macOS “F & HI LA R 72 i A 52
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AR
- Adobe Acrobat DC (Continuous) 2019.012.20040 ;%2 2 Rij iR A

— Adobe Acrobat 2017 (Classic 2017) 2017.011.30148 }% 2 T

A

— Adobe Acrobat 2015 (Classic 2015) 2015.006.30503 J 2 Hif
A

— Adobe Acrobat Reader DC (Continuous) 2019.012.20040 k&
ZHTRAS

— Adobe Acrobat Reader 2017 (Classic 2017) 2017.011.30148
Je Z WA

— Adobe Acrobat Reader 2015 (Classic 2015) 2015.006.30503
Je Z WA

HAT) i SR Ab T LME R IR, 4T SR

https://helpx.adobe.com/security/products/acrobat/apsb19-49.html
2. Sophos Cyberoam firewall appliance CyberoamOS & A J% A

(CNNVD-201910-727)

Sophos Cyberoam firewall appliance 7& 7% [E Sophos 2 &) it — 2k b5 .k
W . CyberoamOS ZizfT e HH M —EHAE RS,

Sophos Cyberoam firewall appliance 7] CyberoamOS 10.6.6 MR-6
ZHTRRAAFAEIE NI o« Bl vl f5 B Web Admin A1 SSL VPN %l
G HIZIN ST S 2.

HET) i CRATTH A T LMB RN, 4 T RIE %
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https://community.sophos.com/kb/en-us/134732
3. Broadcom CA Network Flow Analysis 1§ £ & ¥ |7 &% K H
(CNNVD-201910-008)
Broadcom CA Network Flow Analysis /&35 E#i# (Broadcom) 2
) B — B W 2 U AR T 5
Broadcom CA Network Flow Analysis 9.x iz 4~ F1 10.0.x k4 A7 1E
BT 22 ) U T, ZIRTRYR T 28 R G i R i 2 A 3SR
PR o Tdi 3 TR A BRI 0 B A 2w L S B L AR 2 AL IE 5 S Ll
S A
HET B e RATEA T MBI, 4] SREUEE 7%
https://techdocs.broadcom.com/us/product-content/recommended-rea
ding/security-notices/new-security-notice-ca-20190930-01-security-notic
e-for-ca-network-flow-analysis.html
4. Xiaomi Mi WiFi R3G i AKIES R¥s{H (CNNVD-201910-1434)
Xiaomi Mi WiFi R3G & H [H /NKFHL (Xiaomid 2 ] f)—3k 3G
I EH A
Xiaomi Mi WiFi R3G 2.28.23-stable 2 Fif Wit A< H1 47 7E 4 N\ 36 TE 15
I 7 e B s N Wl T B N TIPANLE 07 il 1 o T
HAE m AT geab T UMBEIRR, FHIEE mER.
https://www.mi.com
5. Cobham plc EXPLORER 710 # #® | B K W

(CNNVD-201910-704)
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Cobham plc EXPLORER 710 2 %% Cobham plc 2 & i) — 3 fi 1
LR 2w e g . 1207 b £ E SR A 1R I8 5 A LR U7 17 S Th AE .
18 1.07 kA [E {4 Cobham plc EXPLORER 710 F1 47 7E AL 1]
LRI, 2 TR IR TR eV AR G By B 8 R U5 i) 5454 S [
AR A e R E 3% 2 20w R AT AT 5.
HEr B eRAmIgab T LMERIRF, FEHE-E R
https://www.cobham.com
6. Dark Horse Comics application for Android H&{g Bt E R
(CNNVD-201910-933)
Dark Horse Comics application for Android +2& 3% [E 2 &8 | (Dark
Horse) A w][—@AE T Android ~F- & FR7E 2838 b 5] 352 N FH A2
¥ Android “F- & 1] Dark Horse Comics N F 27 1.3.21 f A HR A7
72 H EE Bt BRI o 2RI T N 2% R gr e it H B SR RS
Bt .
HET BRI gab T MBI, G .
https://www.darkhorse.com/
7. NetSarang XFTP Client BuifiA#siH (CNNVD-201910-663)
NetSarang XFTP Client /&3% [ NetSarang /A & H— X FTP (SCHFA4%
b0 = i N AR .
NetSarang XFTP Client 6.0149 & 2 Rif WiAS H A7 75 155 Sl R AS e 1] »
2R T WEB N /D56 %25 7 i 200 O IR S6rE . oty 2 ml A1
R T 2 A
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Her) S RATH b T MB RN, PRI OE] I

https://www.netsarang.com

8. Adobe Acrobat fll Reader Jn% )@ ¥wIFI(CNNVD-201910-1447)

Adobe Acrobat F1 Reader £ /235 [E B L [t (Adobe) A F] =i

Adobe Acrobat /& —% PDF /4B ¥ # T . Reader /&2 —% PDF
SR BRI

Adobe Acrobat 1 Reader H 47 £E 1% [n] /e i o Bt 5 W A FH 0N
TSI 22 e LA P i S RAR 32 I 2«

#F macOS “F- & ] Adobe Acrobat DC  (Continuous)
2019.012.20034 J 2 Hi kA

T macOS “F & 1) Adobe Acrobat DC (Classic 2017)
2017.011.30142 J 2 Hi fRA

T macOS V- & i) Adobe Acrobat DC (Classic 2015)
2015.006.30497 J 2 Hi kA

#F macOS “F- & ] Adobe Acrobat Reader DC (Continuous)
2019.012.20034 J 2 Hi kA

#F macOS “F- & ] Adobe Acrobat Reader DC (Classic 2017)
2017.011.30142 J 2 Hi fRA

#F macOS “F- & 1] Adobe Acrobat Reader DC (Classic 2015)
2015.006.30497 J 2 HikRA

#F Windows “F- & 1] Adobe Acrobat DC (Continuous)

2019.012.20035 J% 2 Hil A

12
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- J&T Windows - & 1 Adobe Acrobat DC (Classic 2017)
2017.011.30143 J 2 B fRAS

- J&7T Windows - & [ Adobe Acrobat DC (Classic 2015)
2015.006.30498 % 2 HifHr A%

- J&T Windows - & 1] Acrobat Reader DC (Continuous)
2019.012.20035 % Z HifHR A%

— F#£F Windows & f] Acrobat Reader DC (Classic 2017)
2017.011.30143 J Z HipRAS

— F#F Windows & f] Acrobat Reader DC (Classic 2015)
2015.006.30498 J 2 Hi ki A

HAT) S Ab T LME R IR, 4T SR

https://helpx.adobe.com/security/products/acrobat/apsb19-41.html
9. Microsoft Azure App Service on Azure Stack £ X4

(CNNVD-201910-473)

Microsoft Azure App Service on Azure Stack #& 3 [E %k (Microsoft)
A B —EF G R IRSS (PaaSO R 7 58 o 127 it SCHEFH P 178 Web
API A1 Azure Functions 3 F%% .,

Microsoft Azure App Service on Azure Stack A1 77 1E 2214 X A 1R
T, 2RI TR PR WAF B S B ZZrp X, A A XK
[ o Bt PR FHAZ R R i B D ik

HAT) SR RAb T ME R IMIR, T SRS

https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisory/
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CVE-2019-1372
10. Cisco Aironet Access Points Software 5 A ¥ #l 45 &= I8 TH
(CNNVD-201910-1136)

Cisco Aironet 1540 Series APs S #f & & [E R} (Cisco) 2w H/™=
it Cisco Aironet 1540 Series APs & —3K 1540 R4 Vj [al42 N 5™ it o
Cisco Aironet 1560 Series APs #&— 3K 1560 F 4115 [a]# A ki il - Cisco
Aironet 1800 Series APs & —3K 1800 R 117 M #E A s . Aironet
Access Points (APs) Software &Iz {7 fEH 1 —EHA/E R 5.

Cisco APs Software H {77517 i) 4% Hl 45 R I, 1R IRTE T RE 7%
A% —18 URLs HEAT 787 B V7 Ml 45 . AR Mot 28 T8 38 5k URL
M Z I LA T IR PR ARAZ AL 18] H AR o LU P i ShfeAs 32 21|
EAE

— Cisco Aironet 1540 Series APs
— Cisco Aironet 1560 Series APs
— Cisco Aironet 1800 Series APs
— Cisco Aironet 2800 Series APs
— Cisco Aironet 3800 Series APs
— Cisco Aironet 4800 APs

HET) H AT T BRI, ] 3RBEE%:

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory
/cisco-sa-20191016-airo-unauth-access

11. gibosoft fREZFEAIEI (CNNVD-201910-947)
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gibosoft & [EF A E (qibosoft) AT —ENKFEH RS
(CMS).

gibosoft 7 A A AE ARV E NI o %I MR s A £ s A
EARS BRI FE S, P2 RGEEG™ R B IE R R TR .
7 5 A A P T A B RV RS B, A8 DU 28 22 G mO A ) T £
PRATFE B o

HEr) B e RkAmIgab T LMEE IR, FEHEE .

http://www.gibosoft.com
12. Cisco Security Manager A5 A& RIA (CNNVD-201910-143)

Cisco Security Manager (CSM) Z3EE Bl (Cisco) AFAKI—F
MR E BN, B E B T AE Cisco M2g Ml i s IR E BT K
i VPN RIAZ RS 2 4 55 -

Cisco CSM 4.18 Z HiiRAS 11 Java [ 7 F1I4k T e A7 A6 ARSI s
I, 2R TR P A At s P S AR PR AS I N 2 BLhi 7]
I R IR A4k Java X R H e T HAT AR a2

HE) H AT T BRI, ] 3RBEE%:

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory
/cisco-sa-20191002-sm-java-deserial
13. Activesoft MyBuilder # 1 & 4 & & ¥E AN K W

(CNNVD-201910-243)
Activesoft MyBuilder +2# [E Activesoft 2 7] B — 2k /X T 31 %

ActiveX Control &A1 i —> ActiveX %44

15
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Activesoft MyBuilder 6.2.2019.814 2 Hi it A< H ] ActiveX Control
AR R G SVENIGI . B2 Al A iZ I AT S a2 .

HEr m kA gab T LMER IR, FEHE-E .

http://activesoft.co.kr
14.ZOHO ManageEngine OpManager SQL # A ¥ W

(CNNVD-201910-937)

ZOHO ManageEngine OpManager #& 3 [E =5 (ZOHO) A F] [
BRI S5 E MR AL M A B A

ZOHO ManageEngine OpManager 12.4 build 124089 2 i it As H1 47
78 SQLIE NI o 2 T 5 - Jk - H5040s e 1) B2 s 2Dk Ah R e A\ SQL
A AIE . Bt vl R IR I AT 9% SQL 4.

HET BRI T MBI, 4] SRECEERE

https://www.manageengine.com/network-monitoring/help/read-me-co

mplete.html

142 BfeiwmimsEsl

A A EGIRIFEI 581 4y, HA E SRIFSLH R 6 fis.
% 62019 4F 10 A & G IR S5

|5 : .
B b= EEi CNNVD %5 ;] JR TR 245
CNNVD-201910-010
Ve 4t CNNVD-201910-013 B Adobe‘ Af:Obat %ﬂ ‘Re‘ader %
1 = T VR B R R
CNNVD-201910-016 (CNNVD-201910-884)
CNNVD-201910-1301
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CNNVD-201910-1303

CNNVD-201910-1314

CNNVD-201910-565

Siemens

CNNVD-201910-639

CNNVD-201910-1309

Mozilla

CNNVD-201910-596

Juniper

CNNVD-201910-153

Networks

CNNVD-201910-784

ImageMagick

CNNVD-201910-788

Studio

CNNVD-201910-748

CNNVD-201910-752

CNNVD-201910-756

Google

CNNVD-201910-762

CNNVD-201910-070

CNNVD-201910-071

Cisco

CNNVD-201910-834

CNNVD-201910-835

CNNVD-201910-840

CNNVD-201910-847

CNNVD-201910-869

CNNVD-201910-878

CNNVD-201910-881

Adobe

CNNVD-201910-884

CNNVD-201910-886

CNNVD-201910-888

CNNVD-201910-889

CNNVD-201910-890

CNNVD-201910-891
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CNNVD-201910-896
CNNVD-201910-902
CNNVD-201910-910
CNNVD-201910-912
CNNVD-201910-420 IBM .
. A IBM Spectrum Scale 73\
Palo Alto N
CNNVD-201910-604 1 (CNNVD-201910-420)
Networks
CNNVD-201910-1024
Oracle
CNNVD-201910-1039
CNNVD-201910-1203 | Trend Micro
Oracle Fusion Middleware
e L CNNVD-201910-1208 N\ Business Intelligence
3 | fREIMER SRCSEENE ice Edition = EllE
CNNVD-201910-1211 Enterprlse Edition 'f;:nu,\/ &
JRIH (CNNVD-201910-1024)
CNNVD-201910-1518 IBM
CNNVD-201910-476 Microsoft
CNNVD-201910-832 Adobe
CNNVD-201910-044 JetBrains
CNNVD-201910-1074 Broadcom
CNNVD-201910-1137 CloudBees
Palo Alto Networks Zingbox
(G AT ) e gt T Y L
4 E:EE CNNVD-201910-1228 Google Inspector {2 /&5 5 i HAi
Juniper i (CNNVD-201910-605)
CNNVD-201910-566
Networks
CNNVD-201910-605 Palo Alto
CNNVD-201910-608 Networks
Cisco Adaptive Security
Appliance Software F1 Cisco
5 | TR CNNVD-201910-062 Cisco Firepower Threat Defense %1
TR T
(CNNVD-201910-062)
CNNVD-201910-006 JEE L
s DB T4 IBM Security Directory
1 51 N
6| ™ ij " | CNNVD-201910-018 IBM Server i N3 iIF 4 R I
A (CNNVD-201910-018)
CNNVD-201910-1185 WordPress
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1. Adobe Acrobat 1 Reader 5 F4EIRINTH
(CNNVD-201910-884)

Adobe Acrobat 1 Reader #B:2 3¢ [ % % LL (Adobe ) 24 & 17 i o
Adobe Acrobat /&—% PDF X f4m4E 4% 4 T. .. Reader /& —% PD
F OO B A

Adobe Acrobat 1 Reader T 47 (£ B I & A iR IR « BUki 3wl A
FZIRIRATAS . FEF Windows Fil macOS 1 & LA R 7= i SRR A
2 FE -

— Adobe Acrobat DC (Continuous) 2019.012.20040 A 2 Hij i A

- Adobe Acrobat 2017 (Classic 2017) 2017.011.30148 2 Hif

A

— Adobe Acrobat 2015 (Classic 2015) 2015.006.30503 J% < Hif
A

— Adobe Acrobat Reader DC (Continuous) 2019.012.20040 &
Z i RA

— Adobe Acrobat Reader 2017 (Classic 2017) 2017.011.30148

Fe 2 i A
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— Adobe Acrobat Reader 2015 (Classic 2015) 2015.006.30503
o i hiA

HET BRI T LMEE IR, 4] SREEERE

https://helpx.adobe.com/security/products/acrobat/apsb19-49.html
2. 1BM Spectrum Scale £ AJRIFA(CNNVD-201910-420)

IBM Spectrum Scale &3 [F IBM A ] —EX T IBM GPFS(%
N PB ZAr i s Fm AL AV SO E FE R G ) BT e A Hdh K S
PRE AR IT R 27 B SCRF TS B2 P D AR A, RN 3R s s
DR B A 73 B PRI o ) 22 A RS AR AR

IBM Spectrum Scale 5.0.0.0 iixA< % 5.0.3.2 #1 4.2.0.0 R4 % 4.2.
3.7 WRAHAEAETE NG o A0 B0t 25w A FH 20 I 3R B root PR

HET B e RAATEAN T MBI, 4] SRR

https://www.ibm.com/support/pages/node/1073732
3. Oracle Fusion Middleware Business Intelligence Enterprise

Edition {5 2t JFIH(CNNVD-201910-1024)

Oracle Fusion Middleware (Oracle @ii&H a4 ) /& 3& E B3 (O
racle) A ® ) —EH A M ZHE RS- 6. PRt [
dlE . BG4S TNRE . Business Intelligence Enterprise Edition
se H B — Ak At SR rT AL A AT B B AR BT & B A

Oracle Fusion Middleware H1 ") Business Intelligence Enterprise
Edition 12.2.1.3.0 fRAF 12.2.1.4.0 fR AT Installation 4 4-A77E15 &

ik 5 e 1] o AT P FH IR TR R A T 500 5 52 T e ) R 2
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HET B eRAATEAN T LMBEE IR, b ] SREEERE:

https://www.oracle.com/technetwork/security-advisory/cpuoct2019-
5072832.html
4. Palo Alto Networks Zingbox Inspector {g4E& 2 A IR

(CNNVD-201910-605)

Palo Alto Networks Zingbox Inspector /&3 [ Palo Alto Networ
ks /A ] f—#k Zingbox 10T Command Center 8¢ 42 1] FCo it ke 7
S A i B A

Palo Alto Networks Zingbox Inspector 1.294 }% 2 Rij A< H4E(E
B AT B i) R o« i3 P A A TR R 35T 1) R G

HET B e RATAN T MBI, 4] SRECEERE

https://securityadvisories.paloaltonetworks.com/Home/Detail/170
5. Cisco Adaptive Security Appliance Software 1 Cisco Firepower

Threat Defense #tF4551%IFiF(CNNVD-201910-062)

Cisco Firepower Threat Defense (FTD) #1 Cisco Adaptive Secu
rity Appliances Software (ASA Software) #/&3%EEEL (Cisco) A
&) 7% . Cisco Firepower Threat Defense & —& AL T —5 ki
AR5 HI1%—% . Cisco Adaptive Security Appliances Software s&—
B KBS 2% 2241 G o % G5Bt 1 0 BE F0 0 258 B ) e 22
SHIV] R SE T BE .

Cisco ASA Software Fll Cisco FTD ) SIP & i He 4776 3

BRI, 2T AR RO IER AT SIP WS . AR B Al
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AR SIP B AR FH eI E s 4 ik 95 Caing )
HAr] AT ab T MER IR, b T 3RS -

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisor
y/cisco-sa-20191002-asa-ftd-sip-dos
6. IBM Security Directory Server B AWAFEE =IRIRA

(CNNVD-201910-018)

IBM Security Directory Server ;&% IBM Ar]—EfH &
BERHFVIR L (LDAP) B4k B & B AR — A
AE B S B A A, T S Sk .

IBM Security Directory Server 6.4.0 A F1 7E£E# N6 UF 4 15
Il o TG AR B 2 O I I S A A P U a) e ] X X sl R i R O i U
RL, i i SR B URRAE S B S it HoAh M

HET B R T MBI, 4] SREEERE

https://www.ibm.com/support/pages/node/1077045
7. Microsoft Windows A1 Microsoft Windows Server %A% jal & iHiH

(CNNVD-201910-438)
Microsoft Windows F1 Microsoft Windows Server A& 3 [E 4K
(Microsoft) &7~ . Microsoft Windows & —2/N N\ %441
f3E 245, Microsoft Windows Server /& —Z R 55 2 #1F 255 .

Microsoft Windows #I Microsoft Windows Server -1 77 7E 4% AL
i/ B I E73) =l Y/ 7 o g S N SR 1 S 6= ) AT 1 L G r AT B EEB U
IBAT 4R 1] N FH AR B A FH 20 T DA e B AL IR AAT AR AR o LR
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i SRCAS 52 B R -

Microsoft Windows 10 kix 4% 1803
Microsoft Windows 10 kix A< 1809
Microsoft Windows 10 k4% 1809
Microsoft Windows Server 2019
Microsoft Windows Server x4 1803

Microsoft Windows Server Jix 74 1903

HEl) i CRATH A T LMB R, 4 T 3RIEE %

https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisory

/ICVE-2019-1322

8. Adobe Acrobat fll Reader #4238 J7#iH (CNNVD-201910-1448)

Adobe Acrobat F1 Reader #f5/& 3¢ [F B £ Lt (Adobe ) A & HI 7= i o

Adobe Acrobat s&—%& PDF (/- 4miE M4 #: T H. Reader &—%& PD
FSCRY [ S
Adobe Acrobat 1 Reader H A7 17E #4508 [T il « B3 v F F %

I R 5 2 . 25T Windows A macOS - & 1 LU R 7= i b A= 52 2|

AR

Adobe Acrobat DC (Continuous) 2019.010.20100 /% 2 Fij A<
Adobe Acrobat 2017 (Classic 2017) 2017.011.30140 Az Hi
R A

— Adobe Acrobat DC (Classic 2015) 2015.006.30495 2 Fiihi

ZS
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— Adobe Acrobat Reader DC (Continuous) 2019.010.20099 k&
ZHTRAS

— Adobe Acrobat Reader 2017 (Classic 2017) 2017.011.30138
e i A

— Adobe Acrobat Reader DC (Classic 2015) 2015.006.30493 /%
ZHTRAS

HET B eRATAN T MBI, b SRR

https://helpx.adobe.com/security/products/acrobat/apsb19-18.html
9. Cisco 250 Series Smart Switches. 350 Series Managed Switches

#11 550X Series Stackable Managed Switches E&%1E Ry iEIRIH
(CNNVD-201910-1107)

Cisco 250 Series Smart Switches S5#F & [E Rl (Cisco) A F
[f)77 . Cisco 250 Series Smart Switches J& K 250 FR %1% HEAC #i
Hl. Cisco 350 Series Managed Switches & — ik 350 %51 i il <7 it
Hl. 550X Series Stackable Managed Switches J&—k 550X %415 3
RAAZHNL

Cisco 250 Series Smart Switches. 350 Series Managed Switche
s A1 550X Series Stackable Managed Switches F3&T Web F)% A
I A7 FE S B S KOV G IR, RTRIE 118 7 I50E AT 78 70 s b 5K
Dyt CRAP o A Bt 2 T I 175 A0 1% S 7 U7 )8 B %
R CA H B FH P BUR AT AR R AR

HET) H AT T BRI, ] 3R %
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https://tools.cisco.com/security/center/content/CiscoSecurityAdvisor
y/cisco-sa-20191016-sbss-csrf
10. Juniper Networks Junos OS Bk I A JwIF (CNNVD-201910-563)

Juniper Networks Junos OS &3 [E B [F ¥ 4 (Juniper Networks)
AF—ELTHT1ZA F B SR E R G %R E RS2
it 7 2 g FEE: A Junos SDK.

Juniper Networks Junos OS HH ] J-Web FHI 77 7F 25 vl I A I ]
ZIW TR T WEB B R /b5 725 7 i B0HE 1 IR IR . ety 2 m] A
ZIRTA AT 2 P AR o DATR 77 il SR A 52 2 520«

— Juniper Networks Junos OS 12.1X46 4~

- Juniper Networks Junos OS 12.3 i A&

— Juniper Networks Junos OS 12.3X48 4~

— Juniper Networks Junos OS 14.1X53 4~

- Juniper Networks Junos OS 15.1 i A

— Juniper Networks Junos OS 15.1X49 4

— Juniper Networks Junos OS 15.1X53 4~

— Juniper Networks Junos OS 16.1 A

— Juniper Networks Junos OS 16.2 fix A&

— Juniper Networks Junos OS 17.1 fix A&

— Juniper Networks Junos OS 17.2 fix A

— Juniper Networks Junos OS 17.3 fix A&

— Juniper Networks Junos OS 17.4 kA
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— Juniper Networks Junos OS 18.1 fiiA<

Juniper Networks Junos OS 18.2 A

— Juniper Networks Junos OS 18.3 fiii A<

— Juniper Networks Junos OS 18.4 fiii A<

HAT) S Ab T LMB R IR, 4] SR

https://kb.juniper.net/InfoCenter/index?page=content&id=JSA10970
&actp=METADATA
11. Adobe Acrobat fl Reader = 4+4k/4: 8] /SRR

(CNNVD-201910-859)

Adobe Acrobat 1 Reader #f5/2& 3% [E 5% Lt (Adobe ) 22 F] [ i o
Adobe Acrobat & —% PDF XU gwiE M # T H. . Reader &—% PD
F ST AT

Adobe Acrobat 11 Reader HA74E 3¢ 5+ 5% 114 1) A Il o« BLiki 5 P A
FiZRIAPATAES . 2T Windows FT macOS 7 & 1 LL R 7= i & A
52 B FE -

~ Adobe Acrobat DC (Continuous) 2019.012.20040 % 2 Rij i A

— Adobe Acrobat 2017 (Classic 2017) 2017.011.30148 }%2 2 Hif

R AR
— Adobe Acrobat 2015 (Classic 2015) 2015.006.30503 2 2 |
R AR

— Adobe Acrobat Reader DC (Continuous) 2019.012.20040
B RRAR
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— Adobe Acrobat Reader 2017 (Classic 2017) 2017.011.30148
o i hiA

— Adobe Acrobat Reader 2015 (Classic 2015) 2015.006.30503
e Z i hiA

HET BRI T LMBEE IR, b ] SREEERE:

https://helpx.adobe.com/security/products/acrobat/apsb19-49.html
12. IBM Security Guardium Big Data Intelligence 104 ja] B ¥ 1H

(CNNVD-201910-1519)

IBM Security Guardium Big Data Intelligence (SonarG) &% [H
IBM 23 5] 1) — 8 K8 22 48 e IR T 5 o 1207 S B 2 5 AR
. BB TR P IE SN TSR

IBM Security Guardium Big Data Intelligence (SonarG) 4.0 fix
AR AAEAE N 0] R, IR TR PR T RS N B . W
7 AT ) FH A2 R 1A RS R

HE) H AT T BRI, ] 3RBEE%:

https://www.ibm.com/support/pages/node/1096924
13. Foxit Reader ZZ X 45 R¥sIFA(CNNVD-201910-011)

Foxit Reader J& " E4&HT (Foxit) /A& H—2K PDF SCAY [ 152 5% o

Foxit Reader 9.6.0.25114 J¢ 2 Hif At A7 7E 22 P IX B iR Ul 2t
R 2 A M F iz TR AT AR = AR

HAET) H AT T BRI, ] 3RBEE%:

https://www.foxitsoftware.com/support/security-bulletins.php
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14. Apache Hadoop J& B #8:3%1F(CNNVD-201910-1679)

Apache Hadoop 73 E A7 (Apache) #4421 —E IR
1 A R G AR o &7 S BE B8 0 KR HR AT 0 A U 2, I
HAGAEENE. @y B SR s,

Apache Hadoop 1.0.3 A 7 7E fa BB HImIF o AN X T
A Z I TR R BRI FRA PR o

HEr m e RAmIgab T MEE IR, G .

https://hadoop.apache.org
15. Adobe Acrobat Rl Reader 5% 5] @& (CNNVD-201910-851)

Adobe Acrobat 11 Reader #i,&3¢ [H B £ L. (Adobe ) 22 7] F) 7 il o
Adobe Acrobat #&—% PDF S fFgm4E A4 T A . Reader &2 —% PD
F ORGSR A

Adobe Acrobat 1 Reader 47 7EAAD v @l il o« Bk 7] A 1%
IRIRSATACRY . 2T Windows A1 macOS ~F & 11 LA R 7 & B i A 52 5]

— Adobe Acrobat DC (Continuous) 2019.012.20040 X 2 Rl A

— Adobe Acrobat 2017 (Classic 2017) 2017.011.30148 }%2 2 Hif

&N
— Adobe Acrobat 2015 (Classic 2015) 2015.006.30503 2 2 |
&N

— Adobe Acrobat Reader DC (Continuous) 2019.012.20040
B RRAR
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— Adobe Acrobat Reader 2017 (Classic 2017) 2017.011.30148
Je Z Wi RA
— Adobe Acrobat Reader 2015 (Classic 2015) 2015.006.30503
Je Z WA

HEl) H AT T BRI, #1350

https://helpx.adobe.com/security/products/acrobat/apsb19-49.html
16. D-Link DBA-1510P #fE RZiar S1ENRIH

(CNNVD-201910-292)

D-Link DBA-1510P &+ [E 55 &1 (D-Link) 24 7] i) o2k
YN E

fili /il 1.70b009 ke i kA< [ ) D-Link DBA-1510P ] Web
User Interface f77E45:4F R Gt VE NI . Bl 2 ) F FH i i 34
ITERERIIRAE RS2

HAEl) m AT geab T UMB R, FHIERE mER.

https://www.dlink.com
17. Cisco Firepower Management Center SQL ¥ AJRH

(CNNVD-201910-086)

Cisco Firepower Management Center (FMC) &3 [E &%l (Cisc

0) 2w [ — AR K B LA

Cisco FMC H A3ET Web F)% A EAFAE SQL M ENIRE, &R
5 A2 e 3 BEAT IEB A AN SRIE o 282 B0ty 2 AT 8 A a8 A il )
SQL EMA M iZIRAEE (5 SHFAEIRZ R RGP PIIT a2 LU
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il N AR 52 21| 52 )
— Cisco FMC 6.0.0 fiiAs

~ Cisco FMC 6.2.0 fiiA

Cisco FMC 6.2.1 A

- Cisco FMC 6.2.2 A

HET BRI T MBEE IR, b ] SRECEERE:
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisor

y/cisco-sa-20191002-fmc-sql-inj

=\ ERiRERSR
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=\ EXmBETE
3.1 %F Oracle WebLogic Server 554tk H B
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