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MRYE E Z A5 B2 4R ZE (CNNVD) 4iit, 2020 4F 4 H i
ZawiEIE 2155 4>, M R KRE, NETGEAR 2wl ™ i ) U
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ik, %] 16.10%. A3 #GRES, BEiRi 277 A~ mfa
A 873 /4~ HH IR IR 945 A K& IR 60 4, AHSAE B 253 31l 77.62%
89.23%. 87.83%LA K 85.00%. A1t 1875 MNwiF AR AN T KA,
A HBARIEHE F 87.01%.

A% 2020 42 04 H 30 H, CNNVD KA i & & ik 144270 4,

1.1 JRiREKHER

20194F11 H £20204F04 H i b & 4011 K

’ 5500 2155
T 1726
2000
i 1398 1478 1321 1246
ég 1500 ® —
™ 1000
™ 500
0
$ ) $ S S &
N N & & & &
g S G g G S
& & D DY D )

K 12019 49 A % 2020 4F 4 Hiw#ET I EE ST



NPT BY
BE lJl\(y NORMAL UNIVERSITY

JEEUME K 5 P 45 B 2 Al

2020 4 4 Atz 4 imiA 2155 4>, 5 EH (1726 4>) FHELIE N
7 24.86%. tR#EUT 6 A KIRIFAFIGEESR T, 5 H IR

HiAF] 1554 14>,

1.2 mRS/HIER

1.2 1 @R aa%H

4 A RiRAEESAEBRNE 1 s, NETGEAR A Al iiFIA
2l 463 14, HAH RIS E R 21.48%.

F 1 2020 4F 4 HHewiF) wEn g alRii gt R

5 B RREE Bt o5 el
1 NETGEAR 463 21.48%
2 Oracle 229 10.63%
3 Samsung 149 6.91%
4 Microsoft 113 5.24%
5 IBM 51 2.37%
6 Google 50 2.32%
7 Qualcomm 48 2.23%
8 Adobe 41 1.90%
9 F5 30 1.39%
10 SAP 29 1.35%

1.2. 2 miR~ @5

4 H R RS AIRFE SIS LA 2 Frs. A H Windows 10

AR RZ, 35661, L EREHERGINT SRR 14.25%, H4

.
2 2020 4F 4 H EWERERGRIBES T
FF5 BIERZ LR RAE
Windows 10 66
Windows Server 2019 63
Windows Server 2016 51
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4 Windows 8.1 38
5 Windows Server 2012 37
6 Windows Rt 8.1 37
7 Windows Server 2012 R2 36
8 Windows 7 36
9 Windows Server 2008 35
10 Windows Server 2008 R2 35
11 Android 15
12 Linux Kernel 14

"t Windows BT 5% EAE 42 LT LLE, TR

b AR Windows B s 5> BIHEAT Siit

* b FIR IR AR R A R BRI IR
eI A AR R, TR — RARIE RGRIH
SR, AR RS T A 2R GRS B 17 4 B AR

a

1.2.3 jmRXE S

4 F 4 AR BRI SRR AT gk 3 o, Heh Gz X R R 2R R

BT el ok, 278 16.10%.
#* 32020 5 4 HiRIRZRM SR

F5 TRIRRE RR%E | prbs
1 ZHXER 347 16.10%
2 5 A 227 10.53%
3 SEMEE 177 8.21%
4 BN 164 7.61%
5 EAN 97 4.50%
6 AL (8] & 86 3.99%
7 A ja) 66 3.06%
8 RREEEIR 60 2.78%
9 BERZHEAN 53 2.46%
10 B uhiEsk s 35 1.62%
11 ER{ZR [ 31 1.44%
12 SQL3EAN 24 1.11%
13 IR k=S 24 1.11%
14 FEEE T 23 1.07%
15 A PR O] F3/ (6] 4% 1 [a] & 14 0.65%
16 hnzz ) &8 13 0.60%
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17 RFEHRIE 10 0.46%
18 HIEE D) 8 0.37%
19 HEESME 7 0.32%
20 BB 6 0.28%
21 WEEN 6 0.28%
22 RAFEN 5 0.23%
23 L FHIE [a] @ 3 0.14%
24 IR o) 2 0.09%
25 HFiEiR 2 0.09%
26 BRI FFFERER 1 0.05%
27 Hith 664 30.81%

1.2.4 REREFRIH

MRAE IR RSz . AT, Bol e R AFE O, A BT
e MU EFHY, e, mfa. PRfiiagol. 4 Al
JEFEEL AW 2 fro, HAEGIRTR 277 2%, 5 A 7RIS
12.85%-.

N
607 2774

945/ /I w15 12.85%

= G 40.51%
= 11 {5 43.85%
= /5 2.78%
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1.3 mEEERER

1.3.1 EBEFEEER

4 HIRIiE 21BN E G EE R T A 3. Kb & Bikiis e
Rirm, 157 89.23%, HIEIFIMIEE KB, HIN 77.62%. LK
KE, KHBKEER, HIEHAR 75.78% L F 24 H 1) 87.01%.
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4 AR S1E %2R S+ mETgit, K
NETGEAR. Oracle. Samsung %51/~ Ridt 1203 4&¥F1H, HAH S
T A E ) 55.82%, JRIFMEE 2 98.59%, TEANTENLILE 4. 25U
AR g e EE, RN e R R A,
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1.4 EEREEG

*4 2020 £ 4 ) HEERELGR

FFs B FREE (D | BEHE | BEX
1 NETGEAR 463 463 100.00%
2 Oracle 229 229 100.00%
3 Samsung 149 148 99.33%
4 Microsoft 113 113 100.00%
5 IBM 51 50 98.04%
6 Google 50 50 100.00%
7 Qualcomm 48 48 100.00%
8 Adobe 41 41 100.00%
9 F5 30 15 50.00%
10 SAP 29 29 100.00%

1.4.1 @ReimRsSeHl

A HBERIEIE 277 A, HAE RIS R 5 s,
#5 2020 4F 4 F i fa i sz

CPNETATIREERPR

CNNVD-202004-2168

TestLink [HIBA

CNNVD-202004-1934

Teeworlds B\

CNNVD-202004-1979 Squid
CNNVD-202004-927 Siemens
CNNVD-202004-662 SAP

CNNVD-202004-293

Samsung

Fe b N EEvit] CNNVD %5 B b= ER|
CNNVD-202004-011 Apache B4 4>
CNNVD-202004-019 Aruba Networks
X A CNNVD-202004-297 CIPPlanner % 2 NETGEAR 7=/
CNNVD-202004-451 cpp-httplib i H FENIRA
CNNVD-202004-1158
NETGEAR
CNNVD-202004-1950
CNNVD-202004-390 OpsRamp
CNNVD-202004-507 )
Juniper Networks N
o e o e | ONNVD=202004-508 Apache ToTDB {Z4F
2 | AR et i 1 e ST
CNNVD-202004-1448 8x8 B 2 ] R
CNNVD-202004-2028 NETGEAR
CNNVD-202004-2195 Apache #4342
CNNVD-202004-205 Qualcomm

Apple i0S. macOS
Mo jave #11 tvOS
802. 1X A NG
UE R R IR T
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CNNVD-202004-339
CNNVD-202004-343
CNNVD-202004-414
CNNVD-202004-456
CNNVD-202004-457
CNNVD—-202004-206
Qualcomm
CNNVD-202004-208
CNNVD-202004-1976 Ntop
CNNVD-202004-1157
NETGEAR
CNNVD-202004-1207
CNNVD-202004-1435 Mitel Networks
CNNVD—-202004-2190 o
libgit2
CNNVD-202004-2191
CNNVD-202004-1430 LG
CNNVD-202004-1431
CNNVD-202004-1099 )
Cisco
CNNVD-202004-1109
Blue Link Labs S
CNNVD-202004-1970 =
CNNVD-202004-1334 Aviatrix Systems
CNNVD-202004-1185 )
Ascensio System
CNNVD-202004-1187
CNNVD-202004-1447 Apple
CNNVD-202004-179 CIPPlanner
CNNVD—-202004—-437 Samsung .
CNNVD-202004—-622 ToLal=Non: , For_iﬁl?i;ﬂ
- CNNVD-202004-1183 DAViCal 5 ortitat
4 A ] 7 FortiVoice
CNNVD-202004-1436 LG . -
CNNVD-202004-1949 Brai Entreprise $A
JetBrains 141 BRI
CNNVD-202004-1957 Huawei
CNNVD—-202004-2193 Fortinet
CNNVD-202004-031 Avast
CNNVD-202004-139 Z0HO
Triangle
CNNVD-202004-945 MicroWorks
CNNVD-202004-1337 Schneider Electric Oracle Fusion
5 HAth CNNVD-202004-681 SAP Middleware ‘%4>
CNNVD-202004-245 TR
CNNVD-202004-270
CNNVD-202004-442 Samsung
CNNVD-202004-465
CNNVD-202004-477
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CNNVD-202004-518
CNNVD—-202004-2446
CNNVD-202004-2448 Saltstack
CNNVD-202004-358 Rank Math
CNNVD-202004-273 Qualcomm
CNNVD-202004-810
CNNVD-202004-811
CNNVD-202004-812
CNNVD-202004-814
CNNVD-202004-821
CNNVD-202004-971 Oracle
CNNVD-202004-989
CNNVD-202004-992
CNNVD-202004-996
CNNVD-202004-1017
CNNVD-202004-1239
CNNVD-202004-2022 NETGEAR
CNNVD-202004-2032
CNNVD-202004-280 Mozilla 4
CNNVD-202004-891 Microsoft
CNNVD-202004-1426
CNNVD-202004-1429 LG
CNNVD-202004-1931 JetBrains
CNNVD-202004-188
CNNVD-202004-2135 HPE
CNNVD—-202004-2492
CNNVD-202004-349 HCL Technologies
CNNVD-202004-2460 F5
CNNVD-202004—1124 Broadcom
CNNVD-202004-1186 Ascensio System
CNNVD-202004-2324
CNNVD-202004-2325
CNNVD-202004-2327
CNNVD-202004-2329 Adobe
CNNVD-202004-2330
CNNVD-202004-2353
CNNVD-202004-2356
CNNVD-202004-199 Google
CNNVD-202004-2157 | Artifex Software » o

6 | @mhxisi [ owWvD-202004-553 Datie: éif§samsgn%’ff”

S X B 1R TR T

CNNVD-202004-2237 FFmpeg EIFA
CNNVD-202004-203 Google
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CNNVD-202004-209

CNNVD-202004-212

CNNVD-202004-1840

IBM

CNNVD-202004-1433

CNNVD-202004-1439

LG

CNNVD-202004-307

CNNVD-202004-354

Mozilla 44

CNNVD-202004-1283

CNNVD-202004-2024

CNNVD-202004-2025

CNNVD-202004-2187

CNNVD-202004-2201

NETGEAR

CNNVD-202004-377

Netty #t[X

CNNVD-202004-202

CNNVD-202004-204

CNNVD-202004-210

CNNVD-202004-211

CNNVD-202004-213

CNNVD-202004-216

CNNVD-202004-221

CNNVD-202004-225

CNNVD-202004-226

CNNVD-202004-230

CNNVD-202004-235

CNNVD-202004-242

CNNVD-202004-243

CNNVD-202004-253

CNNVD-202004-317

CNNVD-202004-1261

CNNVD-202004-1262

CNNVD-202004-1417

Qualcomm

CNNVD-202004-244

CNNVD-202004-256

CNNVD-202004-262

CNNVD-202004-266

CNNVD-202004-269

CNNVD-202004-279

CNNVD-202004-282

CNNVD-202004-304

CNNVD-202004-308

CNNVD-202004-309

CNNVD-202004-335

Samsung
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CNNVD-202004-348

CNNVD-202004-352

CNNVD-202004-408

CNNVD-202004-420

CNNVD-202004-421

CNNVD-202004-428

CNNVD-202004-429

CNNVD-202004-432

CNNVD-202004-444

CNNVD-202004-449

CNNVD-202004-450

CNNVD-202004-454

CNNVD-202004-461

CNNVD-202004-467

CNNVD-202004-468

CNNVD-202004-476

CNNVD-202004-593

CNNVD-202004-594

Triangle
CNNVD-202004-956 MicroWorks
CNNVD-202004-090 STARFACE
CNNVD-202004-182 CIPPlanner
CNNVD-202004-385

FasterXML

CNNVD-202004-387

CNNVD-202004-402

PrimeKey Solutions

CNNVD-202004-1197

ALLE INFORMATION

CNNVD-202004-1341

NETGEAR

CNNVD-202004-2160

Sophos

CNNVD-202004-403 Advantech roache H fi
ARAG A | CNNVD-202004-493 GitLab pac fEBe?O?A A
1) 783 s 7]
CNNVD-202004-1195 ALLE INFORMATION
CNNVD-202004-1325 Apache B3 42
CNNVD-202004-1408
Veeam
CNNVD-202004-1410
CNNVD-202004-1788 Micro Star
CNNVD-202004-1943 Elementor [#BA
CNNVD-202004-053 LearnDash
CNNVD-202004-122
TestLink B\
CNNVD-202004-124
N CNNVD-202004-178 CIPPlanner % 2% NETGEAR 7=/
SQL yEAN - s vt
CNNVD-202004-1184 Ascensio System SQL v AR
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1. ZF NETGEAR F=@iEANIRIA (CNNVD-202004-1158)

NETGEAR R6400 S48 /23 [ M (NETGEAR) A ®]HI—3KL
AR

%23 NETGEAR 7= i FAEEFE NI o IS TR T fr A
AT BRI EEERET, W R Ek =5 H P
O NBE R RIS UE, A IEECR IE I e R R R TR, FE
RGEG™ 5 P AR AT B R T AR . BUR 72 i SRR 52 B 520 -
NETGEAR R6400v2 1.0.4.84 2 i kiiA%; R6700 1.0.2.8 2 RiTARAS;
R6700v3 1.0.4.84 Z Bz A; R6900 1.0.2.8 Z Aifi4A; R7900 1.0.3.10
ZHTRRCAS

HAT) i SR AT AN T B R IWIRE, #h T RIS
https://kb.netgear.com/000061741/Security-Advisory-for-Pre-Authenticat
ion-Command-Injection-on-Some-Routers-PSV-2019-0051
2. Apache 10TDB fE4EE# i @¥siH (CNNVD-202004-2195)

Apache 10TDB 72 3 [E i g & 8 ff  (Apache Software) F:42x (1]
— SIS 8] P H S et IR AR B B 51, RS TR AR IS A
e i &

Apache 10TDB 0.9.0 iii A< % 0.9.1 A< H1 0.8.0 it A< & 0.8.2 i A<
AL AR, 1 ZIRIAVET /83 10TDB B, 31999 IMX ity TR £A
IR 2 L P s P R e R AR TR A

HAT] B RA AN T MEE IR, b T 3REEE R

https://lists.apache.org/thread.html/r3d2ff899ead64d2952fdc1fbb1f5

11
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20ca42011ed2b4c7f786€921f60b9%40%3Cdev.iotdb.apache.org%3E
3. Apple i0S. macOS Mojave Fl tvOS 802.1X ZH -4 N BiF 45 R IR
i (CNNVD-202004-1447)

Apple i0S ZE4R2 R FEER (Apple) A& K= M. AppleiOS 2
— B NMENR TR ERAE 2245 . Apple tvOS & — 22 it B A4
A4, Apple macOS Mojave & —E% 4 Mac tHEMLTH & 1% FH
ER %

Apple i0S 12.2 Z FiffiiA<. macOS Mojave 10.14.4 2 Rif i A< 11
tvOS 12.2 Z B A 1Y) 802.1X LHAAFAE 22 Aifwilil o« Briki 25 7T F) 1%
IR ] 28 o 2 I

HET B e RATTH AN T LMERIRIR, b T SR %

https://support.apple.com/zh-cn/HT209600

https://support.apple.com/zh-cn/HT209601
https://support.apple.com/zh-cn/HT209599
4. Fortinet FortiMail F FortiVoice Entreprise 3% X |7 &% % i

(CNNVD-202004-2193)

Fortinet FortiMail 1 FortiVoice Entreprise %R/ 3 [E ¥ 4 (Fortinet)
A F . FortiMail o2& — 8 HL 7 BEAE 22 4 I 507 il o 7 iR AR
T 2 B A S s AR P 25 T RE . FortiVoice Entreprise /& — &
G — IEAE MR T %

Fortinet FortiMail 1 FortiVoice Entreprise "7 7E 2 4 WiH, %I

TR T RE 7 35 IERA SR E B 17 o S R MUk 2 vl i B P P ST a4 3K

12
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A2 B ey, LB S Uiie R G0. LR i ARA 2
F52M: Fortinet FortiMail 5.4.10 f 2 RTRRAS, FortiMail 6.0.7 2 2 /il
A<, FortiMail 6.2.2 } 2 Rkl As; FortiVoice Entreprise 5.3 22 J5 iitAS
(6.0.2 A ER).
HET S A T MBE RN, #h T 3REUEE
https://fortiguard.com/psirt/FG-1R-20-045
5. Oracle Fusion Middleware Z4:¥&FH (CNNVD-202004-810)
Oracle Fusion Middleware (Oracle fl& HE]#F) &35 [ F-5
(Oracle) A A —E&H [V =B FDNLS 6. %P4
(7 drlE . B AZ5ETRE . Business Intelligence Enterprise Edition
7 P — N AR AR AL [R) R T RLAG 23 B A0 B Bh 2R B & A A .
Oracle Fusion Middleware H[f] Business Intelligence Enterprise
Edition ] Analytics Web General 24 171E 22 2w » B ml F %
Jsi 241 Business Intelligence Enterprise Edition, 520504 (1K) A] FH 4
TREVER TEEENE . LU P i AR 32 2520 .- Business Intelligence
Enterprise Edition 5.5.0.0.0 iitAs, 11.1.1.9.0 fiiAs, 12.2.1.3.0 iR,
12.2.1.4.0 A
HAT) B S RA AN T MEE IR, b T SRR
https://www.oracle.com/security-alerts/cpuapr2020.html
6. %3 Samsung F= MM X 4RI (CNNVD-202004-593)
Samsung Galaxy S6 Z5&#{ &5k E =& (Samsung) 2 & 11— & hE
FHlo

13



AISCIRY
BEIJING NORMAL UNIVERSITY jt:@,:uliﬁﬁjz#még,fg‘%‘ﬁéiﬁi%

%2 3 Samsung 77 i (#4523 Shannon333 i fr4l) T baseband i3
FEAFAE G XA R T o Uty 2 AT I R () Rl A ok S = AR A
ZIRTAPATAS . DU 7 il AR SZ 25200 . Samsung Galaxy S6;
Galaxy S6 Edge; Galaxy S6 Edge+; Galaxy Note5.

HAT) S A T VBRI, B ) M.

https://security.samsungmobile.com/securityUpdate.smsb
7. Apache Heron A8 A @JKIH (CNNVD-202004-1325)

Apache Heron & —# A0 BA S IIEE R SL A b 38 5] 25

Apache Heron 0.20.2-incubating iz 4<~. 0.20.1-incubating hi 4~/
0.20.0-incubating st A7 AEARRS 1] @ I - BCati 3 WA A iZ R A
AR

HET) 7 SR A T ME RN, #h T 3R

https://lists.apache.org/thread.html/r16dd39f4180e4443ef4ca774a3a
5a3d7ac69f91812c183ed2a99e959%40%3Cdev.heron.apache.org%3E
8. £#K NETGEAR 7= SQL ¥EARIF (CNNVD-202004-1341)

NETGEAR R6400 Z##f & 5 E P (NETGEAR) 2 ®] 3k
2 .

% 7 NETGEAR 77 b FA77E SQL i N . iZIRiIR 35 T34
I B 1 N FH 2 ok AR A N SQL TEA) I 38IE « B0 5 v R iR TR
PATARL SQL dr%o BAR 7k SRASSZ 20 : NETGEAR D3600
1.0.0.68 Z Hijffu4<; D6000 1.0.0.68 Z Hiffi4<: D6200 1.1.00.28 Z Hifhit

A D6220 1.0.0.40 2 B f A< D6400 1.0.0.74 2 Hih A< ; D7000 1.0.1.60

14
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Z HIRRA; D7000v2 1.0.0.74 Z HifA; D7800 1.0.1.34 Z Hi fR A ;
D8500 1.0.3.39 Z Rifit4s; DC112A1.0.0.40 Z FiffiAs; EX8000
1.0.0.118 Z AR A ; JR6150 1.0.1.18 2 AfhiAY; R6050 1.0.1.18 Z il
A R62201.1.0.66 2 HifiA; R6250 1.0.4.26 2 HifiiA; R6300v2
1.0.4.24 Z HiRRA; R6400 1.0.1.36 Z HIfRA; R6400v2 1.0.2.52 X Hif
A ; R6700 1.0.1.44 Z FIfRAS; R6700v2 1.2.0.16 Z HifliA<; R6800
1.2.0.16 Z RiARA; R6900v2 1.2.0.16 X AifixA; R6900 1.0.1.44 2 fi
A ; R7000 1.0.9.26 Z FIflAS; R6900P 1.3.0.20 Z HifiiA<; R7000P
1.3.0.20 Z HifiiA; R7100LG 1.0.0.40 Z Fiji4<; R7300DST 1.0.0.62
ZHITARAS; R7500 1.0.0.118 Z Hihit4As; R7500v2 1.0.3.26 Z Hif kit 4%
R7800 1.0.2.40 Z RiffiiA; R7900 1.0.2.10 Z Fifii4; R8000 1.0.4.12
ZHIRCA; R7900P 1.3.0.10 Z Hifhit4<; R8000P 1.3.0.10 Z ki A
R8300 1.0.2.116 Z Fiifi4; R85001.0.2.116 Z Hifii4<; R8900 1.0.3.6
Z HITARAS; R9000 1.0.3.10 Z Ak 4; WNDR3700v4 1.0.2.102 Z Fifhit
A; WNDR3700v5 1.1.0.54 Z Fiiik4A; WNDR4300v1 1.0.2.98 Z ik
A; WNDR4300v2 1.0.0.56 Z Hifik4; WNDR4500v3 1.0.0.56 2 Hij it
PN

HEl m S RAAALA T LMEEIRIA, #b T 3R

https://kb.netgear.com/000061197/Security-Advisory-for-SQL-Inject

ion-on-Some-Routers-Gateways-and-Extenders-PSV-2017-3056

15
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1.4.2 SfEimimscfl

A H GG 873 Ay, A E SJRTFSLH R 6 Frs.
#* 62020 4 4 H & fa sl s

FE b/ i CNNVD %= I TR S5
CNNVD-202004-1659 VMware
CNNVD—-202004-1937 Teeworlds B1BA

CNNVD-202004-1338 Schneider Electric
CNNVD-202004-423
CNNVD-202004-424 Samsung
CNNVD-202004-426
CNNVD-202004-223

CNNVD-202004-283 Qualcomm
CNNVD-202004-371
CNNVD-202004-1422 ntp

CNNVD-202004-126
CNNVD-202004-127

Mozilla #:4:4>

CNNVD-202004-544 1ibssh [HIBA
CNNVD-202004-1952 libslirp Hi H
CNNVD-202004-521 Juniper Networks

CNNVD-202004-038
CNNVD-202004-040
1 IR AR | CNNVD-202004-193
CNNVD-202004-626
CNNVD-202004-633
CNNVD-202004-634 Google
CNNVD-202004-647
CNNVD-202004-648
CNNVD-202004-1857
CNNVD-202004-2228
CNNVD-202004-2229
CNNVD-202004-002 GNU %)
CNNVD-202004-1397
CNNVD-202004-1398
CNNVD-202004-1404
CNNVD-202004-1405
CNNVD-202004-1822 Flexera Software
CNNVD-202004-125
CNNVD-202004-131
CNNVD-202004-1455 Autodesk

Google Chrome

WebAudio ZHA4

PR P IR
IR Tl

Foxit

Dell

16



Mg ek ¥

BEIJING NORMAL U

NIVERSITY

JEEUME K 5 P 45 B 2 Al

CNNVD-202004-2226

Apache B fFH: 42

TEAN

CNNVD-202004-174

AuthO

CNNVD-202004-555

Dropwizard [4]BA

CNNVD-202004-598

LG

CNNVD-202004-610

CNNVD-202004-763

Microsoft

CNNVD-202004-916

CNNVD-202004-1179

CNNVD-202004-1206

CNNVD-202004-1227

CNNVD-202004-1231

CNNVD-202004-1331

CNNVD-202004-1425

CNNVD-202004-1626

CNNVD-202004-1818

CNNVD-202004-1821

CNNVD-202004-1891

CNNVD-202004-1892

CNNVD-202004-1894

CNNVD-202004-1907

CNNVD-202004-1910

CNNVD-202004-1921

CNNVD-202004-1963

CNNVD-202004-1995

NETGEAR

CNNVD-202004-2000

Opmantek

CNNVD-202004-2002

CNNVD-202004-2018

Samsung

CNNVD-202004-2248

Schneider Electric

CNNVD-202004-2279

WebToffee

CNNVD-202004-2491

Wireshark [#]RA\

Microsoft
Windows #H
Windows Server

TEN IR

CNNVD-202004-138

Z0HO

CNNVD-202004-170

CNNVD-202004-173

CNNVD-202004-175

CNNVD-202004-176

CNNVD-202004-181

CNNVD-202004-183

CIPPlanner

CNNVD-202004-411

CNNVD-202004-434

CNNVD-202004-440

CNNVD-202004-458

CNNVD-202004-462

Samsung

CIPPlanner
CIPAce 15 St
#= U Il
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CNNVD-202004-470
CNNVD-202004-474
CNNVD-202004-491 GitLab
CNNVD-202004-538 Varnish Cache Tji B
CNNVD-202004-596 Dell
CNNVD-202004-600 Samsung

Media Library
CNNVD-202004-619 Assistant Ti H
CNNVD-202004-660 SAP
CNNVD-202004-917 Microsoft
CNNVD-202004-1062 Oracle
CNNVD-202004-1096 .
CNNVD-202004-1097 Gitlab
CNNVD-202004-1120 Broadcom
CNNVD-202004-1151 Draytek
CNNVD-202004-1237
CNNVD-202004-1243
CNNVD-202004-1278
CNNVD-202004-1279 NETGEAR
CNNVD-202004-1280
CNNVD-202004-2031
CNNVD-202004-1335 Schneider Electric
CNNVD-202004-1414 IBM
CNNVD-202004-1661 Z0HO
CNNVD-202004-1853 MediaWiki 342>
CNNVD-202004-1870 JetBrains
CNNVD-202004-1971 SHARP
CNNVD-202004-2136 Linux 344>
CNNVD-202004-2162 Percona
CNNVD-202004-2355 LCDS
CNNVD—-202004-1828 Vesta Control Panel
CNNVD-202004-539 Varnish Cache T H
CNNVD-202004-1254 Squid
CNNVD-202004-672 SAP
CNNVD-202004-241 Mierosoft

Croso
Co| AR Office MK
WE S R

CNNVD-202004-298
CNNVD-202004-327 Sausung
CNNVD-202004-330
CNNVD-202004-333
CNNVD-202004-338
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CNNVD-202004-342

CNNVD-202004-480

CNNVD-202004-1807 Red Hat
CNNVD-202004-220
Qualcomm
CNNVD-202004-234
CNNVD-202004-1925 Plex
CNNVD-202004-1232
CNNVD-202004-1236
CNNVD-202004-1271 NETGEAR
CNNVD-202004-1829
CNNVD-202004-1897
CNNVD-202004-697 )
Microsoft

CNNVD-202004-785

CNNVD-202004-503

CNNVD-202004-523

CNNVD-202004-527

CNNVD-202004-530

Juniper Networks

CNNVD-202004-1873

JetBrains
CNNVD—-202004-1953
CNNVD—-202004-759 IBM
CNNVD-202004-803 .
CNNVD-202004-1786 ot
CNNVD-202004-2465 F5
CNNVD—-202004-554 Dahua

CNNVD-202004-368

CNNVD-202004-369

cross domain local
storage Ui H

CNNVD-202004-1101

CNNVD-202004-1106 Cisco
CNNVD-202004-1108
CNNVD—-202004-2394 Cerner
CNNVD—-202004-024

Avast

CNNVD-202004-026

CNNVD-202004-1264

Arista Networks

FE i ROy iE

CNNVD-202004-008 Auth0
CNNVD-202004-395 PrimeKey Solutions
CNNVD—-202004-409 Plat’ Home
CNNVD—-202004-942 Fraction
CNNVD-202004-1381 )
CNNVD-202004-1383 Foxit
CNNVD-202004-1613

CNNVD-202004-1619 NETGEAR

CNNVD-202004-1625

Foxit Reader

1 PhantomPDF

communication

APT PE3fiiE sk
Py i e il
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CNNVD-202004-1816

CNNVD-202004-1879

CNNVD-202004-1886

CNNVD-202004-1887

CNNVD-202004-1914

CNNVD-202004-1917

CNNVD-202004-1928

CNNVD-202004-1983

CNNVD-202004-1990

CNNVD-202004-2006

CNNVD-202004-2039

CNNVD-202004-2097

CNNVD-202004-2123

CNNVD-202004-2185

CNNVD-202004-1275

CNNVD-202004-2489

Apache #{F3E 42

CNNVD-202004-1964

Supsystic

CNNVD-202004-2045

1BM

e X R

CNNVD-202004-656

o [ SR

CNNVD-202004-947

CNNVD-202004-953

Triangle MicroWorks

CNNVD-202004-081

TP-Link

CNNVD-202004-284

Solarwinds

CNNVD-202004-237

CNNVD-202004-238

CNNVD-202004-314

CNNVD-202004-271

CNNVD-202004-346

Samsung

CNNVD-202004-197

CNNVD-202004-217

CNNVD-202004-218

CNNVD-202004-222

CNNVD-202004-224

CNNVD-202004-258

CNNVD-202004-265

CNNVD-202004-301

CNNVD-202004-331

Qualcomm

CNNVD-202004-1407

PHP

CNNVD-202004-499

Palo Alto Networks

CNNVD-202004-1977

Ntop

CNNVD-202004-1204

CNNVD-202004-1229

NETGEAR

Adobe Bridge
e X H iR e
1l
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CNNVD-202004-1246

CNNVD-202004-1266

CNNVD-202004-1267

CNNVD-202004-1268

CNNVD-202004-1269

CNNVD-202004-1270

CNNVD-202004-1281

CNNVD-202004-1345

CNNVD-202004-1350

CNNVD-202004-1364

CNNVD-202004-1369

CNNVD-202004-1883

CNNVD-202004-1932

CNNVD-202004-1986

CNNVD-202004-1992

CNNVD-202004-1994

CNNVD-202004-1996

CNNVD-202004-2029

CNNVD-202004-2033

CNNVD-202004-2036

CNNVD-202004-2089

CNNVD-202004-2090

CNNVD-202004-2091

CNNVD-202004-2105

CNNVD-202004-2106

CNNVD-202004-2107

CNNVD-202004-2108

CNNVD-202004-2110

CNNVD-202004-2111

CNNVD-202004-2112

CNNVD-202004-2113

CNNVD-202004-2114

CNNVD-202004-2116

CNNVD-202004-2117

CNNVD-202004-2172

CNNVD-202004-2206

CNNVD-202004-2212

CNNVD-202004-2217

CNNVD-202004-2218

CNNVD-202004-2219

CNNVD-202004-2220

CNNVD-202004-2240
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CNNVD-202004-2268

CNNVD-202004-2270

CNNVD-202004-2271

CNNVD-202004-2274

CNNVD-202004-2275

CNNVD-202004-2277

CNNVD-202004-2282

CNNVD-202004-2283

CNNVD-202004-2284

CNNVD-202004-2285

CNNVD-202004-2287

CNNVD-202004-2290

CNNVD-202004-2293

CNNVD-202004-2295

CNNVD-202004-2296

CNNVD-202004-2297

CNNVD-202004-2299

CNNVD-202004-2313

CNNVD-202004-2315

CNNVD-202004-2316

CNNVD-202004-2319

CNNVD-202004-320

CNNVD-202004-336

CNNVD-202004-340

Mozilla 44

CNNVD-202004-688

CNNVD-202004-689

CNNVD-202004-691

CNNVD-202004-692

CNNVD-202004-693

CNNVD-202004-694

CNNVD-202004-695

CNNVD-202004-698

CNNVD-202004-705

CNNVD-202004-710

CNNVD-202004-733

CNNVD-202004-734

CNNVD-202004-740

CNNVD-202004-743

CNNVD-202004-744

CNNVD-202004-746

CNNVD-202004-748

CNNVD-202004-764

Microsoft
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CNNVD-202004-765

CNNVD-202004-766

CNNVD-202004-768

CNNVD-202004-769

CNNVD-202004-770

CNNVD-202004-771

CNNVD-202004-773

CNNVD-202004-774

CNNVD-202004-775

CNNVD-202004-776

CNNVD-202004-792

CNNVD-202004-793

CNNVD-202004-794

CNNVD-202004-804

CNNVD-202004-141

Linux J&4:<

CNNVD-202004-1440

LG

CNNVD-202004-1095

Intel

CNNVD-202004-061

CNNVD-202004-1966

CNNVD-202004-1967

CNNVD-202004-1969

Huawei

CNNVD-202004-069

HAProxy

CNNVD-202004-194

CNNVD-202004-195

CNNVD-202004-646

CNNVD-202004-033

CNNVD-202004-649

CNNVD-202004-1859

Google

CNNVD-202004-001

GNU 1%

CNNVD-202004-374

Fuji Electric

CNNVD-202004-1391

CNNVD-202004-1393

CNNVD-202004-1394

CNNVD—202004—1395 Fox it
CNNVD—202004—1396
CNNVD—-202004-1400
CNNVD—-202004-1402

Cypress
CNNVD—-202004-625 Semiconductor
CNNVD—202004—1104 ,
CNNVD—202004—1105 Cisco
CNNVD—202004—2395 Cermerr
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CNNVD-202004-2396

CNNVD-202004-2397

CNNVD-202004-2480 BMC Software

CNNVD-202004-023 Avast

CNNVD-202004-1454

CNNVD-202004-1459 Autodesk

CNNVD-202004-964

CNNVD-202004-2278

CNNVD-202004-2280

CNNVD-202004-2288

CNNVD-202004-2292

CNNVD-202004-2294

CNNVD-202004-2301 Adobe

CNNVD-202004-2302

CNNVD-202004-2305

CNNVD-202004-2309

CNNVD-202004-2310

CNNVD-202004-2314

CNNVD-202004-2322

CNNVD-202004-1469 Ws02

CNNVD-202004-013 TP-Link

CNNVD-202004-1612 TOSHIBA

CNNVD-202004-123 TestLink [#]BA
Synergy Systems &

CNNVD-202004-365 Solutions

CNNVD-202004-1147 SilverStripe

CNNVD-202004-1947 Schneider Electric

CNNVD-202004-680 SAP

CNNVD-202004-272

CNNVD-202004-296 Microsoft

Samsung
7 AR i) CNNVD-202004-312 SharePoint f{

CNNVD-202004-313 i ) R s VR

CNNVD-202004-1862 Red Hat

CNNVD-202004-232 Qualcomm

CNNVD-202004-399 PrimeKey Solutions

CNNVD-202004-1790 OpenSSL F1RA

CNNVD-202004-1406 OPC Foundation

CNNVD-202004-704

CNNVD-202004-707

CNNVD-202004-709 Microsoft

CNNVD-202004-713

CNNVD-202004-714
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CNNVD-202004-720

CNNVD-202004-165

Malwarebytes

CNNVD-202004-562

Linux J&4<

CNNVD-202004-1452

LG

CNNVD-202004-939

Lenovo

CNNVD-202004-1871

CNNVD-202004-1951

JetBrains

CNNVD-202004-350

HCL Technologies

CNNVD-202004-190

CNNVD-202004-1813

Google

CNNVD-202004-1820

Flexera Software

CNNVD-202004-1133

dom4 j T H

CNNVD-202004-1327

CNNVD-202004-1328

CNNVD-202004-1329

CloudBees

CNNVD-202004-1451

CNNVD-202004-1453

Autodesk

CNNVD-202004-383

Advantech

BAE R G UL
A

CNNVD-202004-380

Advantech

CNNVD-202004-599

D-Link

CNNVD-202004-623

Rubrik

CNNVD-202004-1150

Dell

CNNVD-202004-1285

CNNVD-202004-1286

CNNVD-202004-1287

CNNVD-202004-1288

CNNVD-202004-1289

CNNVD-202004-1290

CNNVD-202004-1291

CNNVD-202004-1292

CNNVD-202004-1293

CNNVD-202004-1294

CNNVD-202004-1295

CNNVD-202004-1372

CNNVD-202004-1923

CNNVD-202004-1938

CNNVD-202004-1941

CNNVD-202004-2004

CNNVD-202004-2037

CNNVD-202004-2196

CNNVD-202004-2198

NETGEAR

CNNVD-202004-2199

Opmantek

NETGEAR WAC505

M WAC510 4

RGN
Il
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CNNVD-202004-2482
CNNVD-202004-2485

BMC Software

1. Google Chrome WebAudio ZH44 3% 5 & B4 R IR TR

(CNNVD-202004-038)

Google Chrome &35 E 458k (Google) 2 & H— 3K Web 3 %25,
WebAudio & H i — > E S 1

Google Chrome 80.0.3987.162 2 Hif il A 7 1) WebAudio 4114177
BEVRE FRAS DRI o 20 A T 2 ) A AR A1) I 3 R P i e TR PR T AT R
RGBT BHE 4RSS

HAT) S b T LMB R IR, 4T SR

https://chromereleases.googleblog.com/2020/03/stable-channel-upda
te-for-desktop_31.html
2. Microsoft Windows 1 Windows Server JENJRiF

(CNNVD-202004-763)

Microsoft Windows #1 Microsoft Windows Server #5232 [ ik

(Microsoft) 2] 17 . Microsoft Windows #&—& /™ N\ 541

[)34E 245. Microsoft Windows Server J& — &R 45 s #E R4t

Microsoft Windows A1 Windows Server FFA7{E 22 41, 1%
VTR P A IETRAL PR A R R o Bt 2 AT A e TR S0l VD S ORI
PLUR P25 M A 52 2520 : - Microsoft Windows 10 1903 A, Wind
ows 10 1909 A, Windows Server 1903 fiz4, Windows Server 1
909 hi A
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HET BRI T MEE IR, b ] SRR

https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisory
/CVE-2020-0981
3. CIPPlanner CIPAce 15 R ittEE#wiF (CNNVD-202004-2136)

helm J&—#k Kubernetes £ Hi 3% ,

helm 3.1.0 fRAZE 3.1.2 iR AAAEAS St BRI . Bl nl A
FH 2 ] 3R B SR 1R 22 145 2 .

HET BRI T MEE IR, b ] SREEERE:

https://github.com/helm/helm/security/advisories/ GHSA-q8g8-93cv-
v6h8
4. Microsoft Office IAIESRIFIF (CNNVD-202004-697)

Microsoft Office /&3¢ E %k (Microsoft) 72 &) f—#Ir 2> A
BAFFE . 1% S L Word. Excel. Access. Powerpoint.
FrontPage 5.

Microsoft Office H /77 % 4xiil . XUk vl & BhRehi 1) Office
ORI A Z TR 22 2R 7, AR 5 s i s A A A 45 A
FIBRRIIIR o DUR P2 b A 52 25200 . Microsoft Access 2010 S
P2, Microsoft Access 2013 SP1, Microsoft Access 2016; Microsoft
Excel 2010 SP2, Microsoft Excel 2013 RT SP1, Microsoft Excel 2
013 SP1, Microsoft Excel 2016; Microsoft Office 2010 SP2, Micr
osoft Office 2013 RT SP1, Microsoft Office 2013 SP1, Microsoft

Office 2016, Microsoft Office 2019, Office 365 ProPlus; Microsoft

27



> i /
Jegérie k¥
BEIJING NORMAL UNIVERSITY :lt:,%,:uliﬁ}ﬁjz%{»még,f%‘%‘ﬁéiﬁi%

Outlook 2010 SP2, Microsoft Outlook 2013 RT SP1, Microsoft Out
look 2013 SP1, Microsoft Outlook 2016; Microsoft PowerPoint 201
0 SP2, Microsoft PowerPoint 2013 RT SP1, Microsoft PowerPoint
2013 SP1, Microsoft PowerPoint 2016; Microsoft Project 2010 SP2,
Microsoft Project 2013 SP1, Microsoft Project 2016; Microsoft Pub
lisher 2010 SP2, Microsoft Publisher 2013 SP1, Microsoft Publishe
r 2016; Microsoft Visio 2010 SP2, Microsoft Visio 2013 SP1, Mic
rosoft Visio 2016; Microsoft Word 2010 SP2, Microsoft Word 2013
RT SP1, Microsoft Word 2013 SP1, Microsoft Word 2013 SP1,
Microsoft Word 2016.

HEr BRI T MEEIRF, b ] SREEERE

https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisory
/CVE-2020-0760
5. Foxit Reader fl PhantomPDF communication API E&u5iE R O5iE

¥ (CNNVD-202004-1381)

Foxit Reader F11 Foxit PhantomPDF #i2& fF [E @81 (Foxit) 2]
[f)— 3K PDF SRS B 52 2% o

#F Windows - & [ Foxit Reader 1 Foxit PhantomPDF 9.7.1.2
9511 K 2 Hi kA 1) communication AP £77E 5 vk i R Oyt i . I
5 A B R ) A B O T R P A R R A 2 AT RERR A R S
TSNS,

HEr BRI T MEE IR, b ] SRR
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https://www.foxitsoftware.com/support/security-bulletins.php
6. Adobe Bridge ZM'X £ =IEIF (CNNVD-202004-2301)
Adobe Bridge £ E B L (Adobe) AR K —K CHEE .
T Windows “F- 4 ] Adobe Bridge 10.0.1 /2 Bii iR A F 1776 42
X AR . Bk rl R IR TR AT AR B A
HEr BRI T MEE IR, b ] SRR
https://helpx.adobe.com/security/products/bridge/apsb20-19.html
7. Microsoft SharePoint A% & ¥#sIH (CNNVD-202004-704)
Microsoft SharePoint /& 3€ [E i (Microsoft) 2] i —&AR Lk
FIMEF G ZFEH TNLSE BT RS, it =ET/E. 5
fB N PR LA A0 B AT TAEAL, = A GAE R
Microsoft SharePoint Enterprise Server 2016 1 Microsoft ShareP
oint Server 2019 H {77 % 4l « BUki & v A ZJRIF7E SharePoin
t N A it Al SharePoint Ik 54837k ' 1 B R SO s A7 AR 2 AR
HET BRI T MEEIRR, b ] SREEERE:
https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisory
/ICVE-2020-0974
8. NETGEAR WAC505 il WAC510 #/ER G LSIENRIH
(CNNVD-202004-1923)
NETGEAR WAC505 fl NETGEAR WAC510 #2355 [ M4 (NE
TGEAR) ]t LA R (AP),

NETGEAR WAC505 5.0.0.17 Z A4~ A1 WAC510 5.0.0.17 Z Bl
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FRAS AR FEBRAE R G VNI T o 122U IRI 5T 4/ 0 i N 500 A 1
TE RS AT PAT a2 RE T, W28 RS El™ it A A I B8 A () e ok 7
iy 5. BUh# AT HZINRPAT IREERIE R Gam S .
HEr BRI T MEE IR, b ] SRR
https://kb.netgear.com/000060232/Security-Advisory-for-Pre-Authe
ntication-Command-Injection-on-Some-Wireless-Access-Points-PSV-201

8-0262
—\. BERREIER

A HEEHIET 9607 /4, HAE BEARSMiFH GEHAJERD
285 4, WMEE B RGIRE (FHAREED) 9322 4.

£ 7 2020 5 4 BIRTAER AR
Fs kAL RREE

1 g g5 BRI A R A A 4562

2 PIRR(E EHR B0 B A R A 3646

3 W 5 I BB A R A A 330
4 KA BN A R A A 253
5 bR ZEEEAREGRAF 239
6 LA RERH AR A A 161
; tREHERGERZEERERA -
]
g TCIT AR FS (b 50) 2% 22 4 B A -
HIRAH]
9 74 272 PUIH- 345 SR A BR A F 37

T S SR ] R G AT IR ST

10 4
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" or SR R A A PR A 7 %2 20 30
5T
12 L AT BHARF R A A 25
13 E R AR A A 20
14 Y- ELAE B AR R A H] 20
15 A6 5T S m R AR Mkt B R A 20
16 B 22 e s B AR A R A A 15
17 R R EOIVE BH AR B B BR A F 12
18 WL F R A TR A ] 10
19 N 8
20 RN R TR A A 6
21 REETT MICERIE A R A 5
22 P 22 A8 KA Y 28 B3 A TR A 7] 5
23 FRIN K 4
24 b B R G M 28 2 AR F R A A 4
25 6B 2 B A TR A A 4
o6 AR I AR 2% 22 A 5 A FA R 4
SEi 25 (NSEC lab)
27 ItEKERH AR A A 4
28 e A MEHE EH ARG R A A 4
29 PLIA 3
30 iR E BEARERA A 3
31 KR (dbts) FIRA A 3
- A FER FE BRHAKR D E R A 5
]
33 LR BES R AR IR A A 2
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34 LR R ZRH AR A A 2
35 Z P i AT A R IR A 2
36 IR I £ R A BR A 7] 2
37 bR 2 BRI A TR A F 2
38 [ TRIERAT 2 TP S50 = 2
39 JHIRAE R RGBT ARA A 1
40 IR B R IR~ 1
41 JEEC N BB BR A 7] 1
42 ALTHTHE K 5 1
43 LB TN Z R A BR A 1
44 AP AR LR A PR A 7] 1
45 LM BB R IR A F 1

ik St 9607

= EXiREE
3.1 M E AN R ERIA K E

EH, WMRKETEMT 2N Z2RAMASL, A% Microsoft
Windows #1 Windows Server % 4 Jw i ( CNNVD-202004-785 .
CVE-2020-0938). Microsoft Excel “Z4Jwili (CNNVD-202004-710.
CVE-2020-0979 ) .  Microsoft SharePoint % 4 &
(CNNVD-202004-720. CVE-2020-0920) %&£ AN . IhFH L
AR B 0] LLE B AR R G L HATAERARRS . SREUH P 4, 12
FERBRSE . AR Z A=A R4 2. Hil, e T oak
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ARG EAN T, BB KA & 2 BRI, RPCREE
=R

iR R T

A VIFI 2 457 K Windows %4t . Adobe Type “F44 & . Microsoft
Office. Microsoft KEIJE4114. Windows SMBv3 & 7 i %5 Windows -
8 NN BRI AR A A R GRS IR R, BARR
Wi YE I AT 17 9] https://portal.msrc.microsoft.com/zh-cn/security-guidance
AU, IWFETERBL R
1 . Microsoft Windows #1 Windows Server % 4 & i

(CNNVD-202004-785. CVE-2020-0938) (CNNVD-202003-1524 .
CVE-2020-1020)

IR 24 Windows Adobe Type Manager JE A 1Effi b ¥ 44
BRI Adobe Type 1 PostScript #% 207 AARR, i Rz fErg AT
il . % B Windows 10 ZAMIFTH R4¢8, B H IR i 1) Bt
] LU FEATARAG . X F324T Windows 10 R St, I FI i
TR B B 2 ] AR 2 R B4R BRI Th ECE AppContainer ¥b &) E
NP HATRS . B BB E 2R B SO B
B B @A 58 4 F P BUR BT 7
2 . Microsoft Dynamics Business Central % 4 J§

(CNNVD-202004-916. CVE-2020-1022)
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JsIF T4 Microsoft Dynamics Business Central H 7 7E f2ACHY
PAT IR o s Th A i ) ek 5 7T AE H F5 ik 55 ds LT AR 2R
t,

3. MICROSOFT WINDOWS GRAPHICS DEVICE INTERFACE %4>
JRilF (CNNVD-202004-765. CVE-2020-0964)

Il fai s Windows BB #4211 (GDI) AL N AEH R R
77 A AE AR AR AT I o DR FH e 117 PR B2 T g 2 2 il
R RS . Bl Wi 2R A5 EoEREdE: 5
A A AR BETK S .

4. Microsoft Excel %4xJill (CNNVD-202004-710, CVE-2020-0979)
(CNNVD-202004-694. CVE-2020-0906)

JEIFE A 24 Microsoft Excel #HFTGIE IR AL ER A7 H 0 5
I, il A AR AR AT I o BT FH S I Il £ 0 7 2 P DAAE 24
A BN SO AT AR R AR o an SR 24 i F P 58 B P BLR o 5
TS Bk 2 g vT LAFS 1 52 5 R R Gt o Ui 8 v B G R8T s B
S PR e s B B0 e e P BUIR BT S
5. Microsoft Office % 4=Jwill (CNNVD-202004-697. CVE-2020-0760)

(CNNVD-202004-705. CVE-2020-0991)

I T/ 24 Microsoft Office A IEff M IN 4R AT 2 25 AL 1 FE T
SRR AT IR . Bl AT B G e i s B 5 e
REE: B GV 8 P BUR BT -

6 . Microsoft SharePoint % 4= J il ( CNNVD-202004-720 .
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CVE-2020-0920 > ( CNNVD-202004-713 . CVE-2020-0931 )
(CNNVD-202004-709. CVE-2020-0932)
( CNNVD-202004-704 . CVE-2020-0974 ) ( CNNVD-202004-714 .
CVE-2020-0929) (CNNVD-202004-707. CVE-2020-0971)

JRF 84 : 24 Microsoft SharePoint JGiZ A6 2 N 2 5 B AR i
i), il R I RS AT IR o TR A s TR ) Boeh 5 mT BAAE
SharePoint & F F£ it Al SharePoint Ak %528k 7 1 N SCh g 471 =
AR
7+ Microsoft Word % 4=l (CNNVD-202004-698 CVE-2020-0980)

JEIE . 24 Microsoft Word 344 J6iE IERA AL EE P A7 H 0 5
), xfil A AR ARG PAT IR o S FH s V] B ek 5 mT A 22
REIRBCTE ) SCIRAE S0 F - 1 B e AT 4 o Biltn, S mr AR
TG E S T A P A R BBR AT 4R AE
8 . Microsoft Windows Graphics Components % 4 & i

( CNNVD-202004-792 . CVE-2020-0907 ) ( CNNVD-202004-804 .
CVE-2020-0687)

il {1 . Microsoft BB AR AE N A7 iR AR BN R 7 SUAF AR
RS PAT IR o BT 2R R B =8 mT DO H AR R G AT HEE
Ao 25 BRI Z IR, Bk 3 @ B35 P AT — DN AR R 1
A
9. Microsoft Windows Hyper-V % 4=jFilH (CNNVD-202004-793.

CVE-2020-0910)
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JRIFAEA: BENIRS 28 EA Windows Hyper-V 6123 IEHR I IF
KEHAF R G L2 S KRR P AN, 2t m AR AT IR .
FTIA FH G IR B M i 2 T A EHLERE R 48 EPATAE RS
10. Microsoft Office %4> (CNNVD-202004-695. CVE-2020-0961)

AN 24 Windows Office 17 )i 32 51 B AN AL IE W AL B 4 77
FHIRT BRI, b A RIS AT IR o BT FH I TR ) B )
LIE B AR R G EHATAE AN« Boade ] LOs I 3548 H ARTT T 247k
BT A SRR FH L e 9 o
11. Microsoft Server Message Block %241l (CNNVD-202003-607-
CVE-2020-0796)

JRIFE TR /. Microsoft 25289 Sk 3.1.1 (SMBV3) Hhil b HE 4
SETE SR A7 P AR AR AT IR T o A S s ] e B ok 2 ]
PAFE H bp il 55 28 508 7 i _EPATAE AR
12 . Microsoft Windows Media Foundation % 4 Jf
i (CNNVD-202004-776. CVE-2020-0948) (CNNVD-202004-775.
CVE-2020-0949) (CNNVD-202004-774. CVE-2020-0950)

JI R : 24 Microsoft Windows Media Foundation A~ 1F fif s &b 2
PN AE R RN, 2 fil & N AFER N IRV o R M) R skt e IR PR B0k 2 AT DA
AR B e BREdE, B G 5 A T RURR R
k™ o Boki ] REEL 2 R0y OF FH MR, BLRE S E ] P T Ay
SRV R SCRT B A5 0 1) SR R R 0
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57 IR 44 7R B 7 B
Microsoft Windows F1 Windows Server %4 | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
1 JR I (CNNVD-202004-785. CVE-2020-0938) | visory/CVE-2020-0938
(CNNVD-202003-1524, CVE-2020-1020) https://portal.msrc.microsoft.com/en-US/security-guidance/ad
visory/CVE-2020-1020
Microsoft Dynamics Business Central ZZ4:i | https:/portal.msrc.microsoft.com/zh-CN/security-guidance/ad
2 i (CNNVD-202004-916. CVE-2020-1022) | visory/CVE-2020-1022
MICROSOFT  WINDOWS GRAPHICS | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
3 DEVICE INTERFACE % 4= Js I | visory/CVE-2020-0964
(CNNVD-202004-765. CVE-2020-0964)
N Microsoft Excel % 4 B W thps://portaI.msrc.microsoft.com/zh-CN/security-guidance/ad
visory/CVE-2020-0979
( CNNVD-202004-710 . CVE-2020-0979 ) | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
(CNNVD-202004-694, CVE-2020-0906) | VIS0Y/CVE-2020-0906
Microsoft ~ Office % 4§ i | https:/portal.msrc.microsoft.com/zh-CN/security-guidance/ad
> ( CNNVD-202004-697 . CVE-2020-0760 ) | visory/CVE-2020-0760
(CNNVD-202004-705. CVE-2020-0991) https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
visory/CVE-2020-0991
Microsoft ~ SharePoint % 4> J% i | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
6 ( CNNVD-202004-720 . CVE-2020-0920 ) | visory/CVE-2020-0920
( CNNVD-202004-713 . CVE-2020-0931 ) | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
(CNNVD-202004-709. CVE-2020-0932) visory/CVE-2020-0931
( CNNVD-202004-704 . CVE-2020-0974 ) | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
( CNNVD-202004-714 . CVE-2020-0929 ) | visory/CVE-2020-0932
(CNNVD-202004-707. CVE-2020-0971) https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
visory/CVE-2020-0974
https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
visory/CVE-2020-0929
https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
visory/CVE-2020-0971
Microsoft ~ Word % 4§ W | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
! (CNNVD-202004-698. CVE-2020-0980) visory/CVE-2020-0980
g Microsoft Windows Graphics Components ‘% | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad

= " W (C
CVE-2020-0907 )
CVE-2020-0687)

CNNVD-202004-792 .
( CNNVD-202004-804 .

visory/CVE-2020-0907
https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
visory/CVE-2020-0687
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Microsoft Windows Hyper-V % 4= i i

https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad

o (CNNVD-202004-793. CVE-2020-0910) visory/CVE-2020-0910

Microsoft  Office % 4§ i | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
10 (CNNVD-202004-695. CVE-2020-0961) visory/CVE-2020-0961

Microsoft Server Message Block ‘% 4=l | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
1 (CNNVD-202003-607. CVE-2020-0796) visory/CVE-2020-0796
v Microsoft Windows Media Foundation %24 | https:/portal.msrc.microsoft.com/zh-CN/security-guidance/ad

i (CNNVD-202004-776. CVE-2020-0948)
( CNNVD-202004-775 . CVE-2020-0949 )
(CNNVD-202004-774. CVE-2020-0950)

visory/CVE-2020-0948
https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
visory/CVE-2020-0949
https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
visory/CVE-2020-0950

3.2 L OA Z&E&IRIF I THE

EH, EBFERLZ4LIRIAE (CNNVD) W26 T8k OA %4
JEiF (CNNVD-202004-1959) HIfki%. BIhA)H I i X & m]

PMERERIK S, 128
A1) 5% WeiwiF R . H T
I,

JRAN4

iHIiA OA (Office Anywhere P48 %1 E

His OA R %i.
L OA B Ml E R HIRAMEE T %
WEH P AN RGRRA, PR BUE NS i

JHIX OA v11.5.200417 2 Hifix

REh s 250 e AL RUEIA(E

FERHATBR 22 7] B BRI R 702 B s e . LA E 2

H N, EIEERA NLSVAR

TRIRVRE T R g0 P A AN
B E R R G KRB Y ] LUE
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https://www.tongda2000.com/download/sp2019.php
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