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5 Foxit 48 2.85%
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1 Google 135 135 100.00%
2 Microsoft 130 130 100.00%
3 Cisco 89 86 96.63%
4 IBM 65 65 100.00%
5 Foxit 48 48 100.00%
6 Adobe 36 34 94.44%
7 Atlassian 32 32 100.00%
8 Intel 25 25 100.00%
9 Qualcomm 23 23 100.00%

10 Linux &% 22 17 77.27%
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1. Z# Schneider Electric 7= SQL A JFIH(CNNVD-202006-1083)

Schneider Electric MTNG6501-0001 - U.Motion - KNX Server
ALK 2 [ it i 7 FEL S, (Schneider Electric) 231 7% i

% 3K Schneider Electric /= i HAA1E SQL yFE NI . B =& vl il
HRZIRIAPATAERACS . BUR P2 5 MR S 2520 : MTN6501-0001
- U.Motion - KNX Server; MTN6501-0002 - U.Motion - KNX
Server Plus; MTN6260-0410 - U.Motion KNX server Plus, Touch 10;
MTNG6260-0415 - U.Motion KNX server Plus, Touch 15;
MTN6260-0310 - U.Motion KNX Client Touch 10; MTN6260-0315
- U.Motion KNX Client Touch 15,

HEr BRI A T LMERIRF, b ] SREUEERE
https://www.se.com/ww/en/download/document/SEVD-2020-133-03/
2. IBM WebSphere Application Server 4% 7% | & ¥

(CNNVD-202006-494)

IBM WebSphere Application Server (WAS) &£ [H IBM A & i) —

SRR 5 7% . %7 i & JavaEE A Web 45 K FIA 17 5.
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42 IBMWebSphere 3431 & 37

IBM WAS 9.0 hix A1 8.5 Wit A A4 2 il o« IRy w] A
M Z IR AP AT AR A .

HET BRI T MEE IR, b ] SREUEERE
https://www.ibm.com/support/pages/security-bulletin-websphere-applicat
ion-server-vulnerable-remote-code-execution-vulnerability-cve-2020-445
0
3. Qualcomm APQ8053. Rennell 1 SDX20 i a] % #il 45 R I IH

(CNNVD-202006-040)

Qualcomm SDX20 %5#R 72 3 [H =@ (Qualcomm) 2 &) 177 d
SDX20 & — KM %% . Qualcomm APQ8053 J& — sk i du kb F 5%

(CPU) 7 #h. Rennell 72— RALEEES (CPUD 7o

Qualcomm APQ8053. Rennell #1 SDX20 #'f#J On-Device Logging
AFAE T ) 28 ) B R IR o B0t 2 P A5 B 15 SR A i ) 523 7 1)
PR ] o

HAEr) H AT T B ERR, ] 3R
https://www.qualcomm.com/company/product-security/bulletins/june-202
0-security-bulletin
4. Treck TCP/IP stack & X4 iRIEHH (CNNVD-202006-1093)

Treck TCP/IP /232 [H Treck 2wl {1 — &L H TR AR SEH) TCP
(FEREHIEO NP (NBREET D B
Treck TCP/IP stack 5.0.1.35 Z F AR AS A7 LE G2 i X iR IR . I
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7 A A BIAS ESR  1PV6 54 AR FH % IR AT A

HEr BRI T MER IR, b ] SREUEERE

https://treck.com/vulnerability-response-information/

5. Foxit Reader fl PhantomPDF %4 ¥%{FH (CNNVD-202006-432)

Foxit Reader 1 Foxit PhantomPDF #,& H [E 48T (Foxit) 2 &1
— 3K PDF SCRY [ 13224 -

Foxit Reader 9.7.2 2 B i A1 PhantomPDF 9.7.2 22 Hij Fi A H )
CAS RS AFAE LA, 12 TSI s I A o) 365 ot 2 WL PR ok
AR o Brk #F n] A A eI BEAT 2 i At .

HAr) AT Ab T UMBERR, b 3R

https://www.foxitsoftware.com/support/security-bulletins.php
6. Apache TomEE AL A &iK#H (CNNVD-202006-1047)

Apache TomEE »& 3 [E| (A7 2k {4+ (Apache Software) F:4251)
— K FEH M) Java EE N HFEFP RS %5

Apache TomEE " AEAEFZ AL [ @t il - - 0y 5 w3 et 4

‘useMX=true ‘ ZHURIE I IE KA A ZIRIRFTH IMX 35 . L
NP i SRS B2 252 . Apache TomEE 8.0.0-M1 iR A % 8.0.1 fR AR,
7.1.0 A 7.1.2 A, 7.0.0-M1 A% 7.0.7 [ A<, 1.0.0 A 2 1.7.5
AR o

HET B CRATIRAN T MBI, b T SREUEER: -

https://lists.apache.org/thread.html/rbd23418646dedda70a546331ea

1¢1d115b8975h7e7dc452d10e2e773%40%3Cdev.tomee.apache.org%3E
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7. Android System #AREERIEIF (CNNVD-202006-084)

Android J2& 3¢ [E 23 3k (Google ) AT i T 7 15 £ 1 B (fai Bk OHA)
H—Z L Linux yBEAEHIITIRERIE R 55 System Jje2 i ) — D RG24
.

Android H ) System f77E % 2w« Bty # ] A IR AT AR
o LLURP= b AR A2 50 . Android 8.0 A, 8.1 fRAS, 9 AR,
10 A

HAr) H AT ab T UMBERR, b 3R

https://source.android.com/security/bulletin/2020-06-01#2020-06-01
-security-patch-level-vulnerability-details
8. IBM Security Guardium 1§ £ & # | & K H

(CNNVD-202006-283)

IBM Security Guardium &35 [E IBM 2 & [ — &R A5 R R~ 7 1)
REME G . %P EaHEEE L UL REE BRI & THRFEM
EEINRE -

IBM Security Guardium 11.1 kA A7 7S AR5 B ) BRI, 1Z0W
) 515 A P 58 2 D AP A 48] 2 i S 85 2 BH)D SR HEAT B 3 B
5 NS HEAT XS A8 BN A A o Bods 3 TR R R SR HL

AN
55

H G we oA T b T MER IR, b T 3RS -

https://www.ibm.com/support/pages/node/6218970
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CNNVD-202006-804
CNNVD-202006-807
CNNVD-202006-809
CNNVD-202006-810

Microsoft

IBM

CNNVD-202006-1876

Palo Alto
Networks

CNNVD-202006-924 HashiCorp

CNNVD-202006-863

CNNVD-202006-1005

CNNVD-202006-1006

TRENDnet
CNNVD-202006—-1008

CNNVD-202006-1009
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CNNVD-202006-1014

CNNVD-202006-1034 1JG

CNNVD-202006-1052 | JerryScript JiH

Cypress

CNNVD-202006-1062 ]
Semiconductor

Schneider
CNNVD-202006—-1087 )

Electric
CNNVD-202006—-1090 Treck
CNNVD-202006-1096 TP-Link
CNNVD-202006-826
CNNVD-202006-1088
CNNVD-202006-1092
CNNVD-202006-1095
CNNVD-202006-828
CNNVD-202006-832
CNNVD-202006-1099
CNNVD-202006-1101
CNNVD-202006-1104
CNNVD-202006-1108 Adobe

CNNVD-202006-1110

CNNVD-202006-1113

CNNVD-202006-1116

CNNVD-202006-1118

CNNVD-202006-1120

CNNVD-202006-1123

CNNVD-202006-1125

CNNVD-202006-1127
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CNNVD-202006-1128

CNNVD-202006-1130

CNNVD-202006-1131

CNNVD-202006-1134

CNNVD-202006-1122 FFmpeg HBA

CNNVD-202006-1155

CNNVD-202006-1157

CNNVD-202006-1158

CNNVD-202006-1159

CNNVD-202006-1160

CNNVD-202006-1161

Cisco
CNNVD-202006-1162

CNNVD-202006-1163

CNNVD-202006-1164

CNNVD-202006-1165

CNNVD-202006-1168

CNNVD-202006-1169

CNNVD-202006-1176

LibVNCServer T H
CNNVD-202006—-1177

Rockwell
CNNVD-202006-1220 ]
Automation
CNNVD-202006-1696 DrayTek
CNNVD-202006-018 Atlassian
Open Source Schneider Electric
PEukiEsk | CNNVD-202006-273 P Easergy T300 @&uhih
4 . Matters [Z1BA o e
Poig CNNVD-202006-299 CloudBees ROVIE Ui
ool (CNNVD-202006-1089)
CNNVD-202006-334 D-Link
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CNNVD-202006-600 Couchbase
CNNVD-202006-742 embeDD
CNNVD-202006-902 F5
CNNVD-202006-1013 Gvectors
Schneider
CNNVD-202006-1089 :
Electric

CNNVD-202006-1214

Drupal X

CNNVD-202006-1247 NETGEAR
CNNVD-202006-1325 Mattermost
Information
CNNVD-202006-1528 )
Builders
CNNVD-202006-1610 VINADES
CNNVD-202006-054 MNIF KR #FH
CNNVD-202006-1669 N NTF R
CNNVD-202006-075 VMware
CNNVD-202006-416 Zoom
CNNVD-202006—-429 Z0HO
CNNVD-202006-497 Samsung
Rockwell
CNNVD-202006-913 )
Automation
CNNVD-202006—-1082 Mail jet

CNNVD-202006-1126

Linux #42

CNNVD-202006-1275 EC-CUBE
CNNVD-202006-1530 ZyXEL
CNNVD-202006—-1546 ArticaTech

CNNVD-202006-1709

SAS Institute

helm #4538 1R
(CNNVD-202006—-1126)

CNNVD-202006-1829 Cybozu
CNNVD-202006-1149

Z 3 Cisco PP ffn 2
CNNVD-202006-1150 Cisco HFENIF

CNNVD-202006-1151

(CNNVD-202006-1149)
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CNNVD-202006-1152

CNNVD-202006-1153

CNNVD-202006-1154

CNNVD-202006-1156

CNNVD-202006-1281 NN RE

CNNVD-202006-021
CNNVD-202006-025
CNNVD-202006—-055 Qualcomm
CNNVD-202006-081
CNNVD-202006-068
CNNVD-202006-078 OpenBSD %1141
CNNVD-202006-148 Perl #HIX

CNNVD-202006-155
CNNVD-202006-175
CNNVD-202006-179
CNNVD-202006-192 Google
CNNVD-202006-195
CNNVD-202006-237
CNNVD-202006-241
CNNVD-202006-318 | Aruba Networks

Microsoft
| o CNNVD-202006-325 | Compound Labs | g oo B )
peio | ONNVD-202006-312 e
CNNVD-202006-315 (CNNVD-202006-658)

CNNVD-202006-333
CNNVD-202006-343
CNNVD-202006-344
CNNVD-202006-354
CNNVD-202006-362
CNNVD-202006-363
CNNVD-202006-367
CNNVD-202006-368
CNNVD-202006-370
CNNVD-202006-392

Cisco

CNNVD-202006-1170

CNNVD-202006-428 NTP
CNNVD-202006-505 Abstrium
CNNVD-202006-557 Linux #4:4>
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CNNVD-202006-740

CNNVD-202006-563 Cheetah
CNNVD-202006-658
CNNVD-202006-660
CNNVD-202006-690 Microsoft
CNNVD—-202006-695
CNNVD-202006-736
CNNVD-202006-715
CNNVD-202006-722
CNNVD-202006-727 Intel
CNNVD-202006-734
CNNVD—-202006-813
CNNVD—-202006-853 mosc T H
CNNVD-202006-918 Rockwell

Automation

CNNVD-202006-923 HashiCorp

CNNVD—-202006-1037 Redis Labs

CNNVD-202006-1084 Treck

CNNVD—-202006-1280 ARM

CNNVD—-202006-1332

CNNVD-202006-1346 Mattermost

CNNVD-202006-1388

CNNVD-202006-1522 Bitdefender

CNNVD—202006-1855 COMMAX

CNNVD—-202006-044

CNNVD-202006-500 .

CNNVD-202006-512 TATRE

CNNVD-202006-575

CNNVD-202006-058 Apple

CNNVD-202006—-059

CNNVD-202006-069 Qualcomm Mozilla Firefox fll
g YR | CNNVD-202006-080 Firefox ESR BIEHE

B CNNVD-202006-347 Cisco HREE R T

CNNVD-202006-252

Mozilla F&E44>

(CNNVD-202006-252)

CNNVD-202006-152

CNNVD-202006-399

Google
CNNVD-202006-1058
CNNVD-202006—-1582
CNNVD-202006-433 )

Foxit

CNNVD-202006-435
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CNNVD-202006-4356
CNNVD-202006-443
CNNVD-202006-444
CNNVD-202006-447
CNNVD-202006-449
CNNVD-202006-461
CNNVD-202006-465
CNNVD-202006-467

Mitsubishi

CNNVD-202006-827 :
Electric

CNNVD-202006—-886 Red Hat

CNNVD-202006—-887 Linux &%
CNNVD-202006-998 Open—Xchange

CNNVD-202006-1033 1JG
Schneider

CNNVD-202006-1100 i
Electric

CNNVD-202006-1103 Treck

CNNVD-202006-1232 | Python 3 ff3 44
CNNVD-202006-1328
CNNVD-202006-1396
CNNVD-202006-1499 GitLab

Mattermost

CNNVD-202006-1578 FreeRDP [#]KA

1. £33 NETGEAR 7= Rk RS Ar SN

(CNNVD-202006-1253)

NETGEAR RBK752 Z#( &K E M/ (NETGEAR) Ar] ) —%&
FEE WiFi 255

Z 3 NETGEAR 7 i PAFAERAE R G ar STENIR . Bk %]
BT RIS HE SR P ZIRIAE R G L PATIEE Shell @54 LR~
o M A2 BIE2IH . NETGEAR RBK752 3.2.15.25 2 Bifii4; RBK7
53 3.2.15.25 Z HiffiiA; RBK753S 3.2.15.25 Z ®ifiA; RBR750 3.2.

15.25 Z ®ifit4<; RBS750 3.2.15.25 2 {ilit4A; RBK842 3.2.15.25 2
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HIAA; RBR840 3.2.15.25 Z Ak A; RBS840 3.2.15.25 Z HIHRA;
RBK852 3.2.15.25 Z fifhit4A; RBK853 3.2.15.25 Z i ix 4<; RBR850
3.2.15.25 Z i iRA%; RBS850 3.2.15.25 Z Hih A

HET BRI T MBEEIR, b ] SRECEERE:

https://kb.netgear.com/000061940/Security-Advisory-for-Pre-Authe
ntication-Command-Injection-on-Some-WiFi-Systems-PSV-2020-0054
2. NVIDIA Windows GPU Display Driver S ja] fi1H

(CNNVD-202006-1707)

NVIDIA Windows GPU Display Driver #& 3 H {5 (NVIDIA)
A B 3% HT Windows & I EIEALFEES (GPU) B-RIKENTE
FFo

NVIDIA Windows GPU Display Driver (Frf 4> # ] Direct
X 11 nvwgf2um/x.dll SCHEAFAEACHS i) R » X0k = ml R B iZ
FHIEL RS -

HE) H AT T BRI, ] 3RBEE%:

https://nvidia.custhelp.com/app/answers/detail/a_id/5031
3. Microsoft Office & X4 R¥wIH (CNNVD-202006-648)

Microsoft Office /& 3&E i (Microsoft) 2&]i—#K I A HAE
B 1% L AF L3S Word. Excel. Access. Powerpoint.
FrontPage 5.

Microsoft Office T FAEAEHAT AAGIRIR, ZIWIFIE TP AR
ERA AL B A A A O G o O 3B m] A B ) SCAE R e IR A 24 i
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F A BN ST ERAE . LR AORCAS 2 B2 Microsoft
365 Apps for Enterprise; Microsoft Office 2016 for Mac; Microsoft
Office 2019; Microsoft Office 2019 for Mac.

HET BRI T LMBEE IR, 4] SREEERE:

https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisory
/CVE-2020-1321
4. Schneider Electric Easergy T300 E&uhiERhi& IR

(CNNVD-202006-1089)

Schneider Electric Easergy T300 &7 [ jitaifif 4 <, (Schneider
Electric) 2] ) — 3K T~ HL AT LI A5 28 S BTG

18 FH 1.5.2 J% 2 B A [El44: () Schneider Electric Easergy T300 H-
AFAE R 5l 1 SR D I I ] o B0 25 PR T 20 T LA P 1 B A AT

=7

HE) H AT T BRI, ] 3RBEE%:

https://www.se.com/ww/en/download/document/SEVD-2020-161-0
4/
5. helm B2 PIIA (CNNVD-202006-1126)

helm J& —#k Kubernetes £ ¥ 3% ,

helm 3.0.0 &2 J& A (3.2.4 FRA CUB S AR A7 AL A3 I IR T
Wi F I KIAAE ‘path’ P ALE 17 JFHIR tar SCHRT A
IR o5 RS AR E SO .

HArT AT b T MER IR, b T IREUEER: -
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https://github.com/helm/helm/releases/tag/v3.2.4
6. 3K Cisco P Mar SIEAIRIT (CNNVD-202006-1149)

Cisco Small Business RV016 Multi-WAN VPN 548 /& 3¢ [F R}

(Cisco) A m H]—3K VPN g 5.

% 3K Cisco ™ i 1 1K) Web & B G TRIAFAE iy VR NI, 123 1 U5
TREFP A IEWRIGUE RS ARSI N o SRR Uil 3 n] i A B Y
Vi KA iZ IR B root BUPRSAATAE R A& o AT 7 b S BRAS 32 B 520 -
Cisco Small Business RV016 Multi-WAN VPN 4.2.3.10 K2 FifA;
RV042 Dual WAN VPN 4.2.3.10 &2 Hifi4<; RV042G Dual Gigabi
t WAN VPN 4.2.3.10 &2 HihitA; RV082 Dual WAN VPN 4.2.3.10
K2 BiliAs; Rv320 Dual Gigabit WAN VPN 1.5.1.05 } 2 BiiRAS;
RV325 Dual Gigabit WAN VPN 1.5.1.05 & 2 Hil 4.

HE) m AT T BRI, ] 3RBE%:

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisor
y/cisco-sa-rv-routers-Rj5JRfF8
7. Microsoft SharePoint ¥ ABAESH RIFIH (CNNVD-202006-658)

Microsoft SharePoint #& 3 Bk (Microsoft) A =] fj—E Akl
FEF G P E RTINS ERH#TES, Rt ETiE. 5
fit NpRI AR AL H M TARA ., RN G R,

Microsoft SharePoint H /7 /E I FEARAS AT IR, XIR IR T2
R IER AL AN 22 42 1) ASPINET Web #544, Bohi 34 nl 15 Bkl
(1) DL T FH i 0w 75 SharePoint SR 2 7 bk A2 1 22 4 B SCh AT
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BAE . DUR =i KA 52 25200 . Microsoft SharePoint Enterprise Se
rver 2016, Microsoft SharePoint Foundation 2010 SP2, Microsoft S
harePoint Foundation 2013 SP1, Microsoft SharePoint Server 2019,

HET BRI T MBEEIR, b ] SRECEERE:

https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisory
/CVE-2020-1181
8. Mozilla Firefox Ml Firefox ESR %IEE B4 RIRH

(CNNVD-202006-252)

Mozilla Firefox il Mozilla Firefox ESR #f/&3:[E Mozilla 342
R . Mozilla Firefox f&— I Web % 4% . Mozilla Firefox E
SR & Firefox(Web i1 Ji#%) i) — N RE K S FRRCAS

Mozilla Firefox 77 Z R iRAF1 Firefox ESR 68.9 Z HikftA<H Sh
aredWorkerService 17 7F 78 Y& B A IR TR « SO ml A 1% e i
I B3 2% AR I o

HAE) H AT T BRI, ] 3RBEE %

https://www.mozilla.org/en-US/security/advisories/mfsa2020-20/

https://www.mozilla.org/en-US/security/advisories/mfsa2020-21/

=\ EiRREERL

A AR 7943 A, Hp S BEOR s TE . Gl 3R TRD
1774y, WG B RGIRIA CEARRYRIRD 7766 4.
7 2020 4F 6 HIETHERIG N
s RAE AL b pEDSS
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1 PSSR (b5 B A BR A A 4060
2 Fig S5 ERHE AR A 2732
3 K WME B RARBAA AR A 182
4 N5 IR IR A 7 178
5 JEm A MEHE B HEARA R A 171
6 W ) i A5 BB BR A ) 105
7 e ZEEHERERAF 45
8 DU EAE B A IR A A 40
9 e M E R A R A 37
10 KA SR A A PR 7] 34
11 ZRE R MG B AR AT 30
12 BB = 28 E R R A A 30
13 At M 4 R A TR A 7 28
14 2 R BB A IR 2 7] 27
15 | dLRURELE WL 2 AR ARG A A 25
16 1 A s B R AR PR A 21

17 BUMER 2R B IR A 7 20
18 I MR AT R 268 B AT BR A ) 20
19 B = AR R A & 19
20 PeIE 15
oy | LA (b0 M4 L e by 1

AR H
22 bR ZNE B BARFRA A 10
23 V258 KRG R IR A 9
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04 R R RBMIL S N 4% 22 B R 9E R g
HIRAF
o HEEBEEE RGENARTTA -
]
26 A b)) B EHARARA A 6
o7 ItREHERERZEERERA .
)
28 R S B A R A ] 6
29 HAE R F R AR A A 6
30 N 6
31 b R S BB AR B A TR A ] 5
32 JEH R IR A R A A 5
33 I TE BRI AR A A 4
34 RSB IE FRA A 4
35 A= N 2 B A TR A A 4
36 By Y S e R s =N S /NE 3
37 P TR 2 4 2% R S = 3
28 b EE G 715 B E AR H R A 5
=il
39 bR AT RFEHE R A A 2
40 bV F R 2R A R A A 2
41 B o R B A IR ST A 2
42 WL F AR A IR A H] 2
43 A6 5T A 22 Ae R A R A A 1
44 W PaEF i S B 2 SR ARG R A A 1
45 K =R 1
46 KRG R U RESHRAF 1
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47 AR ES R AR E IR A A 1
48 W& IRV 22 KRB S B A A IR A A 1
49 TH2 58 (b)) BHERA A 7 1
0 e [E B 2 22 gl R 2R BRI g, P [ |
Bl s B LR 7 AT
51 BTE R 2 i 1y A BR A ] 1
52 T P ERE A PR A A 1
53 L o 1
54 R A 5 1
Wik st 7943

=\ EXIwRME
3.1 MR B AR eI K TE

e, MRETRA T 2L 2T A%, Microsoft
ChakraCore 1 Edge % 4% 1{( CNNVD-202006-638.CVE-2020-1073 )+
Microsoft Windows Graphics Device Interface % 4 F i

(CNNVD-202006-733. CVE-2020-1248 ). Microsoft Windows OLE ‘%
4 J%iH (CNNVD-202006-695. CVE-2020-1281) ZEZ AR, MIh
A _ER i i B 2 v] DAE H AR R G0 ESATAE S ARG SREUH 3
i, JABIREE . WA= MR g2 . BEl, MRE T
S RARFEEANT, @R R #iA 2 5 2 BT, SR
KEUEA M T o
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i TR AT

2020 4F 6 H 9 H, kAN 1 2020 4F 6 H 58, L 129
AN AN TR, CNNVD X IR S8R 24T 1 Wiesk . ARV SE Hrith
7 Windows #:{F & 4. Windows K FJFE i . IE/Edge il % 28
ChakraCore. Visual Studio. Office. S£Z > Windows “F-& T B FH ¥ AF
AL PR Z AT dh A R GRS SRR 200, BARRZ G Bl AT U 7]
https://portal.msrc.microsoft.com/zh-cn/security-guidance #rif], H A
7> B ERIF TR
1. Microsoft ChakraCore 11 Edge % 4wl (CNNVD-202006-638+
CVE-2020-1073)

I /. ChakraCore JHIAS 5] 3 AL A A7 0 G ) 75 AP A7 A
RIS AT IR o iR mT B A— R Aol & o] BLE 07 H - 9 B
SCHHATAE BRS8N AT- o B A 2k Tl ) B0 5 P B3R
155 4 HT P AR R B9 P BB o dn SR =24 w458 A A 3 P BRI G
FSGTII A FH S e VIR] B4 AT ol 2 {6 w2 1) S S0 () 3R 498 o ek P B i 222
PRy B S8 e B Edls B QU@ i 534 P AR Ak 7
2 . Microsoft Windows Graphics Device Interface % 4= Jw i

(CNNVD-202006-733. CVE-2020-1248)

Windows BEIJE #4421 (GDI) b3 N £7 Xt R 77 X 278
TR ARG PAT IR o LA FH S O T el 28 R e 2 4220 52 52 00 ) 2R
Gt. Wb #FH VG 23R BE . o EdE: B el E s
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e P BRRETK . SIS B AR FAREE, kP B AC
BB KGRI 32 2R FE0 BE /)N

3. Microsoft Windows OLE % 4 i i ( CNNVD-202006-695 .
CVE-2020-1281)

AN 24 Microsoft Windows OLE  JEi2: IERfS6IE F N
I, o fid A AR AR AT I - B2 Pl UK i v DA AT % s AR
fth o A IR, B b 0TS A3 FH P AR I DB R T T 2
FEIR T B SO B P
4 . Microsoft Windows A1 Windows Server % 4 J§ I

(CNNVD-202006-683. CVE-2020-1299)

ik A Windows RZEARALH 1LNK SCAF, £k —A
RIS HAT IR o Tl FH s I Tl R ek 25 ] RE 2 3R AT S5 A P
FARIF R BUR . 5306 & FE A BRI A B, i)™ 4 Bic & 9 3
AR RGP RURE ] 52 2520 5/

5 . Microsoft SharePoint % 4x J§ ] ( CNNVD-202006-658 .
CVE-2020-1181)

JRIATIA: 24 Microsoft SharePoint Server JGiE 1IE A 1R B Fl 575 %
A4 i) ASP.NET Web F21FI, il m AR A AT IR . BZhAl
FH e IR IR ) H et 2 ] DL ] ek s iH U LTI #E.- SharePoint N 2
FRt R TR AT ERAE . 3 R A IR, 208 B BRI A P L AITE
) Microsoft SharePoint Server FiiAs b1 31 FH £ 46k 311
DL T
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6 . Microsoft Internet Explorer . Edge A1 ChakraCore % 4 il
(CNNVD-202006-644. CVE-2020-1219)

I i : Microsoft 3 B #4517 i) A A7 FR 0 S 5 A A7 AL I A%
AR PRAT IR o LI W] B LA — Rl F0 VR B0 oh 3 A8 10 - 1 B S
PATAEBACD 7 AR AT o BB i i ) Bl v LASRTES
i A R A BCRR o i SR = i P A A B U s, TR
LB F B2 W RS . BEEE G 2R T BF. B
DN R s BCE BT 5 4 P AR IR =
7 . Microsoft Windows Shell % 4= J il (CNNVD-202006-690 «
CVE-2020-1286)

iR . 25 Windows Shell ANIERAMUIGHE SCIFEEARIT, 2l
RIS HAT IR o D M FH s I Tl R ek 25 /] DAE 4T P i T
SCFIBATAE RS W ET 7 DUE O B sk, B AT LA
FEHI 2B R G0 Bl W BE e 2 Ay B S S0 oo o 2cdh
BCE B ST RURENIK 7 o S0 BRI A PR L, ik
W E A B> RGUBUR I 7 32 BRI EE /)N
8 . Microsoft Windows A1 Windows Server % 4 J§ I
(CNNVD-202006-682. CVE-2020-1300)

IR A 24 Microsoft Windows JCi% IEAf AL cabinet SRR,
SRR ARACRY AT IR o 5 BRI e, Mo w5 EA A - 47
TFEFFIR T cabinet ST B B 9 25 T EDHL I 55 9 FH 7 22 26 04
$ AT EIHLIR SN e )8 = cabinet SCA
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9 . Microsoft Internet Explorer VBScript Engine % 4 J§
(CNNVD-202006-645 . CVE-2020-1213)( CNNVD-202006-646 .
CVE-2020-1216)

Wi 4. VBScript 51 ZE AN A A7 FO0 R BT AR AR AR A
P PRAT I o 2R PT e DA — R e ol 5 ] DLAE 280 P B Srb kg
AT B AR Y U7 A5 R AT o DA A% B B 38 rT AR 5 24
A AR TR R P BB o G 2R 2 i A 8 PR P BB S, R
A FH S IR 1] B0 ATl 5 (5 P S S M Y R G o Tl v B e 222 AR
BE. EOENEREE: B G AN 58 e H T BREHTIR
10 . Microsoft Excel % 4= J§ i (CNNVD-202006-650 -
CVE-2020-1226)( CNNVD-202006-649. CVE-2020-1225)

Il fE /. 24 Microsoft Excel A JGiE IEAA AL A7 H X R
I, b AT ARA RS PAT IR T o B EA F eI il ) B i mT DASE 24 i
P BRSO s AT AT AR o SR 2 i A R R
AR Bt 2w AT AR 32 RO I R G0 W B vl Bl 5 2385 7 B
S M PR e s B BN e A T BRIk o HIE B R
FHP BB A P AR EG P e 0 B A 2 R gt P RRR i H 7 5%
BRI B /N
11. Microsoft Office %4 ifl(CNNVD-202006-648. CVE-2020-1321)

IR A: 24 Microsoft Office 3 TGIE LA AL 3E A7 H X &
I, Sl FEARRY AT IR o RS A s Js ] F B2 vl LA Y
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FRRBCTHA SCERAE AT BB SO R AT 3R . B, SO ml DX
RS P S =T P AR TR AR S AT R4

12 .

Microsoft Windows Server

Message Block % 4= I il

(CNNVD-202006-681. CVE-2020-1301)
iR I B SMB PR AR BRI R IN, AT

BRI, R R LR
RIBc w] LLAE H bR R 48 LA
SerUE () B 2 7 B R H bR AR 55 A

BREEK

RS AT IR o BT FH i

BRI 5 2R IR, 2510
RIELERF R BT B o

HAr, e T e kAqmith TR 7 BRI, 2 - L
IR, RPCRIUEAME . s 7 Bt 4 T

¥ Ul 44 BT

Microsoft ChakraCore #1 Edge % 4= i Vi | https:/portal.msrc.microsoft.com/zh-CN/security-guidance/ad
1 (CNNVD-202006-638. CVE-2020-1073) visory/CVE-2020-1073

Microsoft Windows Graphics Device Interface | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
2 2 4 J§ VA ( CNNVD-202006-733 . | visory/CVE-2020-1248

CVE-2020-1248)

Microsoft Windows OLE % 4 J if | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
3 (CNNVD-202006-695. CVE-2020-1281) visory/CVE-2020-1281

Microsoft Windows 1 Windows Server 4 | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
4 JsiF (CNNVD-202006-683. CVE-2020-1299) | visory/CVE-2020-1299

Microsoft ~ SharePoint % 4= J% i | https:/portal.msrc.microsoft.com/zh-CN/security-guidance/ad
> (CNNVD-202006-658. CVE-2020-1181) visory/CVE-2020-1181

Microsoft Internet Explorer . Edge A1 | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
0 ChakraCore %47l (CNNVD-202006-644. | visory/CVE-2020-1219

CVE-2020-1219)

Microsoft Windows Shell % 4 J iF | https:/portal.msrc.microsoft.com/zh-CN/security-guidance/ad
! (CNNVD-202006-690. CVE-2020-1286) visory/CVE-2020-1286

Microsoft Windows 1 Windows Server %4 | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
8 IR (CNNVD-202006-682. CVE-2020-1300) | visory/CVE-2020-1300
9 Microsoft Internet Explorer VBScript Engine | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
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BEIJING NORMAL UNIVERSITY

JEHUIMTE R 22 M 2% 15 8 % 4zl 7

% 4 ¥ i (CNNVD-202006-645
CVE-2020-1213)( CNNVD-202006-646 -
CVE-2020-1216)

visory/CVE-2020-1213
https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
visory/CVE-2020-1216

Microsoft Excel - SO -~ B

https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad

10 (CNNVD-202006-650 .« | visory/CVE-2020-1226
CVE-2020-1226)( CNNVD-202006-649 . | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
CVE-2020-1225) visory/CVE-2020-1225
Microsoft Office 7 4 J§ i | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad
1 (CNNVD-202006-648. CVE-2020-1321) visory/CVE-2020-1321
1 Microsoft Windows Server Message Block % | https://portal.msrc.microsoft.com/zh-CN/security-guidance/ad

4 W W CNNVD-202006-681
CVE-2020-1301)

visory/CVE-2020-1301

3.2 IBM WebSphere Application Server ;24T IRIFA

P

It H, EZAE B 24 ZE (CNNVD) Y F]55F IBM WebSphere

Application ~ Server it

=S AV = R/ N I Ci

(CNNVD-202006-494, CVE-2020-4450)) 155 (4% . Bt & nl F)
IR AEARAR LR IE O T RIE B Bl SE BT ARSI T, A4

IBM WebSphere AR %5 #% -

IBM WebSphere Application Server

Version9.0.0.0-9.0.5.4.8.5.0.0-8.5.5.17. 8.0.0.0-8.0.0.15., 7.0.0.0-7.0.0.45

LEZANWAY)ZIRIFEE . HAT, IBM 5 5 C& AN TIEE T I,

SRV R RN 75 52 2

i AT

SO, RPUCRIUB A T -

IBM WebSphere Application Server (WAS) f&3E[E IBM A& H]

O I 45587 s 7% W S JawvalBE 1 Web IR 2% R A2 1745

tHE IBM WebSphere #AF-1- G BT . %I & BT TI0P Pl B/
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-4450
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B PG, ARZe B AU B ) LLUEIE TI0P Pl iz FE By
IBM WebSphere HR554%, ££ H bn ik 55 it AT AR B AU, ZREXAR SRR,
BEIM 58 A2 ] IR 554 o

fEERM

5% DA 2R R ) B 35 m] DL H bR R A SE L RS PAT, 3R
B RGAUR, #3524 RS 2% . IBM WebSphere Application
Server Version9.0.0.0-9.0.5.4 . 8.5.0.0-8.5.5.17

8.0.0.0-8.0.0.15. 7.0.0.0-7.0.0. 45 £ Z AR A Z IR IR L0

BREW

Har, IBM T Carmh T8 Fiwi, @300 Ll
B2 BT, ROCRIBAME . TBM B 7 SRR b -

NEUAE: https://www. ibm. com/support/pages/node/6220276
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