Jedériek ¥
BEIJING NORMAL UNIVERSITY jt?umﬁk%mg@{%—‘%‘ﬁé@%

IR RENBEERLEES

2020 &£ 7 BiRS

ARITEXRZEEMNBZF L
2020 £ 8 B



24556 0 B
AbFér ek
BEIJING NORMAL UNIVERSITY

JEEUM K 5 P 8 45 L 22 4l

TRBTIRSEE oot ceesis s eessss s esses s 1

LIRS 3 5 === OO OO 1
1.0 TRIEEEARAIEITD o vevveeee ettt ss s sss s s s s s sas e sanees 1
LI i =7 SO 2

(I TR = =5 OO 2

(R - L OO 2
(R T = N 1 OO 3
(IR R - === S 4
(BT 5= L = ST 5
(T D v, = 5 OO 5
T =1 = L 5 O 5

14, BEEETRIEISEIR oo e e s s s e e s ee et ss e sesesse e ses e 6
VAT, FBIBTETISENT] cooveeoeeeeeeeeeeeeeee e e s ee s eseeesseeseeseeeseesesessesessesees s ss s ss s seesesees 6
142, EBIBIIEEIT oo ee s ee s eeeese s ss e s see e sesessemeses e seeeesens 15

231 = = =7 1 OO OO PO 25

3. BERRIATTEE....coovveeeeeceereeceieeeiise s ssssesssssssss s ssssessssneees 27

3. MIRBABRETRBIIITTEE .oooooeoeoeeeeeeeseessssssssssssssseee s sssssssssssssssssseneeee 27
3.2.  Oracle WeblLogic BNRERAATIE ....ccoovvrrrrrrrrererreeesvvsssssmssssssssseeeeeeesessee 32



Jeidpiok ¥
BEIJING NORMAL UNIVERSITY jtf‘}’?ﬂfﬁ?ﬁj{%]ﬁ]%% ‘%‘ﬁéﬁ%

RS
B ‘Q&i¥F2§E$ﬁﬂ¢i§2§a

RYEEFE R4 4wFE (CNNVD) 4iit, 2020 4 7 A4 #71H
ZARIA AL 1470 A, AR KRE S Oracle 2wl 7™ i 1) s I £ =
%, L RAT 213 A5 IR SEBURE , 15wl A 1) TR & Lk,
251 10.88%. A H #tE s 4, 8GN 215 4>\ mfalwii 569 1.
iRl 637 A K SEIRT 46 4>, AHRE 25775 66.05%.86.99%-
87.28%0LL J 84.78%. A1t 1232 NMwiRCABEANT KA, 48 H ik
&5 % 83.98%.

A2 2020 4F 7 H 31 H,CNNVD REJR & & ik 148611 4.

1.1 IwiREHEE R

20204F-2 H 2202047 H IR #HT 6 & S 11 -

2500 2155
el 1726 1685
7 2000 1470
#1500 1246 1186
%
1000
A
L 500
0
o8 N8 Ny o & AP
Q‘/& Q& Q‘/& Q‘é{ Q‘/& Q‘é{
o S 3 S S S
D 2 0 2 0 2

K 12020 4F 2 A & 2020 £ 7 ARIFAFIGEE S K



NPT BY
BE lJl\(y NORMAL UNIVERSITY

JEEUME K 5 P 45 B 2 Al

2020 4F 7 H i 4 0miIA 1470 S, 5 EH (1685 4>) #H B>
T 12.76%. RIEIE 6 A HRIRIEE SRS, P A IR

mIA F| 1578 1~

1.2 jmRs Wi

1.2.1 RiRI &5

7 AT RIRIAEE S AR E 1 s, Oracle A& IRIRIAS] 213
A, HARBIFESER 14.49%.

®1 2020 £ 7 AHEAHT ) RGN STER

g IR RIA%E BT 5 el
1 Oracle 213 14.49%
2 Microsoft 123 8.37%
3 IBM 56 3.81%
4 Cisco 54 3.67%
5 Google 46 3.13%
6 Apple 45 3.06%
7 Adobe 35 2.38%
8 CloudBees 28 1.90%
9 Huawei 27 1.84%
10 Mozilla &% 26 1.77%

1.2. 2 /iR~ @5

7 HERBE RGN IRFAS HE R IE 2 Fian. AH Windows
ZHHF R GuiRIAEESL 93 />, Hih Windows 10 JeiAEiE R %, It
84, HEVREERGIRIASER 15.58%, HEZHE—.

+R 2 2020 4F 7 H EREERFRIAAES

PS5 BIERGAIR RAHE
1 Windows 10 84
Windows Server 2019 81
Windows Server 2016 69
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4 Windows Server 2012 47
5 Windows Server 2012 R2 47
6 Windows Server 2008 41
7 Windows Server 2008 R2 41
8 Windows 8.1 39
9 Windows Rt 8.1 39
10 Windows 7 34
11 Android 10
12 Linux Kernel 7

"t Windows kT 5% gk H 4 2 LTl B, L)
AR AN ) Windows A4y BIHEAT ST

* | IR B A T IRIA R, TR
BRI MR AR AE R GE, TN — R IE A GER
I, ANRENT % R AT BA 2R e IR B AT 67 2 A

I

K
HE

1.2.3 mRXE S

7 R RATHIIS IR A an gk 3 o, s ol JAUAS 2 e i P

i Eef R, 2974 10.88%.
32020 4 7 HiwiHKEM G 11R
Fg b =N Eit RABE (AN | Fr sl
1 5 5 B A 160 10.88%
2 ZOMX HhiR 135 9.18%
3 =St EE 78 5.31%
4 BWARIEEIR 77 5.24%
5 R AG )& 70 4.76%
6 BERGHLEN 58 3.95%
7 TREEEIR 49 3.33%
8 SQL3EA 49 3.33%
9 A a) 41 2.79%
10 S ES 1) 33 2.24%
11 SEAN 30 2.04%
12 Vi a)$E ) FER 25 1.70%
13 FESE M 22 1.50%
14 B uhiER s 18 1.22%
15 fnza 8 0.54%
16 IR a1 2R 7 0.48%
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17 RELEN 7 0.48%
18 EEREE 6 0.41%
19 THE MR 6 0.41%
20 | INPRIF TN [a) 42 B 2R 4 0.27%
21 HEESMEE 4 0.27%
22 HF = 4 0.27%
23 wEEAN 3 0.20%
24 IR (6] 1 0.07%
25 SHECEN 1 0.07%
26 Hith 574 39.05%

1.2.4 WRREFRD®

RAEIRIA e Bl A a0, B REFGOL, s BT
KK Al MaFEH, e, &, PRiiagol. 7 8k
JEFEFR AT 2 Fros, Hri@aisi 215 2, A H RS20

14.66%.

= 15 14.66%
= 511G 38.79%
4 = 115 43.42%
= K fE 3.14%
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1.3 immAEEER

1.3.1 EFEEER

7 ARG S5 A G E LRI T S WA 3. Hrhrh RIS
SR &m, 1153 87.28%, #HAEIRIFAEBERXHIK, LHIN 66.05%. i
WRE, AHBKBER, HIEARK 85.70% K24 H ) 83.98%.
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F4 20207 AT EBEEBRGTR

5 B RREE (D | BERE | BEX
1 Oracle 213 213 100.00%
2 Microsoft 123 123 100.00%
3 IBM 56 55 98.21%
4 Cisco 54 51 94.44%
5 Google 46 46 100.00%
6 Apple 45 45 100.00%
7 Adobe 35 35 100.00%
8 CloudBees 28 16 57.14%
9 Huawei 27 27 100.00%
10 Mozilla &% 26 26 100.00%

1.4 EERFRH

1.4.1 BREREEH

£ 5 2020 4E 7 H GRS

AAEfEwIRL 215 4y, o BEERIF LB ER 5 s

e ﬁg% CNNVD 42 ) RSl
CNNVD-202007-968 Advantech
CNNVD-202007-770 | Apache B 44
CNNVD-202007-519 Sophos . -
|| s [ onwin-202007-349 Apache K;%;% SQLEEA
A CONNVD-202007-352 SpryMedia (CNNVD-202007-770)
CNNVD-202007-353
CNNVD-202007-343 WebChess i H
CNNVD-202007-153 MNIFRE
CNNVD—-202007-944
CNNVD-202007-953 AMD
CONNVD-202007-972
CNNVD-202007-1596 | Artifex Software Microsoft Windows
, | X [ CNNVD-202007-1136 Server DNS Server ZEpf
B CNNVD-202007-1149 Cisco X i i
CNNVD-202007-1725 (CNNVD—202007-864)
CONNVD-202007-1374 D-Link
CONNVD—-202007-407 FreeBSD #:4: 4
CNNVD—-202007-374 GeoVision
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CNNVD-202007-272

CNNVD-202007-273

CNNVD-202007-278

Google

CNNVD-202007-1648

HMS Networks

CNNVD-202007-1361

Lua [P\

CNNVD-202007-864

Microsoft

CNNVD-202007-304

Mitsubishi Electric

CNNVD-202007-948 o
CNNVD—202007-1360 nrby
CNNVD—202007-061
CNNVD-202007-068
CNNVD—202007-070 Ntop
CNNVD—202007-071
CNNVD-202007-275 Qualcomm
CNNVD—202007-340 RIOT

CNNVD-202007-1591

Ruckus Networks

CNNVD-202007-821

CNNVD-202007-848

Siemens

CNNVD-202007-1654

Softing Industrial
Automation

CNNVD-202007-1560

The Trusted Domain

CNNVD-202007-1268

Bflysoft

=

CNNVD-202007-361 Qualcomm

CNNVD-202007-1646 Adobe

CNNVD-202007-560 Artica

CNNVD-202007-1099 LibreHeal th

CNNVD-202007-1673 Gambio

CNNVD-202007-1672 Adobe Adobe Magento Commerce
FSEEBL | CNNVD-202007-965 Advantech # Magento Open Source

A CNNVD—202007-1589 Dell 15 it A U T

CNNVD-202007-1408 INNEO Solutions (CNNVD-202007-1646)

CNNVD-202007-1364 Pritunl

CNNVD-202007-1528 [ Riverbed Technology

rollup—plugin—serve
CNNVD-202007-1271
T H

CNNVD-202007-989

CNNVD-202007-992 Adobe Oracle Fusion
Hith [ CNNVD-202007-1080 el Middlevare WebLogic

Server 4
CNNVD-202007-1409 AvertX

(CNNVD-202007-825)
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CNNVD-202007-1629

CentOS Web Panel

CNNVD-202007-1413

Claws Mail i H

CNNVD-202007-427

CNNVD-202007-1153

Eclipse &£

CNNVD-202007-281

CNNVD-202007-408 Google
CNNVD-202007-982
CNNVD-202007-1658 Grin
CNNVD-202007-1671 IBM

CNNVD-202007-412

Juniper Networks

CNNVD-202007-1722

KubeVirt Il H

CNNVD-202007-346

libp2p Wi H

CNNVD-202007-091

CNNVD-202007-094

Linkplay

CNNVD-202007-378

Micro Focus

CNNVD-202007-592

Microsoft

CNNVD-202007-1511

Mida Solutions

CNNVD-202007-291 Mobilelron
CNNVD-202007-086 Monsta
CNNVD-202007-1386 Nagios

CNNVD-202007-1676

NCP engineering

CNNVD-202007-1707

CNNVD-202007-1708

CNNVD-202007-1713

NEC

CNNVD-202007-1369

Open Microscopy
Environment [#]BA

CNNVD-202007-1584

OpenBSD i H 2H

CNNVD-202007-284

CNNVD-202007-287

OpenJS 44>

CNNVD-202007-818

CNNVD-202007-820

CNNVD-202007-823

CNNVD-202007-825

CNNVD-202007-922

CNNVD-202007-923

CNNVD-202007-924

CNNVD-202007-925

CNNVD-202007-947

CNNVD-202007-949

CNNVD-202007-960

Oracle

CNNVD-202007-1520

Parallels

CNNVD-202007-1264

Python Bff3 g2
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CNNVD-202007-1585 rConfig
CNNVD-202007-1674 Secomea
CNNVD-202007-1641 TYPO3 #px
CNNVD-202007-1095
uFactory
CNNVD-202007-1128
CNNVD-202007-310 Venki
CNNVD-202007-099 WAVLINK
CNNVD-202007-103
CNNVD-202007-1143 Cisco
CNNVD-202007-1704
CNNVD-202007-1175 ConnectWise
CNNVD-202007-1406 DevSpace S35 Ci o B ]
R | CNNVD-202007-1029 Fortinet ” 1f;%;:€” s
R PRI AR
il CNNVD-202007-289 Mobilel
= S (CNNVD-202007-103)
CNNVD-202007-170 PrestaShop
CNNVD-202007-800 SAP
CNNVD-202007-1316 ZTE
CNNVD-202007-178 .
MNNFFR#
CNNVD-202007-182
CNNVD-202007-958 Advantech
CNNVD-202007-956 AMD
CNNVD-202007-1090 Cisco
KDE. Apple. Google
CNNVD-202007-572 s
=iF
CNNVD—-202007-887 Microsoft Windows
#HNI& | CNNVD-202007-888 Hyper-V RemoteFX vGPU
WEEE iR | CNNVD-202007-891 ) g-ae o8l
Microsoft
CNNVD-202007-893 (CNNVD-202007-893)
CNNVD-202007-895
CNNVD-202007-897
CNNVD-202007-276 Qualcomm
CNNVD-202007-132
Tobesoft
CNNVD-202007-133
CNNVD-202007-1166 ABB
CNNVD-202007-1129
CNNVD-202007-1156 Cisco . . .
g |CWNVD202007-1703 MC1SCO Pglﬁi Llce?fZE
EEN=Y anager Software 15
N CNNVD-202007-1350 IBM PN
HHE CNNVD-202007-832 OpenLDAP 3t 42 B AR
pen AT A (ONNVD-202007-1129)
CNNVD-202007-1657
Secomea
CNNVD-202007-1662
CNNVD-202007-565 Tenda
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CNNVD-202007-961 Advantech

CNNVD-202007-220 Atlassian

CNNVD-202007-309 | Mitsubishi Electric

CNNVD-202007-871 Netflix

CNNVD-202007-514 Raonwiz

CNNVD-202007-1407 RaspberryTortoise Atlassian JIRA Server
8 | ®A oW 202007863 | SuperWicbMailer | 1 Data Center FEAIR

CNNVD-202007-564 Tenda 1 (CNNYD=202007°220)

CNNVD-202007-516 Tobesoft

CNNVD—-202007-097 WAVLINK

CNNVD-202007-080

CNNVD-202007-518 NN RE

CNNVD-202007-1272

1. Apache Kylin SQL #EAJRIH (CNNVD-202007-770)

Apache Kylin & 3% E [ IAZT (Apache) b3 44 1 — FOTIE Y
AR R BT B 6 2 . 1% LB It Hadoop/Spark 2 1) SQL
HMFEO K240 (OLAP) % I)RE.

Apache Kylin H1 7775 SQL NI o Z iR VE T3 T 2088 1 1)
RS2 FH R 0 SN SQL 1E A ISR IE . Bk # mI A IR TR AT R
7% SQL 4o LAUR = b A RS2 2520 : - Apache Kylin 2.0.0 hitAs,
210 A, 2.2.0 fiA, 2.3.0 A, 2.3.1 A, 2.3.2 hitA, 2.4.0 i
A, 241 MA, 250 A, 251 WA, 252 Ak, 2.6.0 , 2.6.1h
A,2.6.2 A, 2.6.3 iitA, 2.6.4 hRA, 2.6.5 Jit A, 2.6.6 hit A<, 3.0.0-alpha
fiAS, 3.0.0-alpha2 A, 3.0.0-beta kit A, 3.0.0 igA<, 3.0.1 hixA, 3.0.2
A o

HET) w8 CRAT T T UME R ISIR, b T 3R .

https://lists.apache.org/thread.html/r63d5663169e866d44ff92507961
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93337cff7d9cf61cc3839e86163fd%40%3Cuser.kylin.apache.org%3E
2. Microsoft Windows Server DNS Server £ W X 4 = ¥% H

(CNNVD-202007-864)

Microsoft Windows Server =& 3% [ % (Microsoft) 2 =] (1) —%& ik
55 281 24t - Windows DNS Server 52 H A1 f#]—4~ DNS U84 R 40)
R 254 o

Microsoft Windows DNS Server HHA77E 2 X 5 iR IRIH, 1% IRTH
UETRE R ok IR AL R 3K o Bt 2 Al s B = 1 SR A F i
TALEA L 22 ek 7 ) R SIS ATAR B AR o LR 72 i SRR 52 1) 5¢
i : Windows Server 2008 SP2, Windows Server 2008 R2 SP1, Windows
Server 2012, Windows Server 2012 R2, Windows Server 2016, Windows
Server 2019, Windows Server 1903 iz 4%, Windows Server 1909 i 4,
Windows Server 2004 fiA .

HAT) H R b T MBS IR, b T 3R ECEE R .

https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisory
/CVE-2020-1350
3. Adobe Magento Commerce Fl Magento Open Source 25k A SR

1A (CNNVD-202007-1646)

Adobe Magento /235 [E B L L, (Adobe) A K—E K PHP
HFHS RS ZRARMNPREE ., R ZER AT RET .
Magento Open Source »& Magento HJJT k4~ Magento Commerce &
Magento [ VAR A

11
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Adobe Magento Commerce 2 2.3.5-p1 } Z Hi i 4~ A1 Magento Open
Source 2 2.3.5-p1 2 B KA HAF AR 5 vl A IR » - B 38 ] ) %
IR PAT AT AR

HAT ek AATgeab T UMEEIRTE, #b T 3R B

https://helpx.adobe.com/security/products/magento/apsb20-47.htmi
4. Oracle Fusion Middleware WebLogic Server % & ¥ H

(CNNVD-202007-825)

Oracle Fusion Middleware (Oracle @& 8] #F) J& 35 [E -
(Oracle) 2w H)—%&TH A NV DS & . % P&
it 7 rpaE. B S SETIEE . WebLogic Server s H A — N iE H
T = B AL G5 ) B FH Al 55 2 LA

Oracle Fusion Middleware H1) WebLogic Server 12.2.1.3.0 i A,
12.2.1.4.0 it A H1 14.1.1.0.0 A Core AAAFALE 22 AR TH . Tk #
A ) FH iR 4% ] Oracle WebLogic Server, 5204 (1 ] B ok R
PEAISERE A

HAT) S RATHAb T UM R IR, b T 3RECEE R

https://www.oracle.com/security-alerts/cpujul2020.html
5. %K Cisco = IR M ERIA (CNNVD-202007-103)

Cisco Small Business 200 Series Smart Switches 2 #5232 [E 5}

(Cisco) A aA]fr= . Cisco Small Business 200 Series Smart Switches
e — BNV BE RS el % . Cisco 350 Series Managed Switches J&—

K 350 RANE AR Hetl. 550X Series Stackable Managed Switches

12
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&k 550X RN E BT HAHL

Z 3K Cisco 7= il HH Web 422 11 2 15 8 BRAF 7R B A 0] IR ] » 20t
H MMz g6E 3 A e ORI, SRIGEEIRF 21K AR, &
FEEHE AR . LR i S A 52 2520 .- Cisco 250 Series Smart
Switches; 350 Series Managed Switches; 350X Series Stackable Managed
Switches; 550X Series Stackable Managed Switches; Small Business 200
Series Smart Switches; Small Business 300 Series Managed Switches;
Small Business 500 Series Stackable Managed Switches.

HAETT i 2xA T gkt T UME R, b T 3R BUERE -

https://tools.cisco.com/security/center/content/CiscoSecurity Advisor
y/cisco-sa-shswitch-session-JZAS5jnY
6. Microsoft Windows Hyper-V RemoteFX vGPU % & I8 iH

(CNNVD-202007-893)

Microsoft Windows A Microsoft Windows Server #5235 E i

(Microsoft) 24 & )7 i« Microsoft Windows #2&—& 4> A 15415 F

#AE A48 . Microsoft Windows Server J2& —% IR 45 2e45:4F 245 .
Windows Hyper-V =& H i — AN 340 7 dl, SCHREAE Windows Hr a1 7
REFIAL

Microsoft Hyper-V RemoteFX VGPU A 7 7E iz A ARAS S0 AT IR 31 »
ZIW IR TR ok IR B IR IR RE AW LR E R4 b ) i B 4y 56k
HIF P AN o Bl 3 il i A R AL ERAE SR 8 L as A7 e ) i N FH AR
FEMZ IR IFAE ENLERAE RGEPATAE R ARG BUR 77 5 SR A 2 25

13
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M. Windows Server 2008 R2 SP1, Windows Server 2012, Windows
Server 2012 R2, Windows Server 2016

Hur) m et gerh T LMER IR, #bh ] 3R %

https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisory
/CVE-2020-1041
7. Cisco Prime License Manager Software f&{F % 3 i & I% A

(CNNVD-202007-1129)

Cisco Prime License Manager Software +&3¢[E B} (Cisco) A
H)—& R T Cisco /i B VF AT IEE FRE A

Cisco Prime License Manager (PLM) Software10.5(2)SU9 % 2 Hif
AT 11.5(1)SU6 S22 i hiAS HH K Web /87 2 5 [HI A7 72 A5 AT B ) 7t
Wi, IR TR P A IR ARSI P N o AR A ] A B
HAHRA i SR R S B .

HETT i 2xAT gkt T UME BRI, b T 3R BUER -

)

https://tools.cisco.com/security/center/content/CiscoSecurity Advisor
y/cisco-sa-cisco-prime-priv-esc-HyhwdzBA
8. Atlassian JIRA Server M1 Data Center ¥ A & iH

(CNNVD-202007-220)

Atlassian JIRA Server f1 Atlassian JIRA Data Center #5 & #K 5]
Atlassian 23 & [£] 7= i . Atlassian JIRA Server /& — BB GRS H R G
IR SS B IAS o Z R Gt FE R TX TAETh & 2R 10 @, R FEEAT BREE

FH, Atlassian JIRA Data Center /& Atlassian JIRA 34 F 0o A .

14
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Atlassian JIRA Server il Data Center ] velocity R4 )15 F 751
FAAEFENIRIA, 2R A 2 A 0 R P HIME . S R B 2 mT R %
I TFATACAD o LR 7= i S WA 52 252 - Atlassian JIRA Server 7.13.0
Z WA, 8.5.0 Z A 8.0.0 hiuAs, 8.8.1 Z Wil 8.6.0 ixA<; Atlassian
JIRA Data Center 7.13.0 Z Fih A, 8.5.0 Z #(f) 8.0.0 iRA%, 8.8.1 ZHif
f¥] 8.6.0 fiL7

Bl m SR AT T MBI, PRSI 00 i

https://www.atlassian.com/

142 EfEiRimEsLs]

A A S EIRISE 569 4, Hor E SR S W% 6 Fis.

6 2020 4F 7 A &GRS

dn

b/ Pz CNNVD %5 J TR sz

CNNVD-202007-1310 ArticaTech
CNNVD-202007-1623
CNNVD-202007-1624
CNNVD-202007-1625
CNNVD-202007-1626
CNNVD-202007-1627
CNNVD-202007-1628

CentOS Web Panel
CNNVD-202007-1630 VMware VeloCloud
CNNVD-202007-1631 Orchestrator SQL VEA
CNNVD-202007-1632 TR
CNNVD-202007-1634 (CNNVD-202007-373)
CNNVD-202007-1635
CNNVD-202007-1636
CNNVD-202007-350 ConnectWise
CNNVD-202007-520 Glacies [H]BA
CNNVD-202007-421 Klemen Stirn
CNNVD-202007-1512 | Mida Solutions
CNNVD-202007-1394 | Munkireport T H

1 SQL VEAN

15
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CNNVD-202007-1395

CNNVD-202007-1396

CNNVD-202007-395 phpList
CNNVD-202007-1587 )
rConfig
CNNVD—-202007-1640
CNNVD-202007-837 Siemens

CNNVD-202007-561

SRS Simple Hits
Counter Ti H

ARG 7]

H

N

&

CNNVD-202007-1283 Teclib
CNNVD-202007-373 VMware
CNNVD-202007-1015

Adobe
CNNVD-202007-1017
CNNVD-202007-1304 ASUS
CNNVD-202007-219 Atlassian
CNNVD-202007-1351 Bitwarden

CNNVD-202007-1563

Cherokee Tl H

CNNVD-202007-1061

CNNVD-202007-1079

Cisco

CNNVD-202007-1192

ClamAV [Z] A

Microsoft 365 Apps for

Enterprise AU [n] SR
7 (CNNVD-202007-577)

CNNVD—202007-158 CloudBees
CNNVD-202007-1032 | Eclipse 344
CNNVD-202007-559 Embedthis
Software
CNNVD-202007-523 Facebook
CNNVD-202007-1176 ONU
CNNVD-202007-093 Huawei
CNNVD—202007-394
CNNVD-202007-1168 IBM
CNNVD-202007-1173
CNNVD-202007-1118 TceWarp
CNNVD-202007-1521
CNNVD—202007-1522 Lenovo
CNNVD—202007-1300 Liferay
CNNVD—202007-577
CNNVD—202007-840 Microsoft
CNNVD—202007-941
CNNVD-202007-306 Mitsubishi
Electric
CNNVD-202007-116 | Mozilla 342
CNNVD-202007-860 OpenVPN
CNNVD-202007-1680 |  PortlandLabs

CNNVD-202007-360

Qualcomm

16
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CNNVD-202007-804

CNNVD—-202007-808 SAP
CNNVD-202007-1111 SecZetta
CNNVD-202007-1147 SilverStripe
CNNVD-202007-1306 Transloadit

CNNVD-202007-1123

Trend Micro

CNNVD-202007-375

CNNVD-202007-376

Veeam

CNNVD-202007-172

MNIF R

CNNVD-202007-1356

CNNVD-202007-1357

CNNVD-202007-1359

T RERHL

CNNVD-202007-249

CNNVD-202007-995

CNNVD-202007-997

CNNVD-202007-1326

CNNVD-202007-1327

CNNVD-202007-1328

CNNVD-202007-1329

CNNVD-202007-1330

CNNVD-202007-1332

CNNVD-202007-1333

CNNVD-202007-1334

CNNVD-202007-1335

CNNVD-202007-1337

Adobe

CNNVD-202007-570

Apache B fthF 42>

G X B

CNNVD-202007-1088

Apple

=

CNNVD-202007-1307

Automattic

CNNVD-202007-524

Bareos

CNNVD-202007-1081

CNNVD-202007-1083

Cisco

CNNVD-202007-001

Envoy Ti H

CNNVD-202007-1185

Foxit

CNNVD-202007-1177

CNNVD-202007-1179

CNNVD-202007-1181

CNNVD-202007-1182

GNU

CNNVD-202007-964

CNNVD-202007-969

CNNVD-202007-977

CNNVD-202007-978

CNNVD-202007-980

Google

Adobe Bridge Z&ipIX 45
IR
(CNNVD-202007-1326)
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CNNVD-202007-987

CNNVD-202007-996

CNNVD-202007-1008

CNNVD-202007-1016

CNNVD-202007-1553

CNNVD-202007-1087 Huawei
CNNVD-202007-1297 Human Talk
CNNVD—-202007-425 Juniper Networks
CNNVD-202007-078 LEAD .

Technologies
CNNVD-202007-583
CNNVD-202007-587
CNNVD-202007-594
CNNVD-202007-601
CNNVD-202007-619
CNNVD-202007-622
CNNVD-202007-623

Microsoft

CNNVD-202007-628

CNNVD-202007-629

CNNVD-202007-649

CNNVD-202007-712

CNNVD-202007-785

CNNVD-202007-793

CNNVD-202007-690

CNNVD-202007-111

CNNVD-202007-113

CNNVD-202007-119

Mozilla 44

CNNVD-202007-1642

CNNVD-202007-1647 NETGEAR
CNNVD-202007-1651
CNNVD-202007-063 Ntop
CNNVD-202007-672 Oracle

CNNVD-202007-072

CNNVD-202007-073

Phoenix Contact

CNNVD-202007-263

CNNVD-202007-269 Qualcomm
CNNVD-202007-271

CNNVD-202007-279 Realtek
CNNVD-202007-811 Siemens

CNNVD-202007-1124

Trend Micro

CNNVD-202007-222

Veeam

5 vk A

CNNVD-202007-1323

Moodle

Oracle Fusion
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CNNVD-202007-807

CNNVD-202007-810

Middleware BI

Publisher 5y AR

CNNVD—-202007-902 Oracle {Fl (CNNVD-202007-807)
CNNVD-202007-910
CNNVD-202007-912
CNNVD-202007-351 | AutomationDirect
CNNVD-202007-1086
CNNVD-202007-1114 .
Cisco

CNNVD-202007-1378

CNNVD-202007-1696

CNNVD-202007-363

Citrix Systems

CNNVD-202007-385

CNNVD-202007-387

CNNVD-202007-388

Huawei

CNNVD-202007-401

CNNVD-202007-409

CNNVD-202007-413

CNNVD-202007-415

CNNVD-202007-417

Juniper Networks

Microsoft Windows Font

. HINIGIE | CNNVD-202007-418 Library % A\ iFsS %
B iR CNNVD-202007-138 LibRaw 1R\ TR
CNNVD-202007-1106 LibreHealth (CNNVD-202007-600)
CNNVD—-202007-096 Linkplay
CNNVD-202007-1043 lodash
CNNVD-202007-600
CNNVD-202007-615 Microsoft
CNNVD-202007-699
CNNVD-202007-1324 Moodle
CNNVD-202007-266 Qualcomm
CNNVD-202007-1592 Ruckus Networks
CNNVD-202007-1348 Sails
CNNVD-202007-121 Samba 1P\
CNNVD-202007-1420 Schneider
Electric
CNNVD-202007-1276 SonicWall
CNNVD-202007-550 Atlassian
CNNVD-202007-382 Broadcom
CNNVD-202007-404 N IBM Maximo Asset
6 {EEJHEE | CNNVD-202007-1376 Management /& StER IR
CNNVD-202007-130 DuckDuckGo JF (CNNVD-202007-1688)
CNNVD—-202007-270 Google
CNNVD-202007-1688 IBM
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CNNVD-202007-064

Journal theme

CNNVD—-202007-227 McAfee
CNNVD-202007-1183 | Microweber fL[X
CNNVD-202007-290 Mobilelron
CNNVD-202007-792 Oracle
CNNVD-202007-1684 Red Hat

CNNVD-202007-1594

Ruckus Networks

CNNVD-202007-089

CNNVD-202007-419

Juniper Networks

CNNVD-202007-1358 Lua [#{PA
CNNVD-202007-647 Microsoft
Mitsubishi
CNNVD—-202007-308 .
Electric
CNNVD—-202007-109
CNNVD-202007-112 Mozilla &4

CNNVD-202007-115

CNNVD-202007-1410 schneider
Electric
CNNVD—-202007-1142 SilverStripe
CNNVD-202007-316 SolarWinds
CNNVD-202007-1399 Wind River
Systems
CNNVD-202007-1018 Adobe
CNNVD-202007-381 | Apache #cftf 3 4x 2>
CNNVD-202007-1543 Encode 0SS
CNNVD-202007-1098 Huawei Adobe Download Manager
EA CNNVD-202007-386 Mercari FENIWIR
CNNVD-202007-591 Microsoft (CNNVD-202007-1018)
CNNVD-202007-782 Oracle
CNNVD-202007-1282 | Western Digital
CNNVD-202007-297 MNFF R
CNNVD-202007-1102 Cisco
CNNVD-202007-002
CNNVD-202007-003 Envoy T H
CNNVD-202007-004
CNNVD-202007-399 FreeBSD 344>
CNNVD-202007-993
CNNVD-202007-1002
CNNVD-202007-1551 Google
CNNVD-202007-1555 Google Chrome
ZPRETE | CNNVD-202007-1557 Developer Tools W&
R CNNVD-202007-081 , BRI
Huawei

(CNNVD-202007-993)
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CNNVD-202007-260
CNNVD-202007-267
CNNVD-202007-125 Samba 1A
CNNVD-202007-573

Qualcomnm

Siemens
CNNVD-202007-582
Softing
CNNVD-202007-1652 Industrial
Automation

CNNVD-202007-301 e [E] S| K

1. VMware VeloCloud Orchestrator SQL y# A&

(CNNVD-202007-373)

VMware VeloCloud Orchestrator 532 E @& (VMware) AR [
—%2 NSX SD-WAN i T REVEH T & 2T 83X FHFEPARE.
SR A5 RN B HEBR A

VMware VeloCloud Orchestrator 3.x iiAS A7 7E % 2w, 1%
Tl U5 TR PP A IR S RS N o B 2 TS B SQL Al A H i
T TR R AUELR

HAT] SR T4 T ME B, FEEERE .

https://www.velocloud.com/

2. Microsoft 365 Apps for Enterprise S o) & IRIH

(CNNVD-202007-577)

Microsoft Office /&£ [E % (Microsoft) 2 & f)— @K I A8
BFE . EPT A4 5 Word. Excel. Access. Powerpoint.
FrontPage %5 .

Microsoft 365 Apps for Enterprise " A7 7R AL HAT IR , 1%
JRIRYE TR FAE NSRS E (DLL) SCHRTHA IR IS UERI N -

21



Jgépgok ¥
BEIJING NORMAL UNIVERSITY jtiuﬁﬁk%mé§{§4ﬁ\§$@%

By 2 nl il 35 A H P T R Office SURS A FH 2 I ] 4% il 32 52 1)
KRSt

Hur) m et gorh T LMER IR, #b ] 3R %

https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisory
/ICVE-2020-1458
3. Adobe Bridge ZX4iRIKIFA (CNNVD-202006-648)

Adobe Bridge 2 FEE L (Adobe) A — M EE 5.

H£F Windows “F £ 1] Adobe Bridge 10.0.3 f& Z RTHRAS HHA71E %
A o Bk A A IR IR AT AT S AR

HEr) m e gt T LME R IR, 4] 3RV 3%

https://helpx.adobe.com/security/products/bridge/apsb20-44.html
4. Oracle Fusion Middleware Bl Publisher &k il A< I

(CNNVD-202007-807)

Oracle Fusion Middleware (Oracle i £ H1a] {4 42 58 [F F 5 32 (O
racle) 2 =] ) —& M [ MM =R RS0 6. % F ety
FEE . A% ThAE. Bl Publisher (RTFRX XML Publisher) j&3
P — R A

Oracle Fusion Middleware H /] Bl Publisher 11.1.1.9.0 kit A, 12.
2.1.3.0 iR AN 12.2.1.4.0 fiRA () Mobile Service 214 477E % 4= IR
Brki 2 AT M F IR AR 5T 1) SRR Sl N B BR 2t 5 2o
[0 OR35S 42

HET ST gerh T LME R IR, 4 T 3RV 3.
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https://www.oracle.com/security-alerts/cpujul2020.htmi
5. Microsoft Windows Font Library # A4S =i

(CNNVD-202007-600)

Microsoft Windows F11 Microsoft Windows Server #f5 2 3¢ [ i 3¢
(Microsoft) A& 177 ¥h. Microsoft Windows & —& /™ A\ ¥ 41 ]
[F#1E 2245, Microsoft Windows Server s&—& iR 55 85 1E R 46 .

Microsoft Windows Font Library #1775 % 45igiA, 1ZIRIRVE T
M2 A IR AL BT ) A o i AR Bk 3 AT A IR IR AT AR . LA
TP B Z 252 Microsoft Windows 7 SP1, Windows 8.1,
Windows RT 8.1, Windows 10, Windows Server 2008 SP2, Windo
ws Server 2008 R2 SP1, Windows Server 2012, Windows Server 2
012 R2, Windows Server 2016, Windows Server 2019, Windows 1
0 1607 filx4~, Windows 10 1709 jii4<, Windows 10 1803 filiA, Wi
ndows 10 1809 fx4A<, Windows 10 1903 kA%, Windows 10 1909 i
A, Windows 10 2004 kA%, Windows Server 1903 fiA<, Windows
Server 1909 hitA<, Windows Server 2004 kA,

HET /i 2RATT gk T UME BRI, b T 3R -

https://portal. msrc.microsoft.com/zh-CN/security-guidance/advisory
/CVE-2020-1436
6. IBM Maximo Asset Management {5 Bt ZE KR

(CNNVD-202007-1688)

IBM Maximo Asset Management /&3 [E IBM & 1 — & 4551
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GO A N AR AR T R T R AE P BB BT
ARMBT, Wbeht . AS@IS AT, IR L T S A
IBM Maximo Asset Management 7.6.0 iR AR 7.6.1 i A H A7 7E
5 Bt e, IRV T2 P A IEWRAL 3 XML A SEqk . mfs
Wk 5w R FH 2 e I Vit s R B BH B N A7 B
HET R AT b T UME IR, #b T 3R B R
https://www.ibm.com/support/pages/node/6253953
7. Adobe Download Manager yEAJH (CNNVD-202007-1018)
Adobe Download Manager /&3 [E B2 . (Adobe) 2w H—#K
F & BRI %8 Adobe 7= R B AR
T Windows -4 ] Adobe Download Manager 2.0.0.518 i As
HAFAETE NI o« B0t 2 A F 200 T AT AE S AR
HET) SR AT b T UMEEIR, #b T 3RBCEE R
https://helpx.adobe.com/security/products/adm/apsb20-49.html
8. Google Chrome Developer Tools ¥ V& 5 48R IR T
(CNNVD-202007-993)
Google Chrome /&35 E 24k (Google) 7 &) [ —2k Web 3 % 2%
Developer Tools J&H A 1 —ANFF &3 T HALM
Google Chrome 84.0.4147.89 2 Rkl A< ' f] Developer Tools 777
PR PRI I o« B 38 v R I T AT AT 2D Bl R4 48 ik
%
HAT) SR AT A T UM R, #b T 3RBCEE R
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https://chromereleases.googleblog.com/2020/07/stable-channel-upda

te-for-desktop.htmi

=\ ERRREER

A H AR 8070 Ay, Hrb S BHoR M SR Gl FH 2 s

314 4, MBEBRGIRHE (EH4REIRD 7756 4.

F 7 2020 F 7 HiIABEHRE N

Fs IR AL iR EE
1 P E REAR CEE) B ERA R 3776
2 Fi R BARHH IR A A 2847
3 KEZWE BB G RAH 393
1 bt m 25 BHEARG R A A 218
5 Wl RBARHRA R A 135
6 IRYIITIR LI M 2 AR TR 2 7] 83
7 bR RS % 2 SR ARHRA 75
8 Ph 22 PY B A R ARG PR A ] 60
9 RS B AR R A 51
10 JEa A RS B AR PR A A 46
11 Jb R EeE W E R A BR A A 36
12 P 2 A8 R B AT R A ) 30
13 IR AT I 2 B A PR A 7 20
14 5 R R R A 20
15 BN BR 2 B BR A A 19
6 | IR (D) 4 2 e PR A 19
AR T
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17 ZRKRE B2 2 RS RA A 18
8 %?W%&ﬁﬁ&?ﬁﬁmﬁéi 17
19 V8 22 58 KA I 248 B IR ] 17
20 RN LR IR 14
21 [ 5 R R 2 12
22 LA W 25 BHARH R A 10
23 BB 2 R A PR A 7] 10
24 IR = 2 s E R R A A 10
o %EE%EE%S?@&K%@& 1
26 e F EME R AR A 10
27 | DUgERIE (bR BHEREARAF 10
28 RSB A A7 PR 2 ) 10
29 LR TIE BRI R A A 9
30 LI e S MBHE A PR A A 9
31 TSR BAF IR A A 9
32 A 9
33 jtﬁiizﬁ?iifiijﬂ%f}ﬁ]andisecgt .
mn=
34 | AbntEEHE BB A R A 7
35 b E BHEARA IR AF 7
36 AEHR W 2 RH A PR A A 5
37 bR 4R A BR A F 5
38 ERKERFHR A 3
39 B ZAE A5 B BB A IR A 7 3

26



e dpgek ¥
BEIJING NORMAL UNIVERSITY jtiuﬁmk%m2§{§4ﬁ\ﬁﬁﬁ%

0 o BB B B I A BR A ] 22 4= T 5
R
41 [ L E R T R A K 3
42 FEAME BEHARERA A 2
13 I [E B 28 22 gl K2R BRI 1, [ 5
Bl i B LW 5T AT

44 BiTE N 25 1A R A 7] 2
45 bR i A =5 B ARG R A 1
46 Je 5t B R R H IR A A 1
47 WG5S B L e ARE R A A 1
48 HERENE TR B s 2E R 1
49 v EARE BRI A BR A 1
50 HHE=HARGIRA A 1
51 WL F AR AR A F] 1
52 b Az R TR BRA A 1
53 IR BIEE G W wiHBe 225171\ 1

ik Bt 8070

= EXimEmE
3.1 MR BN ZERIA K E

wH, WERETTRAN T 2RI A, A2 Microso
ft 7= % 4wl (CNNVD-202007-592. CVE-2020-1025). Microsoft
Windows Server DNS Server “Z#4xJmilil (CNNVD-202007-864. CV
E-2020-1350). Microsoft Windows Graphics Device Interface %4

I (CNNVD-202007-601. CVE-2020-1435) ZZ AN . HIhFH
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R B Xt AT BLE A b R G EPATAE AR . SR - s
RIBUREE o SR A7 i MR G . AT, WoRE JTes
RATIRIMEZ AN T, W P RN A 75 52 2R F2 0, PR

(Rl

iR 9T

2020 7 14 H, WEKRAG T 2020 4 7 Ay, 312
3AMRTE AN T AR, CNNVD XX LR #EAT it A IREE BT
i Windows #:1F 245, IE/Edge W% #%. ChakraCore. Visual Stud
io. .Net HEZZ. Azure DevOps. Office & Office 5% %4> Window
s P& MR HEAEAA A . IR AN O RGNS 2 IR RS, R
PREZMIVE I AT 15 1) https://portal. msrc.microsoft.com/zh-cn/security-guid
ance Ay, HrhE o EEIRFEEBWT

1. Z3K Microsoft i Z 4= wi (CNNVD-202007-592. CVE-2
020-1025)

JRIAT /. 24 Microsoft SharePoint Server A1 Skype for Busine
ss Server AIEMfithAbEE OAuth A RIGUERT, FAERFE IR o F%
TR FH s e ] ) BU ek 28 T LS B 4y 3 UE I SE AN 1E 24 17 [1]

2. Microsoft Windows Server DNS Server %4l (CNNVD-
202007-864. CVE-2020-1350)

AT 2 Windows 44 R 4t ik 55 5 0% IR 1 Ab BEE SK N
FAAEEFRARIS AT IR o s DR F sk VIR 7 0 s 35 o] DATE A Hb 2R i
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JU T SCRE TR RS . BoE Oy DNS RS 45 Windows k5
2 32 B IR 52 o

3. Microsoft Windows 1 Windows Server % 4=jii (CNNVD-
202007-612. CVE-2020-1421)

IR A R T LNK 3CfF, U Microsoft Windows
FAEAE — A AR AR IRAT IR o B TR eI 0 e o A BE 253k A5
A AR P AR . S I0A B BRI P AREE, ik~
C E I B> R G BRI P 2 2R RE R BE /)N o

4. Microsoft Windows 11 Windows Server “%4:ifgili (CNNVD-
202007-600. CVE-2020-1436)

IR 2 Windows A FEAS IR A AL R 20 e R e T i) 7 4
i, AR RS HAT IR X T Bk Windows 10 ZAMAFTE R4t
FDIA] FH SR B Bl 2 Rl PLZ AR AT AU X 5 Windows 10 %4,
FEI A FH 1 IR 1] 0 el 2 m] DA 52 BR B RF LRI T BEAE. AppContain
er Y@ ENCRPATRG . Bl E e w2 B BE . EHEk
M EdE . B0 S A 52 P BUR BB ik - .

5. Microsoft Windows Graphics “%4xJi (CNNVD-202004-21
38. CVE-2020-1408) (CNNVD-202007-619. CVE-2020-1412)

IR 2 Windows S04 P AN IR AL B RF PR BT A RN
TR, AFAEE AR AT IR o« BTl FH I IR VIl P B ke 2 AT DA
MR RS, Balid wTRE e R AR SO EREE: 5L
H VIR A P AR - - 5IAEE PRI P AR,
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ik HEC B O AA B> RGP BUIR A P 32 30 A2 B ) o

6. Microsoft Word ‘% 4=JilF (CNNVD-202007-690. CVE-2020-
1447) (CNNVD-202007-712. CVE-2020-1446)

ISR/ 4 Microsoft Word B f4 I ik TR Ak 1 A A7 Hh AR R
I, 2 R AR SAAT IR IR o SO FH I I R ) St 2 ] s 22
R R BT SCARAE R0 P B 2é 4 B SO AT . Biln, SofFe]
PIARER s H P 38 F 5 i P A R AL IR AAT R4

7. Microsoft Windows F11 Windows Server Z4:fwil{(CNNVD-20
2007-793. CVE-2020-1355)

I : 2 Windows A AASRENREFe ENLAS IE M AL 3 N A7,
FAAE AR AASPAT I o BT A FH eI v B BU e 35 T DLE 2 38 R 5t
ESRAFPATEL

8. Microsoft Windows Jet Database Engine 4 iif(CNNVD-
202007-628. CVE-2020-1401)

IR . 2 Windows Jet a2 51 A IR Hi AL 2R 3 A7 A1 1Y
XFRI, AR AR AT IR o BT A FH I I ] F B i 2 AT PAE 32
FH ARG EPATAE RS . Bradi #F w] OB 358 52 FHH ST IT AR IR
T SRR LI R o

9. Microsoft SharePoint % 4:JiF(CNNVD-202007-590. CVE-2
020-1444)

JeiF TR A Microsoft SharePoint A 73 A £ 405 2k B 1 1) HL 1 IR

PR 75 AR AR AR PAAT IR o RS FH skt e i) ) B i3 mT PAAE
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KRG P ET i s . K5, BelE LRy, &
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10. Microsoft Windows Codecs Library %24 (CNNVD-2020
06-1889. CVE-2020-1457)

TR/ : 24 Microsoft Windows Codecs J2E 4bHE Py 47 H 1% %
i), AFAEE RS AT IR o BT Y e IR ¥ B0 i ] LT AR
Rt Wi /5 288 A B2 kv v B S0 B R T B IR TR

11. Microsoft Windows Graphics Device Interface % 4:iwilA(CN
NVD-202007-601. CVE-2020-1435)

i fa/r: Windows BB ief& 1 (GDI) AbBE WA X RETT
AT RS PAT IR o i Dh A e IR 1) B el 3 vl RE P51 52
M R Gt. Buh# v e 28 e BF . B EprEdE; 5
QA 5e A P AR Bk . S5 EEA BRI H P AR,
i A B A B R G B B R P 52 21 B RN BE /) o

g

HET, AT Ca Rk fmsh TR T BRI, @9 ki
IR, RPCREUEAME . SOE 7 St it

5 | INFAARR H 7B
% F  Microsoft 7= # % 4 Jw I | https://portal.msrc.microsoft.com/zh-CN/sec
L (CNNVD-202007-592. CVE-2020-1025) urity-guidance/advisory/CVE-2020-1025
Microsoft Windows Server DNS Server % 4=ii | https://portal.msrc.microsoft.com/zh-CN/sec
2 (CNNVD-202007-864. CVE-2020-1350) urity-guidance/advisory/CVE-2020-1350
3 Microsoft Windows F1 Windows Server % 4xJwili | https://portal.msrc.microsoft.com/zh-CN/sec

(CNNVD-202007-612. CVE-2020-1421) urity-guidance/advisory/CVE-2020-1421
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(CNNVD-202007-600. CVE-2020-1436)

urity-guidance/advisory/CVE-2020-1436

Microsoft Windows Graphics % 4= I i | https://portal.msrc.microsoft.com/zh-CN/sec

> ( CNNVD-202004-2138 . CVE-2020-1408 ) | urity-guidance/advisory/CVE-2020-1408
(CNNVD-202007-619. CVE-2020-1412) https://portal.msrc.microsoft.com/zh-CN/sec

urity-guidance/advisory/CVE-2020-1412
Microsoft Word %24 ¥ii (CNNVD-202007-690. | https://portal.msrc.microsoft.com/zh-CN/sec

6 CVE-2020-1447) ( CNNVD-202007-712 . | urity-guidance/advisory/CVE-2020-1447
CVE-2020-1446) https://portal.msrc.microsoft.com/zh-CN/sec

urity-guidance/advisory/CVE-2020-1446
Microsoft Windows F1 Windows Server % 4=Jwili | https://portal.msrc.microsoft.com/zh-CN/sec

! (CNNVD-202007-793. CVE-2020-1355) urity-guidance/advisory/CVE-2020-1355
Microsoft Windows Jet Database Engine %4 | https://portal.msrc.microsoft.com/zh-CN/sec

8 i (CNNVD-202007-628. CVE-2020-1401) urity-guidance/advisory/CVE-2020-1401
Microsoft ~ SharePoint % 4> Jw A | https://portal. msrc.microsoft.com/zh-CN/sec

o (CNNVD-202007-590. CVE-2020-1444) urity-guidance/advisory/CVE-2020-1444
Microsoft Windows Codecs Library %247 | https://portal.msrc.microsoft.com/zh-CN/sec

10 (CNNVD-202006-1889. CVE-2020-1457) urity-guidance/advisory/CVE-2020-1457
1 Microsoft Windows Graphics Device Interface % | https://portal.msrc.microsoft.com/zh-CN/sec

4= (CNNVD-202007-601. CVE-2020-1435)

urity-guidance/advisory/CVE-2020-1435

3.2 Oracle WebLogic £A4™24 IR K FE

i H, Oracle kXA | 24~ % 4RI A,

Middleware WebLogic Server “%4xjf (CNNVD-202007-825.

£145 Oracle Fusion

CVE-
2020-14625). Oracle Fusion Middleware WebLogic Server %41l
(CNNVD-202007-823. CVE-2020-14644). Oracle Fusion Middlewa
re WebLogic Server Core 201441 (CNNVD-202007-820. CVE
-2020-14645) 452 MR . Bod 2 A HRIEE R IABHIIE LT K

B HE, SE I ARG AT, RAEH Hbr RS 4% . HAl,
le B7C& KA TR T IWH, EUCH P RN A2 5 52 2R 52
Wi, PR HUAE KM it o

Orac
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iR IR

Oracle WebLogic Server »&3&[E H &3 (Oracle) A FFFKH—
FOE T RS GEA SR I N AR SS e, et T — IR
RTF R G SRR A TE R B A 7 () B A i J S0 3, O faife T
N2 FH B 0 2B AAE B o T3 PSR F T 7E WebLogic 55 s A0 HiAth 287
Java F& 7 Z L5 S M. 11OP 12—~ T CORBA 2.0 &
HAF 6, HRAE CORBA X G RACH Z [0 52 it i) 0 1o
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