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CNNVD-202101-1078

CNNVD-202101-1620

CNNVD-202101-1010

CNNVD-202101-996

CNNVD-202101-1104

CNNVD-202101-977

CNNVD-202101-994

CNNVD-202101-1005

CNNVD-202101-1000

CNNVD-202101-983

CNNVD-202101-975

CNNVD-202101-1463

D-link

CNNVD-202101-394

CNNVD-202101-255

CNNVD-202101-258

CNNVD-202101-398

CNNVD-202101-1641

CNNVD-202101-1638

Delta
Electronics

CNNVD-202101-401

Eaton

CNNVD-202101-666

Espressif

CNNVD-202101-028

FFmpeg

CNNVD-202101-2398

CNNVD-202101-2403

CNNVD-202101-2406

CNNVD-202101-2401

CNNVD-202101-2393

Fuji Electric

CNNVD-202101-384

CNNVD-202101-213

CNNVD-202101-400

CNNVD-202101-2361

CNNVD-202101-1596

Google

CNNVD-202101-2584

CNNVD-202101-2548

CNNVD-202101-2550

CNNVD-202101-2545

CNNVD-202101-2547

CNNVD-202101-2570

CNNVD-202101-2546

CNNVD-202101-2555

CNNVD-202101-2543

CNNVD-202101-2582

CNNVD-202101-2544

HPE

18




PEFPY

BEIJING NORMAL UNIVERSITY

JEFUI K 27 W 2815 S8 22 4l i

CNNVD-202101-1639 Honeywell
Juniper
CNNVD-202101-1117
Networks
CNNVD-202101-512
CNNVD-202101-506 K7
CNNVD-202101-507 Computing
CNNVD-202101-528 Pvt
CNNVD-202101-511
CNNVD-202101-792 ]
Microsoft
CNNVD-202101-802
CNNVD-202101-1508
NVIDIA
CNNVD-202101-457
CNNVD-202101-408 Omron
Open Design
CNNVD-202101-1314 )
Alliance
CNNVD-202101-2374 OpenLDAP
) ) Mg
CNNVD-202101-236 Panasonic
CNNVD-202101-496 Pillow [P\
CNNVD-202101-1653
Qualcomm
CNNVD-202101-266
Rockwell
CNNVD-202101-391 ]
Automation
CNNVD-202101-776
CNNVD-202101-769
CNNVD-202101-775
CNNVD-202101-770
CNNVD-202101-781
CNNVD-202101-777
CNNVD-202101-774
CNNVD-202101-773 SAP
CNNVD-202101-779
CNNVD-202101-780
CNNVD-202101-772
CNNVD-202101-771
CNNVD-202101-763
CNNVD-202101-778
CNNVD-202101-765
CNNVD-202101-259
Samsung
CNNVD-202101-257
CNNVD-202101-850 )
Siemens

CNNVD-202101-873
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CNNVD-202101-920

CNNVD-202101-921

CNNVD-202101-841

CNNVD-202101-843

CNNVD-202101-837

CNNVD-202101-845

CNNVD-202101-838

CNNVD-202101-918

CNNVD-202101-840

CNNVD-202101-849

CNNVD-202101-839

CNNVD-202101-854

CNNVD-202101-848

CNNVD-202101-833

CNNVD-202101-852

CNNVD-202101-851

CNNVD-202101-288

Softmaker

CNNVD-202101-481

Videolan 2.
pan|

N\

CNNVD-202101-1570

CNNVD-202101-2221

CNNVD-202101-020

CNNVD-202101-497

CNNVD-202101-2315

CNNVD-202101-1569

CNNVD-202101-2454

CNNVD-202101-2314

CNNVD-202101-1568

MNP R

7 ) 2 A R

CNNVD-202101-2542

Apache #£ 4

CNNVD-202101-2475 =
CNNVD-202101-1034 Cisco
CNNVD-202101-1280 Docker
CNNVD-202101-1056
CNNVD-202101-1477 'BM
CNNVD-202101-535 K7
CNNVD-202101-530 Computing
CNNVD-202101-527 Pvt
CNNVD-202101-824
CNNVD-202101-807
CNNVD-202101-865 Microsoft

CNNVD-202101-868

CNNVD-202101-862

Microsoft Windows iZGF&
SR BT W) $5 51 R R
Wi (CNNVD-202101-868)
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CNNVD-202101-846

CNNVD-202101-2494

Opensolution

CNNVD-202101-1345

CNNVD-202101-1335

CNNVD-202101-1427

CNNVD-202101-1435 Oracle
CNNVD-202101-1417
CNNVD-202101-1369
CNNVD-202101-1453
CNNVD-202101-2350 Pyres
CNNVD-202101-2593 Star
CNNVD-202101-2590 Computer
CNNVD-202101-224
CNNVD-202101-219 Veritas
CNNVD-202101-227
CNNVD-202101-242 V"_(i
Solutions
CNNVD-202101-403
CNNVD-202101-2344 | MAIFR#H
CNNVD-202101-2031
CNNVD-202101-1528 Cisco
CNNVD-202101-1642 Delta_
Electronics
CNNVD-202101-471 GitLab
CNNVD-202101-404
CNNVD-202101-1580
CNNVD-202101-397
CNNVD-202101-212 Google
CNNVD-202101-231
CNNVD-202101-1133 Google Chrome %% #
PURE AR | CNNVD-202101-216 FE R
CNNVD-202101-1637 | Honeywell | (CNNVD-202101-1133)
CNNVD-202101-1654 IBM
CNNVD-202101-290 Joyent
CNNVD-202101-1101 Juniper
Networks
CNNVD-202101-1635 MitSUbi_Shi
Electric
CNNVD-202101-2286 Nextcloud
CNNVD-202101-2033 Opemj s

=~
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CNNVD-202101-2296 Ope;\ld;\p &
CNNVD-202101-782 SAP
CNNVD-202101-376 Socketio ft
CNNVD-202101-375 X
CNNVD-202101-2564 ZIV
CNNVD-202101-2270 ZTE
CNNVD-202101-1048 | MNAFFE#H
CNNVD-202101-1534
CNNVD-202101-1627 Cisco
CNNVD-202101-1626
CNNVD-202101-1084 Cloudbees
CNNVD-202101-005 | Drupal #:X
CNNVD-202101-206
CNNVD-202101-018 Google
CNNVD-202101-019
CNNVD-202101-1110 Juniper
Networks
CNNVD-202101-2310 Kaspersky
CNNVD-202101-2579 Mitel
Networks
CNNVD-202101-461 )
NN D A Cisco SD-WAN vManage
8 AR R - Software #ii N5 UF4E 7
CNNVD-202101-479 Nvidia

CNNVD-202101-456

CNNVD-202101-459

Opera
CNNVD-202101-2336
Software
Owasp #£4
CNNVD-202101-1075 2 e
pay
CNNVD-202101-2038 Red Hat
Revive
CNNVD-202101-2036 Adserver [7]
YN
CNNVD-202101-279
CNNVD-202101-1499 N
MNNFE R

CNNVD-202101-241

CNNVD-202101-030

i (CNNVD-202101-1534)

1. Microsoft SQL Server SQL ¥ EAJRIA (CNNVD-202101-796)
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Microsoft SQL Server /&£ FE % (Microsoft) A &]H—& N H
7t Microsoft Windows R4t I ) K L 54 e 22 5t

Microsoft SQL f#/E SQL ¥ N\, H 7 i Jo I ) AH A5 2.
THBER SCUE CNNVD B R A e BAR 7 i SRS 52 2520 :Microso
ft SQL Server 2019 for x64-based Systems (GDR),Microsoft SQL S
erver 2019 for x64-based Systems (CU 8),Microsoft SQL Server 20
16 Service Pack 2 for x64-based Systems (CU 15),Microsoft SQL
Server 2017 for x64-based Systems (CU 22),Microsoft SQL Server
2014 Service Pack 3 for x64-based Systems (CU 4),Microsoft SQL
Server 2014 Service Pack 3 for 32-bit Systems (CU 4),Microsoft S
QL Server 2014 Service Pack 3 for 32-bit Systems (GDR),Microsof
t SQL Server 2016 for x64-based Systems Service Pack 2 (GDR),
Microsoft SQL Server 2014 Service Pack 3 for x64-based Systems
(GDR),Microsoft SQL Server 2017 for x64-based Systems (GDR),M
icrosoft SQL Server 2012 for x64-based Systems Service Pack 4 (Q
FE),Microsoft SQL Server 2012 for 32-bit Systems Service Pack 4
(QFE)-

HE) 2 RAT b T MBI, #b T SRR

https://portal. msrc.microsoft.com/en-US/security-guidance/advisory/
CVE-2021-1636
2. Apache Servicecomb Java Chassis AHS 5] @& i iH

(CNNVD-202101-2045)
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Apache Servicecomb Java Chassis j& Apache &4 &) — A3 T
ava ifi 5 M T M B Ui 55 3R A B8N i D S AXAS 2

Apache ServiceComb-Java-Chassis 2.1.5 Z Rl A A7 AE K 7] 45t
Wil 2N SRV By SiE i P RN — S8 O S BUE mARD
AT

HAT w A T eab T LME R IR, #bh T SR

https://issues.apache.org/jira/browse/SCB-2145
3. Oracle Fusion Middleware 434 IR

(CNNVD-202101-1447)

Oracle Fusion Middleware (Oracle @4 H a1 A& 3 E H - L (O
racle) A m] ) —E M [ MMM = BN SRR 6. % F et 1
da . RS ThAE. Outside In Technology #& H: i it — ANk 1
TR LEAAM

Oracle Fusion Middleware [#] Oracle Outside In Technology #H
PRAFAESR B R, 2T SR A S Sk W il HTTP
BEAT W25 Uy ), ATIFEBAR BRI Oracleo LAR 7™ il X WA 52 3] FE M
Oracle QOutside In Technology--Outside In Filters--8.5.4, 8.5.5,

HAT w A T geab T LME R IR, #b T SR

https://www.oracle.com/security-alerts/cpujan2021.html
4. Fortinet FortiDeceptor #/E RS an S HENTRH

(CNNVD-202101-363)

Fortinet FortiDeceptor /&35 E K (Fortinet) 2 &) i) — KM 4% B
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W~ 6 o %P 6 32 EE R B R B R 2 R R 2% b A5
FortiDeceptor 3.0.0, 3.0.1, 3.1.0 f#{E %2 4RI, 1Z Wi 70 VFiZFE
M E H AR R G EHATAE R shell 44>«
HET R T MBI, #b T SREEERE
https://www.fortiguard.com/psirt/FG-1R-20-177
5. Google Chrome &M X 45ixIKIFA (CNNVD-202101-400)
Google Chrome &£ [E 4k (Google) A ] [ — K Web | %28
Google Chrome 87.0.4280.141 2 Aif WiuAS Hr A7 75 25 v X A VR I,
Wi 2 7] A Z IR I AT A S A
HET BRI T MBI, #b T SRECEE
https://chromereleases.googleblog.com/2021/01/stable-channel-upda
te-for-desktop.html
6. Microsoft Windows 72 5% IR A1 4% i) 4 iR U TR
(CNNVD-202101-868)
Microsoft Windows s&3&[H i (Microsoft) 2w H]—EM Nk
A HIERAE R S5
Microsoft Windows 37t 5 [ A% Hed il 42 ) £ 152 I i, H A i g
SRR A S B, TR OC7E CNNVD B B A% . LA i A i
A2 B0 :Windows 10 Version 1909 for ARM64-based Systems,
Windows 10 Version 1909 for x64-based Systems,Windows 10 Versi
on 1909 for 32-bit Systems,Windows Server 2019 (Server Core ins

tallation),Windows Server 2019,Windows 10 Version 1809 for ARM
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64-based Systems,Windows 10 Version 1809 for x64-based Systems,
Windows 10 Version 1809 for 32-bit Systems,Windows 10 Version
1803 for ARM®64-based Systems,Windows 10 Version 1803 for x64-
based Systems,Windows 10 Version 1803 for 32-bit Systems,Windo
ws Server, version 20H2 (Server Core Installation),Windows 10 Vers
ion 20H2 for ARMG64-based Systems,Windows 10 Version 20H2 for
32-bit Systems,Windows 10 Version 20H2 for x64-based Systems,
Windows Server 2012 R2 (Server Core installation),Windows Server
2012 R2 (Server Core installation),Windows Server 2012 R2,Windo
ws Server 2012 R2,Windows Server 2012 (Server Core installation),
Windows Server 2012 (Server Core installation),Windows Server 20
12,Windows Server 2012,Windows Server 2008 R2 for x64-based S
ystems Service Pack 1 (Server Core installation),Windows Server 20
08 R2 for x64-based Systems Service Pack 1 (Server Core installati
on),Windows Server 2008 R2 for x64-based Systems Service Pack
1,Windows Server 2008 R2 for x64-based Systems Service Pack 1,
Windows RT 8.1,Windows 8.1 for x64-based systems,Windows 8.1 f
or x64-based systems,Windows 8.1 for 32-bit systems,Windows 8.1
for 32-bit systems,Windows 7 for x64-based Systems Service Pack
1,Windows 7 for x64-based Systems Service Pack 1,Windows 7 for
32-bit Systems Service Pack 1,Windows 7 for 32-bit Systems Serv
ice Pack 1,Windows Server 2016 (Server Core installation),Window
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s Server 2016,Windows 10 Version 1607 for x64-based Systems,Win
dows 10 Version 1607 for 32-bit Systems,Windows 10 for x64-base
d Systems,Windows 10 for 32-bit Systems,Windows Server, version
2004 (Server Core installation),Windows 10 Version 2004 for x64-b
ased Systems,Windows 10 Version 2004 for ARMG64-based Systems,
Windows 10 Version 2004 for 32-bit Systems,Windows Server, versi
on 1909 (Server Core installation).
HET BRI T MBI, #b T SRECEE R
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/
CVE-2021-1674
7. Google Chrome BIFREHERIFIA (CNNVD-202101-1133)
Google Chrome &£ [E 4k (Google) A ] [ — K Web | %28
Google Chrome prior to 81.0.4044.92 {77E ¥ Y5 FR AR 1R IR VR,
IR 70 VP AR B # BT AR B A
HET B eRAT A T MBI, #b ] SRR
https://chromereleases.googleblog.com/2020/04/stable-channel-upda
te-for-desktop_7.html
8. Cisco SD-WAN vManage Software #y ANIF4E IR
(CNNVD-202101-1534)
Cisco SD-WAN vManage Software s&3%[E £}l (Cisco) A )
— AT SD-WAN  CER {52 ST 3848 ) filt oI5 S B A
Cisco SD-WAN vManage Software [1] web-based management i
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nterface fFERIAN IS UEES WRIRTA, ZIW IR 14 0 & 4 Bk I A2 K
i A A ZIN A S 5B B2 R g A, 15 i BURE S
HABAATRBIRALTT 7 B1E S
HET R T LMEE IR, #b T SRECEERE
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisor

y/cisco-sa-sdwan-abyp-TnGFHrS
=\ ERimEER

A A IR 12693 4y, HAE B HAR S R GEH 2 KR
646 1>, M5B RGN CEHAYRTRD 12047 4.
£ 7 2021 £ 1 HIWFEBER G

P HRIX AL RHEE
1 FifgF 25 BB IRA ] 6136
2 PR R (AEED A R 3604
3 AEH LA AEME B R ARH IR A 7] 697
4 JEI BT B AT B 7] 505
5 e DB BHEARERAR 327
6 W ARG RO A A IR A 201
7 AL H R AR A R A 7 174
8 AL 2B RATRHE A IR A 118
9 L RS B EARA RA A 88
10 | IRIITFIREIEN 2 A4 AR BRA F 88
11 T g W ) A AR B AR R A 7 68
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13 75 22 DU B A B R R A 7 60
14 78 2 A8 KA 0 248 R4 A PR A ) 49
15 ARG HEAH R A E 44
16 TR B A R R IR S5 = 39
17 ZRKRERZERSHARAF 34
18 IR &R ZAEHARERA A 27
19 65 I R B B A TR 2 7] 26
20 ﬁm&%@ﬁﬁzﬁﬁ%%ﬁm& 23
21 AL R B RFTEUE B EAH R A A 20
22 I INERAT X 25 B PR ] 20
23 B 7 A R s = 20
24 T PR 2 22 P 28 3R AT TR 24 ] 20
25 fH 22588 AL 50 BHE A A 7 19
26 i R 8 R BR A ] 18
o7 ¢E%E%@%§%&ﬁ@%&& ”
28 JIN S 2 A E AR AR PR A 13
29 b E B ARE R A A 11
30 BN 22 1E A5 BB A IR A 7 11
31 BB Z R IR A F 11
32 EE = 2z E R R A 10
33 18 22 R R AR A TR 7 10
34 BN 2215 BEARH R A A 10
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35 GRA IR A7 IR ] 10
ag | ZILEER CILmD M2 R R 6 0
AR A 7]
37 TR L 715 B B A TR 2 =] 9
38 WAERHE (A HIRAH 8
39 H B3 Bk 2R A R ) 7
40 VO )T Ak AR A PR ] 6
41 P PR A 7 5
42 o [ 2 B AR A4 T 5
43 bR = ME BEARH R A A 5
44 65 P 2 B AT IR 5
45 e B =5 B EARA R A A 4
46 IR AT R 4
47 WHL TR R~ 7 4
48 N 3
49 | dLRERAME NS 2 ARG IR A 3
50 | A (b)) EEBARERAA 3
51 P b Tl R 2 0 455 2 ) 22 4 2 B 3
52 18 22 A R AR A R ) 2
53 FEFATEERAREGRA A 2
54 AL R SR AR PR A 2
55 Hh 45 SR 22 A PP e L A R U 1
L
56 | ALK 4w A AR PR A A 1
57 AL E R S AR PR 7] 1
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58 A stz BHA R ) 1
59 AT 2 R A PR A 7 1
60 BT R 2B A IR A 1
61 W AT 1
62 B RHER 2 1
63 e B M A B 2 TR ) 1
64 W22 42 R T s = 1
65 KIRHL (b5 A IR A 1
ik St 12693

= EXRRRE

3.1 SonicWall SSL-VPN &4 KA i

EH, ExXEBREZ4EIEIE (CNNVD) W3] x T Sonicwall
SSL-VPN Z4 A (CNNVD-202101-2409) &ML HIHRI%E . BIhAH
TR B Y 25 AT PAAE AR IR AL IS O T e Bl RIS AT, Mz H

bR 45 . Sonic SMA 8.0.0.4 2 B IR A5 5% IR Tl £

0 . H AT, SonicWall

BT CRATRAEFEE 7R, U S il R 5 2 2R 5
M, PRI M 1 it o

WA A
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SonicWall ZAF 1557 kBS54« VPN [ SR X 2 22 4= fift ik T ZE 11
Hli& p, SonicWall SSL-VPN #& SonicWALL f—3k Vpn ZE# T &,
77 i N T R A

IR T Sonicwall SSL-VPN 5] AN IHRCAHY Linux W%, 331K
i AT DL T = 1 hitp 15 SRIFEAN RGudr 2, BN R FH IR i St 2
A LAE 32 RE M 3 453K 19 nobody FH M AUBRIFHATAE B an &, R& 42

A H bR 7 o
JEER W

i Sh A IR T £ Bk 2 n] BLAE RSB 15 D0 T S B R A RS 3R

17, T E H bR % %% - Sonic SMA 8.0.0.4 2 Bil IR AS 34 52 R il 5210
ABE R

HAT, SonicWall &7 CRAMMRAEHBE 7w, EWHP &
I BN E 75 32 2R TR, ROCRBUEAME . B8 h -

https://www.sonicwall.com/

3.2 BUE 0A 34 AR IR B T

I, BEFAE B %4 I R h B K B0 BB ARH R A A
FIELE OA SO FAETRIR 1 D (CNNVD-202101-1460). FZhFIH R
TR B 3 0] DLAE R AR B E BL SEP% & SO A, T 428 1) IR 55

7% .3z OAV8.0.V8.0SP1.V7.1.V7.1SP1.V7.0.VV7.0SP1.V7.0SP2.
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V7.0SP3. V6.0, V6.1SP1. V6.1SP2 W A Y52 s IAsm . Hal, ot

JEFUI K 27 W 2815 S8 22 4l i

BT CRATRAEFEE 7R, U1 S il & 5 2 2R
M, PRI D 1 it o

JRRNA

B OA et [ I ACEUZ BOPF BRI A 7 F IR 4 % T4 7
T REEOE TR PR O IR 2 31— 2905 1 B P

AR IR TBUE OA MIAMA ajax 5 A7 AE R 1], oot 4
T AR, WAET T SR T A B, T

H bR 55 45 o
SEERM

R Eh A IR IR 1 B0k 2 n] PLAE RSB 18 00 T SE B 0 B
o, NI IR 55 4% -

BREWK

HAT, BozE 7 CRAMRAEFIER 17N, 230 R kil
e BRI, RPCRIUBEAME . B8R

http://service.seeyon.com/patchtools/tp.html#/patchList?type=%E5%

AE%89%E5%85%A8%E8%A1%A5%E4%B8%81&id=1
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