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Ea=lFE = YR IR
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Netgear CNNVD-202103-1562
Pivotal CNNVD-202103-883
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Software
Realtek CNNVD-202103-1497
Sonlogger CNNVD-202103-488
VMware CNNVD-202103-293
WordPress J&
PN CNNVD-202103-844
Wordpr;ss L CNNVD-202103-318

XStream A

CNNVD-202103-1282

XStream [#1BA

CNNVD-202103-1283

Xstream [#] A

CNNVD-202103-1239

CNNVD-202103-1234

CNNVD-202103-1244

CNNVD-202103-1233

CNNVD-202103-947
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CNNVD-202103-1267
DELL CNNVD-202103-139
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Genua CNNVD-202103-013
Grandstream CNNVD-202103-1623
CNNVD-202103-1362
Netgear CNNVD-202103-1363 NETGEAR $¢ il B
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A ) R CNNVD-202103-1361
A - WIA(CNNVD-202103-1361)
Veritas
) CNNVD-202103-016
Technologies
Wordpress #t 4
pA " | CNNVD-202103-1114
pay
CNNVD-202103-559
CNNVD-202103-1231
N .
FAFTRE CNNVD-202103-564
CNNVD-202103-746
Apache CNNVD-202103-1467 Brsrarrs & 5 n
ache aAMASSassin
HRAE RS _ CNNVD-202103-020 | ' Pam ssassi %
P Eprints TERGiar LENIEH
2 TEAN CNNVD-202103-014
(CNNVD-202103-1467)
LUCY CNNVD-202103-840
Aruba CNNVD-202103-1587
S R A Cisco CNNVD-202103-1394 | Qualcomm 3} 15 2041 2%
e GNU #:[X CNNVD-202103-1473 P DX R R
IUS
P CNNVD-202103-158 (CNNVD-202103-030)
g

CNNVD-202103-184
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JPEG

CNNVD-202103-126

Laurent Rineau

CNNVD-202103-366

CNNVD-202103-367

CNNVD-202103-365

CNNVD-202103-368

(ZEN

CNNVD-202103-487

Mozilla ®: &4

CNNVD-202103-480

CNNVD-202103-032

CNNVD-202103-030

CNNVD-202103-038

Qualcomm CNNVD-202103-041
CNNVD-202103-045
CNNVD-202103-049
CNNVD-202103-043
=& CNNVD-202103-347
Schneider
Electric CNNVD-202103-827
Tobesoft CNNVD-202103-1443
Wind River CNNVD-202103-841
CNNVD-202103-742
CNNVD-202103-001
MANIFRE CNNVD-202103-811
CNNVD-202103-744
CNNVD-202103-906
FEWER L CNNVD-202103-920
Netop CNNVD-202103-1478
i | S0UareBOX | VD-202103-505 | NetoP Vision WIS
. Systems G
ZyXEL CNNVD-202103-1005 | (CNNVD-202103-1478)
MAIFKR#E | CNNVD-202103-1018
Facebook CNNVD-202103-804
P CNNVD-202103-153
CNNVD-202103-484
. Mozilla #:4:4> | CNNVD-202103-479 | Google Android #5455
BEURE e
pin CNNVD-202103-481 R IR
CNNVD-202103-899 (CNNVD-202103-153)
MANIFRE CNNVD-202103-898
CNNVD-202103-910
FFEWER L CNNVD-202103-902
BT Genivia CNNVD-202103-1447 | MarkAny MaEPSBroker
. MarkAny CNNVD-202103-1441 L PNE AT R |
Qualcomm CNNVD-202103-050 | (CNNVD-202103-1441)
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Wordpress Photo Gallery s& Wordpress 3 423 HR 1 — N N FH 4
Ao SR A w12 2 TR R S8 00 380 FS) 19 3 g E o
WordPress Photo Gallery plugin 177E SQL yEAIRH, ZIKIFAIE T
frontend/models/model.php bwg search x &t JEA 4% S 2,
HAT) ST b T LME R IR, B .
https://wordpress.org/
2. VMware View Planner U5 [A&RIH (CNNVD-202103-293)
VMware View Planner #& 3¢ [ VMware 2 & [ — AN H#AF. 2
it 7 — PP AT SR ERE - 6 B RAR A R DA S 4 08 SR N RS B
N A Fr RV E VR RE Y TV
VMware View Planner 4.x prior to 4.6 {£14E 24, %A O 1F
REFA B F EARAPAT — 45 i 7 1R S 3 1T 7E logupload
B ILAEHATAAS
HAT) S b T LME R IR, B .
https://www.accellion.com/products/fta/
3. NETGEAR BAUEEIFFA (CNNVD-202103-1361)
NETGEAR 2 E M (Netgear) A & [ —k g s, EREMHAD
B2 X 4% (R BT R 4, A DX 4% T A P 5 IR FH
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Certain NETGEAR f#E 24w, VAR 72 i SR A 52 B 550 -
RBW30 before 2.6.2.2, RBS40V before 2.6.2.4, RBK852 before
3.2.17.12, RBK&853 before 3.2.17.12, RBK854 before 3.2.17.12, RBR850
before 3.2.17.12, RBS850 before 3.2.17.12, RBK752 before 3.2.17.12,
RBK753 before 3.2.17.12, RBK753S before 3.2.17.12, RBK754 before
3.2.17.12, RBR750 before 3.2.17.12, and RBS750 before 3.2.17.12,

HET BRI AN T MEE IR, 4] SREEE R

https://kb.netgear.com/000063017/Security-Advisory-for-Authentica
tion-Bypass-on-Some-WiFi-Systems-PSV-2020-0492
4. Apache SpamAssassin # fE & 4 & € % A K W

(CNNVD-202103-1467)

Apache SpamAssassin J& 3% [EH# (Apache) F:&2x 11—
PRI IR A I JEAS o 127 o RGUVE PR it T — AN UEES, R
AT HL T WA AT 3 2R B S S A

Apache SpamAssassin before 3.4.5 fF1EEAF KRG an STEN IR,
2 FOVFE I C B U C (o) SXRIB AT RSt 2o

HET BRI T LMEE IR, 4] SREEE %

https://ubuntu.com/security/CVE-2020-1946
5. Qualcomm HFAIFRHAAZHFXHERIEF (CNNVD-202103-030)

Qualcomm ZH{F2EEEIE (Qualcom) F )— AR, FR4E
e A T R PN AE BB A o

Qualcomm 3 IR A AFAE Gt X SR IR, 1% Wi 7] 5 30 Hf

11



JEHU K 27 W 4815 I8 22 4l i

JRARARAE R B, R AR Gk X
HAr] w CoxAnTHgeah T BMER IR, b T 3RS -

https://www.qualcomm.com/company/product-security/bulletins/ma

rch-2021-bulletin
6. Netop Vision 7= HI51RIEIA (CNNVD-202103-1478)
Netop Vision #& 43 Netop A & I — AN RSG0. RfE—MgE

BRI
Netop Vision Pro up to and including 9.7.1 F77E 1V Al #2Hl 45 =R

TR, IR FevEoR 2 B 3 B8 A B0 B 18 AR SRR B S I A2 LS b

RISCAE, i 2 BRI
HEl) i SRATH A T MB RN, PRI OE] 3T

https://www.netop.com/
7. Google Android FIFEEERIFIH (CNNVD-202103-153)

Google Android 723 H 4 T T Frk & B (Google) H—%&

PL Linux AZEAE R EAE R
Google Android/Pixel fF{EZ AU, IR T
sdp discovery.cc 7] sdp copy raw data )X E BT S5 R G 5% 40,

X ] g P BT RS AT -
HEl) i CRATTH AN T UMB RN, 4 T 3RIE %

https://source.android.com/security/bulletin/pixel/2021-03-01

8. MarkAny MaEPSBroker % A ¥ iE & R ® W

(CNNVD-202103-1441)
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MarkAny MaEPSBroker s& MarkAny FJ5 ) — MW HIET . A
AT FH PSR I, IR AT AR P A AR B R 5| I H 3 a3

MaEPSBroker 2.5.0.31 fFAEfI NS RN, 206 T T
brokerCommand Z- I AN IEAA R A S A A, 3 B0kl o 21 E N
Tl o

HAT) ST b T LME R IR, VB .

https://www.markany.com/eng/

1.4.2 SfEimEsEH

A HEfalwiFE 600 4y, HAbE SRR Sk 6 Frs.
#6 2021 % 3 HEfalwiFEp

FFe | IRFRE ] CNNVD %5 IR L5
Egavilan Media | CNNVD-202103-1003
Envato CNNVD-202103-1112
HPE CNNVD-202103-1255

CNNVD-202103-983
CNNVD-202103-981

MYBB FA
CNNVD-202103-940
CNNVD-202103-941
WordPress 3 | -\ NVD-202103-1086
e

CNNVD-202103-1116 | WordPress plugin Paid
CNNVD-202103-1153 | Memberships Pro SQL iF
CNNVD-202103-1117 | A%l
CNNVD-202103-1113 | (CNNVD-202103-1086)
Wordpress %4 | CNNVD-202103-1151
= CNNVD-202103-1120
CNNVD-202103-1163
CNNVD-202103-1119
CNNVD-202103-1129
CNNVD-202103-1127
Zetetic CNNVD-202103-1498
CNNVD-202103-1307
CNNVD-202103-1158
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CNNVD-202103-295

CNNVD-202103-290

CNNVD-202103-1726

CNNVD-202103-297

CNNVD-202103-287

2 | AR A

CNNVD-202103-1494

CNNVD-202103-1462

CNNVD-202103-1465

Bosch CNNVD-202103-1493
CNNVD-202103-1461
CNNVD-202103-1460
CNNVD-202103-1495

B CNNVD-202103-1395

Compass Plus

CNNVD-202103-1211

CNNVD-202103-888

Dell
CNNVD-202103-022
FastStone CNNVD-202103-1132
GE Grid
) CNNVD-202103-1011
Solutions
o CNNVD-202103-1689
CNNVD-202103-1662
Mantisbt CNNVD-202103-539
NTT
CNNVD-202103-847
TechnoCross
Privoxy [#1BA CNNVD-202103-673
SPDK #t[X CNNVD-202103-921
Secomea CNNVD-202103-516
Sourcecodester | CNNVD-202103-1727
CNNVD-202103-1376
TIBCO
CNNVD-202103-1314
Tenable
Network CNNVD-202103-306
Security
WordPress 3
PN CNNVD-202103-1165
Wordpress %4>
pA - CNNVD-202103-1130
pay

Xstream A

CNNVD-202103-1236

CNNVD-202103-1246

CNNVD-202103-1238

ZOHO

CNNVD-202103-1173

solarwinds

CNNVD-202103-1617

vmware

CNNVD-202103-1703

Dell SRS Policy Manager
AH i s 717
(CNNVD-202103-022)
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CNNVD-202103-1016

CNNVD-202103-1550

CNNVD-202103-1549

MANIFKR#E | CNNVD-202103-725
CNNVD-202103-908
CNNVD-202103-959
CNNVD-202103-909
Atlassian CNNVD-202103-1269
BEE CNNVD-202103-1387
Emerson CNNVD-202103-701
F5 CNNVD-202103-824
GNU #:[X CNNVD-202103-233
Grafana $236% | CNNVD-202103-1174
Micro Focus CNNVD-202103-1492
I CNNVD-202103-1343 | F5 BIG-IP #2471 &k
Netgear CNNVD-202103-733 | (CNNVD-202103-824)
CNNVD-202103-731
=B CNNVD-202103-1482
SonicWall CNNVD-202103-511
Veritas CNNVD-202103-017
Technologies | CNNVD-202103-015
N CNNVD-202103-965
CNNVD-202103-803
Basercms ZIFA | CNNVD-202103-1543
Dell CNNVD-202103-553
Eprints CNNVD-202103-018 _ )
BAE R % Invigo CNNVD-202103-1517 | Soniewall SMA100 fft
4 AN | Mariadb 342> | CNNVD-202103-1191 RSN
(CNNVD-202103-884)
Netgear CNNVD-202103-1560
Sonicwall CNNVD-202103-884
MANIFKRE | CNNVD-202103-1657
CNNVD-202103-1696
Accusoft CNNVD-202103-1692
CNNVD-202103-1690
CNNVD-202103-915
CNNVD-202103-914 Google Chrome 2 [X 4l
5 z%ﬁlz%% CNNVD-202103-916 N
" Adobe CNNVD-202103-894 |~ \\vD-202103-268)

CNNVD-202103-912

CNNVD-202103-893

CNNVD-202103-897

CNNVD-202103-896

Aruba

CNNVD-202103-1599
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BE

CNNVD-202103-1399

Corel

CNNVD-202103-1614

Esri

CNNVD-202103-1500

CNNVD-202103-1499

Facebook

CNNVD-202103-801

FastStone

CNNVD-202103-1149

CNNVD-202103-1135

CNNVD-202103-1136

CNNVD-202103-1134

Gl

CNNVD-202103-1235

CNNVD-202103-1279

CNNVD-202103-1276

CNNVD-202103-1254

GNU #:[X

CNNVD-202103-231

CNNVD-202103-235

Gigaset

CNNVD-202103-130

>
7
=

CNNVD-202103-136

CNNVD-202103-274

CNNVD-202103-299

CNNVD-202103-934

CNNVD-202103-298

CNNVD-202103-134

CNNVD-202103-273

CNNVD-202103-291

CNNVD-202103-268

Linux 3£ 42

CNNVD-202103-1223

CNNVD-202103-1071

CNNVD-202103-521

CNNVD-202103-522

MediaArea

CNNVD-202103-1098

K

CNNVD-202103-574

Mozilla J:4& 4>

CNNVD-202103-1319

CNNVD-202103-1348

CNNVD-202103-490

CNNVD-202103-1356

Netgear

CNNVD-202103-1360

CNNVD-202103-1353

CNNVD-202103-1352

CNNVD-202103-1350

CNNVD-202103-735

CNNVD-202103-1342

Privoxy [4]BA

CNNVD-202103-671

CNNVD-202103-672

16



Jogsp5a k¥

BEIJING NORMAL UNIVERSITY

JEHU K 27 W 4815 I8 22 4l i

Red Hat

CNNVD-202103-344

Schneider
Electric

CNNVD-202103-805

CNNVD-202103-828

CNNVD-202103-808

CNNVD-202103-806

CNNVD-202103-807

[EINES

CNNVD-202103-683

CNNVD-202103-695

CNNVD-202103-697

CNNVD-202103-698

MNITEE

CNNVD-202103-486

CNNVD-202103-810

CNNVD-202103-1372

CNNVD-202103-819

CNNVD-202103-1403

CNNVD-202103-813

CNNVD-202103-809

CNNVD-202103-817

CNNVD-202103-743

CNNVD-202103-789

CNNVD-202103-816

CNNVD-202103-882

CNNVD-202103-745

CNNVD-202103-769

Eclipse #£ 4%

CNNVD-202103-716

F5 CNNVD-202103-818
GitHub CNNVD-202103-246
Kong CNNVD-202103-1111
Qualcomm CNNVD-202103-046
o Microsoft Visual Studio J5
6 Ui In) 42 i) Red Hat CNNVD-202103-1219 R
R
L S CNNVD-202103-372
A amsting (CNNVD-202103-640)
Secomea CNNVD-202103-531
Il CNNVD-202103-977
Wordpress %4>
pA - CNNVD-202103-1164
pay
MAJFRF#E | CNNVD-202103-1001
BE CNNVD-202103-1386
Esri CNNVD-202103-1475
I - CNNVD-202103-1253 | Linux kernel & J§ 4 M4
Ve T S RO
7 T CNNVD-202103-1249 | ##iwH
PR
8 GNU #t[X CNNVD-202103-230 (CNNVD-202103-1576)
= CNNVD-202103-154
R

CNNVD-202103-935
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CNNVD-202103-159

CNNVD-202103-263

CNNVD-202103-933

CNNVD-202103-256

CNNVD-202103-161

CNNVD-202103-284

CNNVD-202103-272

CNNVD-202103-258

B NIGAIE

Bk

HedHat CNNVD-202103-343

Kopano CNNVD-202103-1708

Linux 3£4:4> | CNNVD-202103-1576
Openbsd CNNVD-202103-527
Qualcomm CNNVD-202103-028
CNNVD-202103-025

CNNVD-202103-1073
CNNVD-202103-238
MANIFRE CNNVD-202103-239
CNNVD-202103-740
CNNVD-202103-240
Adobe CNNVD-202103-792
CNNVD-202103-767

CZ.NIC CNNVD-202103-1636

a5 CNNVD-202103-1450

CNNVD-202103-1406

Corel CNNVD-202103-1595
Dell CNNVD-202103-557
ExpressVPN | CNNVD-202103-721
B CNNVD-202103-162
Linux 244> | CNNVD-202103-676

S CNNVD-202103-1150 | Adobe Creative Cloud

CNNVD-202103-1197

Open Source
Matters [\

CNNVD-202103-201

Packet Tide | CNNVD-202103-925
Privoxy [AIBA | CNNVD-202103-674
Quadbase CNNVD-202103-945
Qualcomm CNNVD-202103-031

Seth Vargo | CNNVD-202103-1732
TYPO3 CNNVD-202103-995
Weseek CNNVD-202103-700
CNNVD-202103-548

MANIFKR#E | CNNVD-202103-1218

CNNVD-202103-533

Desktop Application #i A\
B0 HE 1R R R
(CNNVD-202103-792)
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1. WordPress plugin Paid Memberships Pro SQL V& A\ JR7F
(CNNVD-202103-1086)
WordPress plugin Paid Memberships Pro /&  (WordPress) J1
M — AN R PR o 23S L oI s Mt BRSP4,
Bl 7=t B A T 8
Paid Memberships Pro versions prior to 2.5.6 f7{f SQL 7# A%
T, iR o VEIE B A B0k A R B B I8 R R € R B AT
& SQL 7%
HE e T LB RIRR, b ] 50k
https://www.paidmembershipspro.com/pmpro-update-2-5-6/
2. Dell SRS Policy Manager {f5 14 @JFIH (CNNVD-202103-022)
Dell SRS Policy Manager »& 35 [E# /R (Dell) 2 & )— N H K
o SEALRURFISE B I he
SRS Policy Manager 6. X fF{EZ 2w, ZRFEIE TH R E
¥ XML figtfr &5 £ A0 P2 F P 3244 (%) DTD fa A3 3047 R 88 IR 38 IE .
B 2 n] A IR O AR A - BB R G 30, JF rl R I il E
SRS 5%
HE eI T LB R IR, b ] 5%
https://www.dell.com/support/kbdoc/en-us/000183576/dsa-2021-045
-dell-emc-srs-policy-manager-security-update-for-external-entity-injectio

n-vulnerability
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3. F5BIG-IP AR (CNNVD-202103-824)
F5 BIG-IP 52 3¢ [H F5 2 /] )k &R 1 ML E B . N RS
Fr g MR IR MM AT 5
F5 BIG-IP A 1ERAU IR BRI, %IR8 T 3 R AR I 25 1 & 13
Bk, DA K H R SR 5 i P Hidls T A% i ElasticSearch A % 3
g
HE) HERAmTgab T LB EIRR, 4] 3RBEE%:
https://support.f5.com/csp/article/K34074377
4. Sonicwall SMA100 #fE R G ar&1EAIRIA (CNNVD-202103-884)
Sonicwall SMA100 /&3 [E Sonicwall 2 &] ) — 2K % 4= 15 1] I K
o
SonicWall SMA100 10.2.0.5 K58 FRRAAFAEERAE R G STEN
Wi, 12T O VFZE B A SR R B B “nobody ” I I B 43 1k
THIER G L.
HE) H AT T UMBEIRR, 4] 3RBEE%:
https://psirt.global.sonicwall.com/vuln-detail/ SNWLID-2021-0004
5. Google Chrome X & ixIFIH (CNNVD-202103-268)
Google Chrome 723 E A (Google) 7 FHI—2Kk Web 3% .
Google Chrome fF1E%AIwIA, ZIRIFAIET V8 Rk A NAF Ui
], Fevrg e Moy DA O i K HTML 00 $ AT 85 N AE 5 )
HE) HERAATgab T UMBEIRR, ] 35RBEE%:
https://chromereleases.googleblog.com/2021/03/stable-channel-upda
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te-for-desktop.html
6. Microsoft Visual Studio /5 B##JF{H (CNNVD-202103-640)

Microsoft Visual Studio #&3E {3k (Microsoft) 2w H—zK
RILBEMHERI 0, WRE—NEREEIIT R TASE, B0 ¥
ANERAE A= i TR i AR A ORER 2> T H . Git for Visual Studio &
P —A Git (AR IZER RS 7.

Git for Visual Studio f77EZ YRR . LA 72 b AR AR 52 21 520
Microsoft Visual Studio 2017 version 15.9 (includes 15.0 - 15.8),Mi
crosoft Visual Studio 2019 version 16.4 (includes 16.0 - 16.3),Micro
soft Visual Studio 2019 version 16.7 (includes 16.0 - 16.6),Micros
oft Visual Studio 2019 version 16.9 (includes 16.0 - 16.8),Microsoft
Visual Studio 2019 version 16.8 (includes 16.0 - 16.7)

HET BRI T MEE IR, 4] SREEE R

https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-21
300
7. Linux kernel BHEHEMIRIFIA (CNNVD-202103-1576)

Linux kernel 7&32 & Linux 3% 42 F IR EAE R4t Linux Fr{d
TN

Linux kernel before 5.11.9 f77E 5T E BLET I, MR T
drivers/vhost/vdpa.c BT H 57 W& B H — N oA HE

HET BRI T LMEE IR, 4] SREEE R

https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/commi
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t/?71d=f6bbf0010ba00415e90c7actfdebcOeec4bd3283b9
8. Adobe Creative Cloud Desktop Application i\ E4E RIRTH

(CNNVD-202103-792)

Adobe Creative Cloud Desktop Application s&3<[E B Lt (Ado
be) A HE]H)—EH THE Creative 252 SV PR A0 BN AR e AR 95
N FEFY o AR SRR [R2B AR S S L 8 B AR DL e g ) 7 b 5%
AT B 7

Adobe Creative Cloud Desktop Application 11.0.5 fF{E4i N5
UEEE BRI IR, B0t ) DUR FH i i B3 B2 335 T cookie HI & 356
UEFESE .

HE AT T LB EIRR, 4] 3RBEE%:

https://helpx.adobe.com/security/products/creative-cloud/apsb21-18.

html

=\ ERiRRER

A H IR 11186 4>, FHA{E BH AR MiwiF Ga R
100 4>, M2 2 B R4 (FEAAYETED 11086 4.
7 2021 4F 3 ARG

FFs RIE AL RS2
1 A E SRR bE) B RA R 8025
2 FigF 25 R RHH IR A A 1305
3 B A MEHE B ARG R A E 382
4 bt m 25 BHE ARG A A 164
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5 65 R AN XL A R A A 138
6 WP LR A TR A ] 130
7 I R ERE KRR R A A 106
8 B AR 45 BB A PR A 102
9 R EHLI A BR A A 65
10 WU A R AR B F AR A B TR A -
=
11 b E W 2B A R A A 50
12 KRG R ZEREEHRAF 46
13 WS BRI A R A A 44
» TR EARGR AT I W22 45E 29
=
15 AR AT A PR A =] 37
16 IR REEFAREFRAH 35
17 T4 2238 REEE 28 B A BR A ] 30
18 b REHT AR A 27
19 W& R A IR A A 26
20 W 5 I B RS A R A A 25
21 TR N7 E REARERA A 22
22 bR = 2 E R E R A A 21
23 I IHERAT I 28 B A TR A ] 21
24 7 22 P S B R ARG R A A 20
25 B A 2SN E 20
26 YT RIS (b 50 W4 22 e RHE A 50
H R A
. tREHERERLZEBARERA -
=il
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28 Abnt B A A 16
29 LR =NE EBARERAH 16
30 JIN S 2 A HAR AR A PR ] 16
31 Abnt e R R A R A A 15
32 LB S R R PR A 7 14
33 BUMER ZRHCA IR~ 7 11
34 AL HURBHA IR A A 10
35 | Jbmt K R R BAR A IR A A 9
36 IR N B TR 2 7] 9
37 FIHRILE R AR AR 8
38 M R 8
39 FER E BB PR A 7 7
40 FETAT MR AR A3 A R 7] 7
al #E%E%E%?ﬁ&ﬁ@%&& .
42 b5 1 SR A7 PR ] 6
43 | JERRAEMN S 2 A BARE R A 6
44 HH 3 A R T ITE AL B A R A F 6
45 TR 2 R AR A7 B A 7 5
46 MA 5
47 A R B 2R 0 F A PR ) 5
48 AL BN I R A TR A 7 4
19 %Eﬂﬁ@?%gﬁﬁ%%ﬁ@& ;
50 Y T P A BRI 25 A PR A 7 2
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51 LI 4 JE R B AR A B2 7] 2
52 IRYNES 2
53 FIBERRAEEHARARA A 2
54 N R AR B R GRA PRA A 1
55 HRFARA PR A B ARIR L = 1
56 AbatsE R R A F 1
57 L5 R BB A RA 1
58 m%fﬁ%‘imﬂiﬂ?d%gﬁﬁ%\ﬁl 25y |
59 FE=FPLEEREERAFA 1
60 b WS BRI A PR A 1
61 BRI B 75 22 AR A IR A ) 1
;8- 95878 6087

=\ EXREmE
3.1 F5 BIG-IP Z& IR KB

EH, EZRERBZAeRIAE (CNNVD) IE|%T F5 BIG-IP %
4% (CNNVD-202007-053. CVE-2020-5902) & HIki%. Mk
HAEARBAAI GO IR AT a2 QBN BRSCE . T 5 Bk )
M%5%5. F5 BIG-IP 15.1.0 A4S, 15.0.0 ARA, 14.1.0 lRAZR 14.1.2 ik
A, 13.1.0 BRAZ 13.1.3 fitAS, 12.1.0 AR 12.1.5 fitAs, 11.6.1 fix
RE 11.6.5 MAZELZA WAL ZILIFRE W, Hil, FSETCER
TR IR TG, @ P R A2 5 52 BRI, R
PRI AME Tt o
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D /‘/ o J)
D) ks
3 BEIJING NORMAL UNIVERSITY

JEHU K 27 W 4815 I8 22 4l i

RN A

F5 BIG-IP /2 3£ [ F5 A ) i — 3K 1 4 s e 3L S AR 7
ZAREH. NSRRI NI A& . F5 BIG-IP FAFAE %4
ISR o Mok & AT AE R AL AE O T,  Ir)IIR LTHD R (917 SR A,
MTZEREAT A4 B EIMBR S, TR Bk IR 55 S5 #R 1E

SEER W

F5 BIG-IP 15.1.0 fiAS, 15.0.0 A, 14.1.0 fRA S 14.1.2 FA,
13.1.0 iR 2 13.1.3 iR, 12.1.0 AR 12.1.5 fA, 11.6.1 A S
11.6.5 WA SE 2 R AR 52 MR T 52 )

ABEEN

HAT, F5 B Qg kA T BRIRN T HhRA, B0 L
il e & 2 BRIER I, RPCRBUEAME . RRCA T g itn T

BIG-IP 15.x: 15.1.0.4

BIG-IP 14.x: 14.1.2.6

BIG-IP 13.x: 13.1.3.4

BIG-IP 12.x: 12.1.5.2

BIG-IP 11.x: 11.6.5.2

BTGk an

https://support.f5.com/csp/article/K52145254
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3.2 Microsoft Exchange 2/~ % &K 1H K T Z

EH, BEEEEZ2RIEE (CNNVD) 2] % T Microsoft
Exchange 2 ™% IFTE OLHRIE, H A3 Microsoft Exchange %
4 (CNNVD-202103-192. CVE-2021-26855)+ Microsoft Exchange
22 4RI (CNNVD-202103-191, CVE-2021-26857) 5% /M4 AR .
FC) A FH il iR et 2 7T DAEE H AR R G P SRR E B BAER
. AT EEARISEE . Microsoft Exchange 2010+ Microsoft Exchange
2013+ Microsoft Exchange 2016+ Microsoft Exchange 2019 5 hit K15 5%
IiFsZm . HAl, WERE T ekma TR 7 EdRiRE, EWHP &
AN 5 52 BT 2, S PR B AN it o

IR A

Microsoft Exchange Server #& 3 E 3 (Microsoft) 2 F ] —%&
BT IR AR o ERR PR A A R, TEE R, It
RS iprine BTl
1 . Microsoft Exchange % 4 & i ( CNNVD-202103-192 .
CVE-2021-26855):

Wi i MyiE % & HTTP 63K, Jfilid Exchange Server #47 &
Wik, HETHHN M, SREH P BURME B
2 . Microsoft Exchange % 4 & i ( CNNVD-202103-191 .
CVE-2021-26857):

Wi Al Mg R R, AR S R SRR, AT AT AR R A RS
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I Ih A 1 Z A 75 2 Exchange & B AR, B RE EEC A HAth IR A
}EHD
3 . Microsoft Exchange % 4 i W] ( CNNVD-202103-189 .

CVE-2021-26858) (CNNVD-202103-188. CVE-2021-27065):

Wi # it Exchange k5528 3047 S S0 Uk f5 . ] DARI A )RR
P NS 2% L AT R 4%

JEEK W

FCE A IR ] B Bk 3 W] BAAE H A8 R G 3R iU B BT
B OO . AT % B AR & . Microsoft Exchange 2010 . Microsoft
Exchange 2013 . Microsoft Exchange 2016, Microsoft Exchange 2019

S RRAS 1Y) 52 R R

BREEWR

HHT, WACE T eRAAAN TIEE T EiRisR, @800 kA
e 52 BRI R, RPRCR A HME -
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/
CVE-2021-26855
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/
CVE-2021-26857
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/

CVE-2021-26858
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-26855
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-26855
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-26857
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-26857
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-26858
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-26858
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/

CVE-2021-27065
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