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5 1) reRECE AR O 1 Fros, Google 23w il ik 2]

171, SR IRESEER 10.17%.

*1 202145 HHREHT ) g 2wl gt &

Fs IE REAKE (4 | Frdtsl
1 Google 171 10.17%
2 WordPress &% 82 4.88%
3 Apple 77 4.58%
4 IBM 74 4.40%
5 Microsoft 61 3.63%
6 Cisco 60 3.57%
7 Adobe 42 2.50%
8 Foxit 35 2.08%
9 Linux B&% 33 1.96%
10 JetBrains 28 1.66%

1.2. 2 iR~ @5

5 HERBE ARG IRFASTE AR 2 Frs. 4 H Windows 10

AR R, 30224, & EREERGNR SRR 16.42%, H4

St
e

£ 2 2021 4F 5 H F#AE R IRIAEES T

FF 5 BIERZ LR IR E
1 Windows 10 22
2 Windows Server 2019 13
3 Windows Server 2016 9
4 Windows Server 2012 9
5 Windows Server 2012 R2 9
6 Windows 8.1 9
7 Windows Rt 8.1 8
8 Windows Server 2008 7
9 Windows Server 2008 R2 7
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10 Windows 7 8
11 Android 27
12 Linux Kernel 6

1.2.3 miEXB S

5 A RATIIRTRAR A iR 3 o, Herp G2 b XA R RN TR Py

5 el oK, 218 13.91%.
32021 4 5 ARG R

F5 b/ EEEil| RAKE (4N | Frb sl
1 ZHX IR 234 13.91%
2 5 i A 194 11.53%
3 R AG ) 105 6.24%
4 BWANKIEEER 86 5.11%
5 RREEER 86 5.11%
6 M 65 3.86%
7 A B 7R 48 2.85%
8 T AR 40 2.38%
9 PR o] #0375 (8] 4= 4 [a) 37 2.20%
10 mEN 36 2.14%
11 B uh1E sk fhis 33 1.96%
12 SQL JEA 28 1.66%
13 T o) $5 ) fER 26 1.55%
14 HRIZB A 26 1.55%
15 BERGEGSEAN 25 1.49%
16 LRI a) 24 1.43%
17 FEEEEm 22 1.31%
18 REGEN 20 1.19%
19 FEN 11 0.65%
20 Hnzg o) & 10 0.59%
21 THEEMFEE 7 0.42%
22 RIS [B) 7R 5 0.30%
23 SECEN 3 0.18%
24 HEEEME 2 0.12%
25 EERE 1 0.06%
26 BT R ER 1 0.06%
27 IR ) 1 0.06%
28 fCE = 1 0.06%
29 HAh 505 30. 02%
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1.3.2 | HEERlR

5 iRz BI5 0w EaEm i+ M T giit, 2o Google.
WordPress 242> Apple %14’k 663 2RI, A H I &
K 39.42%, INIAIBHE %N 97.89%, VEAIEHLILE 4. 24
P07 2 A PR A, R RIS B LR A, Horf WordPress 2
42>, Microsoft. Cisco. Adobe. Foxit. JetBrains 25\ w5 A H J§IAE

5N 100%, 3t 649 &IRiFC 2B E.
F£4 202145 H) mBEEHLAITR

1 Google 171 170 99.42%
2 WordPress &% 82 82 100.00%
3 Apple 77 76 98.70%
4 IBM 74 66 89.19%
5 Microsoft 61 61 100.00%
6 Cisco 60 60 100.00%
7 Adobe 42 42 100.00%
8 Foxit 35 35 100.00%
9 Linux €% 33 29 87.88%
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FF% | IRIARE ;] CNNVD %5 IR L1
Artica CNNVD-202105-339
Control Web
Panel #1:[X CNNVD-202105-1229
KonaWiki CNNVD-202105-795
Wordpress &4 | CNNVD-202105-1146
= CNNVD-202105-975
Zzcms [B1BA CNNVD-202105-1491 .
. N IJFR#% | CNNVD-202105-1470 | ordPress Wﬁ': SaL 7k
! SQL FEA CNNVD-202105-244 S
(CNNVD-202105-975)
CNNVD-202105-245
CNNVD-202105-778
CNNVD-202105-242
CNNVD-202105-241
CNNVD-202105-235
CNNVD-202105-243
CNNVD-202105-857
Artica CNNVD-202105-343
BMC Software | CNNVD-202105-1274
Emerson CNNVD-202105-1239
Golo CNNVD-202105-779
KonaWiki CNNVD-202105-794
Re-Logic CNNVD-202105-1484 SolarWinds Network
9 AT i SolarWinds CNNVD-202105-1314 Performa‘nce ‘Mc‘)flitor 1R
Wordpress #£4: | CNNVD-202105-250 5 ) e V)
= CNNVD-202105-974 (CNNVD-202105-1314)
Zebra
Technologies | CNNVD-202105-709
MNANFFRE | CNNVD-202105-966
CNNVD-202105-834
CNNVD-202105-1670
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CNNVD-202105-292

CNNVD-202105-1519

CNNVD-202105-044

CNNVD-202105-697

CNNVD-202105-239

CNNVD-202105-831

3 | BB

ASUS CNNVD-202105-277
Cisco CNNVD-202105-221
HPE CNNVD-202105-111
IBM CNNVD-202105-992

CNNVD-202105-1939

Libre Wireless

CNNVD-202105-046

Cisco SD-WAN vManage
Software AL il @ i
(CNNVD-202105-221)

%

Mesalabs CNNVD-202105-1780
CNNVD-202105-1776
Cisco CNNVD-202105-226
CNNVD-202105-225 Cisco HyperFlex HX Data
y BIE RS JetBrains CNNVD-202105-691 Platform #:1F &%t am 4%
A EN Netgear CNNVD-202105-1401 NI
MANIFKR#E | CNNVD-202105-712 (CNNVD-202105-225)
CNNVD-202105-1210
3S-Smart CNNVD-202105-1625
Software CNNVD-202105-1634
Solutions CNNVD-202105-1622
CNNVD-202105-1623
Amazon CNNVD-202105-043
Gentoo #:4:%> | CNNVD-202105-115
Homebrew
Formulae CNNVD-202105-275
Linux 44> | CNNVD-202105-1646
CNNVD-202105-1642
p— Mercedes Benz | CNNVD-202105-851 | Qualcomm #411F4E00X 4
5 CNNVD-202105-852 el

Moxa

CNNVD-202105-496

CNNVD-202105-495

Pulse Secure

CNNVD-202105-1009

Qualcomm CNNVD-202105-029
Tenda CNNVD-202105-382
CNNVD-202105-380
CNNVD-202105-384
CNNVD-202105-381

NIV &2 CNNVD-202105-1380

CNNVD-202105-106

CNNVD-202105-1378

(CNNVD-202105-029)
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CNNVD-202105-1373
CNNVD-202105-176

CNNVD-202105-1374
CNNVD-202105-1386
CNNVD-202105-1372
CNNVD-202105-1376
CNNVD-202105-1382

WAGO CNNVD-202105-829 Wordpress it 4x4x
5 V4] | Wordpress 4 themegrill-demo-importer
R £ CNNVD-202105-188 U 7] 328 i 1 U T
MNIF K CNNVD-202105-240 (CNNVD-202105-188)
Gentoo 44> | CNNVD-202105-095 . "
e o et ) Microsoft HTTP.sys %5
. T Microsoft CNNVD-202105-588 e
LTt Qualcomm CNNVD-202105-007 N
- (CNNVD-202105-588)
MNNIF R CNNVD-202105-1393
Mercedes Benz | CNNVD-202105-850
Metinfo CNNVD-202105-1501 Qual T
ualicomm %4 W1
o | MAKIE | Qualcomm | CNNVD-202105-031 s e
RN YA
iR MNMATJFE# | CNNVD-202105-097 "

(CNNVD-202105-031)

CNNVD-202105-194
CNNVD-202105-119

1. WordPress #iff SQL{EAIRIA (CNNVD-202105-975)

WordPress fiff+& WordPress JTJ 11— 3 1F

Car Seller - Auto Classifieds Script WordPress plugin 2.1.0 iz 4s
ZHT A AFAE SQL {ENIR I, & 43 56 Uk AR 28 5 40 56 IE /Y FH 7
order_id POST 24/ SQL i 1 I &l 2 Hil, '3 3 SQL FEN [ il .

HAT e RA T AN T MBI, #b T 3RBEE R

https://wpscan.com/vulnerability/f35d6ab7-dd52-48b3-a79c-3189edf

24162
2. SolarWinds Network Performance Monitor 1t 7% |4 &% ¥ VA
(CNNVD-202105-1314)

Solarwinds SolarWinds Network Performance Monitor (NPM) &
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3% [# SolarWinds 23 & i — K M PERE MR AL 2, BN H 28 BiL

IR A i A FR A IR AR TS . ERER up/down JIRZS . S 43 A1
HIERE A I E TIRE .

SolarWinds Network Performance Monitor f77F % 4w, 1%
Wi (] SolarWinds [ 2% M B IS AR % %2 3% EHAT

Py

FVFR AR B & A 525

(ERSYAMER
HEl) i CRATTH AN T UMB RN, 4 T 3R %

https://documentation.solarwinds.com/en/success_center/sam/conten

t/release _notes/sam_2020-2-5 release notes.htm
3. Cisco SD-WAN vManage Software #% X 8 & K IH

(CNNVD-202105-221)
Cisco SD-WAN vManage Software 5&3% [E £l (Cisco) A H]—

T SD-WAN  CERAH5E U I itk 7 R BB AR A
Cisco SD-WAN vManage Cluster {7755 A 7] BRI , G2 FE B 5 3

A PLGEI SRR B I AT M RE B 2 v e Mo AR $2 7152

SN R G0 R o
HEl) w CRATTH AN T UMB RN, 4 T 3RIE %

https://tools.cisco.com/security/center/content/CiscoSecurity Advisor

y/cisco-sa-sd-wan-vmanage-4TbynnhZ
4. Cisco HyperFlex HX Data Platform #{E RSy 1FENIRIH

(CNNVD-202105-225)
Cisco HyperFlex HX Data Platform 7&3€ [ £} (Cisco) A& fH)—
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MRS S PNV R I EAENE, TR, At AN A f
HIIfE.

Cisco HyperFlex HX Data Platform f#{E#:1E RS an 21 ENIRIA,
IR 0 VF R 28 B 43 B0 UIE 11328 R B 25 PRAT X 52 5 1 B B 45 0T A
ENTH

HET BRI T MEEIRR, 4] SREUEE %

https://tools.cisco.com/security/center/content/CiscoSecurity Advisor
y/cisco-sa-hyperflex-rce-TjjNrkpR

5. Qualcomm AMFZFXH RN (CNNVD-202105-029)

Qualcomm 2% EEi#E (Qualcomm) & F—/NHM. 2
Al i % DB A E R

B A A AE 2 AR IR T S 40 RTCP 2 i 22 i
R, 2R RTCP Eda i iR R, AR e e BUA /M i
Mo PLR A i MR 52 B0 . APQ8009, APQ8009W, APQS8017,
APQS8037, APQ8053, APQ8084, APQ8096AU, AQT1000, ARS8151,
CSR6030, CSRB31024, MDM8207, MDM9150, MDM9205, MDM9206,
MDM9207, MDM9250, MDM9607, MDM9625, MDM9628,
MDM9635M, MDM9640, MDM9645, MDM9650, MDM9655,
MSM8108, MSM8208, MSM8209, MSM8608, MSM8909W, MSM8917,
MSM8920, MSM8937, MSM8940, MSMSE953,  MSMS8I76,
MSM8976SG, MSM8996AU, PM215, PM3003A, PM439, PM456,

PM6125, PM6150, PM6150A, PM6150L, PM6250, PM6350, PM640A,
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PM640L, PM640P, PM660, PM660A, PM660L, PM670, PM670L,
PM7150A, PM7150L, PM7250, PM7250B, PM8004, PM8005, PM8008,
PMS8009, PMS8019, PMS8150, PMS8150A, PMS8I150B, PMS8150C,
PMS8150L, PM8250, PM855, PM855A, PM855B, PMS855L, PMS855P,
PMS8909, PM8916, PM8937, PM8940, PM8952, PM8953, PMS8956,
PMS8996, PMS8998, PMCI1000H, PMD9607, PMD9635, PMD9645,
PMD9655, PMD9655AU, PME605, PMI632, PMI8937, PMIS940,
PMIS952, PMIS994, PMI8996, PMI8998, PMKS8001, PMKS002,
PMKS8003, PMMS855AU, PMMS8996AU, PMR525, PMR735A,
PMR735B, PMW3100, PMX20, PMX24, PMX50, PMX55, QAT3514,
QAT3516, QAT3518, QAT3519, QAT3522, QAT3550, QAT3555,
QATS5515, QATS5516, QATS5522, QAT5533, QBT1000, QBT1500,
QBT2000, QCA4004, QCA4020, QCA6174A, QCA6310, QCA6320,
QCA6335, QCA6390, QCA6391, QCA6420, QCA6421, QCA6426,
QCA6430, QCA6431, QCA6436, QCA6564A, QCA6564AU, QCA6574,
QCA6574A, QCA6574AU, QCA6584, QCA6584AU, QCA6595,
QCA6595AU, QCA6694, QCA6694AU, QCA6696, QCA8337,
QCA9367, QCA9377, QCA9379, QCC1110, QCM4290, QCM6125,
QCS410, QCS4290, QCS603, QCS605, QCS610, QCS6125, QDM2301,
QDM2302, QDM2305, QDM2307, QDM2308, QDM2310, QDM3301,
QDM5620, QDM5621, QDMS5650, QDM5652, QDM5670, QDMS5671,

QDMS5677, QDM5679, QET4100, QET4101, QET4200AQ, QET5100,
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QET5100M, QET6100, QET6110, QFE1035, QFE1040, QFE1045,
QFE1100, QFE2080FC, QFE2081FC, QFE2082FC, QFE2101, QFE2340,
QFE2520, QFE2550, QFE3100, QFE3320, QFE3335, QFE3340,
QFE3345, QFE3440FC, QFE4301, QFE4302, QFE4303, QFE4305,
QFE4308, QFE4309, QFE4320, QFE4373FC, QFE4455FC, QFE4465FC,
QFS2530, QFS2580, QLN1020, QLN1021AQ, QLN1030, QLN1031,
QLN1035BD, QLNI1036AQ, QLN4640, QLN4642, QLN4650,
QLN5020, QLN5030, QLN5040, QPA2625, QPA4340, QPA4360,
QPA4361, QPAS5373, QPA5460, QPA5580, QPAS581, QPA6560,
QPA8673, QPAS8675, QPA8686, QPA8S01, QPA8802, QPAS803,
QPAS8821, QPA8842, QPM2630, QPM4650, QPM5620, QPMS5621,
QPM5657, QPM5658, QPM5670, QPM5677, QPM5679, QPM6582,
QPM6585, QPMS8820, QPMS830, QPMS8870, QPMS8895, QSM7250,
QSW6310, QSWS8573, QSW8574, QTC410S, QTCS00H, QTCS800S,
QTCS800T, QTC801S, QTM525, QTM527, Qualcomm215, RGR7640AU,
RSW8577, SA415M, SA515M, SA8155, SA8155P, SC8180X+SDX55,
SD 455, SD 636, SD 675, SD 8C, SD 8CX, SD205, SD210, SD429,
SD439, SD450, SD480, SD632, SD660, SD665, SD670, SD675, SD67S,
SD690 5G, SD710, SD712, SD720G, SD730, SD750G, SD765, SD765G,
SD768G, SD820, SD821, SD835, SD845, SD850, SD855, SD865 5G,
SD870, SDM630, SDR051, SDR052, SDR105, SDR660, SDR660G,

SDR675, SDR735, SDR735G, SDR&8150, SDR8250, SDR845, SDR865,
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SDW2500, SDW3100, SDX20, SDX24, SDX50M, SDX55, SDX55M,
SDXRI1, SDXR2 5G, SM6250, SM6250P, SM7250P, SMBI1351,
SMB1355, SMB1357, SMB1358, SMB1360, SMB1380, SMB1381,
SMB1390, SMB1395, SMBI1396, SMB231, SMB2351, SMB358,
SMB358S, SMR525, SMR526, WCD9306, WCD9326, WCD9330,
WCD9335, WCD9340, WCD9341, WCD9360, WCD9370, WCD9371,
WCD9375, WCD9380, WCD9385, WCN3610, WCN3615, WCN3620,
WCN3660, WCN3660B, WCN3680, WCN3680B, WCN3910,
WCN3950, WCN3980, WCN3988, WCN3990, WCN3991, WCN3998,
WCN6850, WCN6851, WCN6855, WCN6856, WFR1620, WGR7640,
WHS9410, WSA8810, WSAS8815, WSA8830, WSAS8835, WTR1625,
WTR2955, WTR2965, WTR3905, WTR3925, WTR3950, WTR4605,
WTR4905, WTR5975, WTR6955 .

HAT W eRA AN T MEE eI, b T SRR

https://www.qualcomm.com/company/product-security/bulletins/ma
y-2021-bulletin

6. Wordpress 3£ &< themegrill-demo-importer 7 |a] % #] 4 1%
JIA (CNNVD-202105-188)

WordPress & Wordpress #4211 —&# H PHP 1& 5 H &K %
F&. % B 3HFE PHP M1 MySQL HI ik 954 286 N Rl
WordPress ffiff & WordPress H-J& 11—~ H #di 1

themegrill-demo-importer 1.6.3 Z HIRATEE 2T, 1%V
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T IB BRI e I AN B Bk

HET BRI T MEEIRR, 4] SREEE R

https://github.com/themegrill/themegrill-demo-importer/commit/564
d8496d110d10f6aab4798eeec7ddefc81bdd2

7. Microsoft HTTPsys % JH & ®H & R ® W

(CNNVD-202105-588)

Microsoft HTTP.sys & 32 [E {3 # (Microsoft) 2 &) [ —> W FH B
Wo HTTP R

HTTP.sys {7 1E Bt I B ERIRIA o« LR 72 il A0 RAS 32 31 5200«
Windows 10 Version 2004 for 32-bit Systems,Windows 10 Version 2004
for ARM64-based Systems,Windows 10 Version 2004 for x64-based
Systems, Windows Server, version 2004 (Server Core
installation),Windows 10 Version 20H2 for x64-based Systems,Windows
10 Version 20H2 for 32-bit Systems,Windows 10 Version 20H2 for
ARMG64-based Systems,Windows Server, version 20H2 (Server Core
Installation).

HET BRI A T LMEE IR, 4] SREEE %

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/
CVE-2021-31166

8. Qualcomm AFBAKIESHIRIEH (CNNVD-202105-031)

Qualcomm 2% E & (Qualcomm) & —NHMA. 2
vl v % DB A E A

15
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e AT AR A S N SR E R TR, 1 TR AN IR A K A A
SDES . PLF7= 5 R SZ 50 APQ8009, APQ8009W, APQ8017,
APQ8037, APQS8053, APQ8084, APQ8096AU, AQTI1000, AR6003,
ARS8151, CSR6030, CSRB31024, MDM8207, MDMS8215, MDMS8215M,
MDMS8615M, MDM9150, MDM9205, MDM9206, MDM9207,
MDM?9215, MDM9230, MDM9250, MDM9310, MDM9330, MDM9607,
MDM9615, MDM9615M, MDM9625, MDM9628, MDM9630,
MDM9635M, MDM9640, MDM9645, MDM9650, MDM9655,
MSM8108, MSM8208, MSM8209, MSM8608, MSM8909W, MSM8917,
MSM8920, MSMS8937, MSM8940, MSM8953,  MSMS8976,
MSM8976SG, MSM8996AU, PM215, PM3003A, PM439, PM456,
PM6125, PM6150, PM6150A, PM6150L, PM6250, PM640A, PM640L,
PM640P, PM660, PM660A, PM660L, PM670, PM670L, PM7150A,
PM7150L, PM7250, PM7250B, PM8004, PM8005, PM8008, PM8009,
PM8018, PMS8019, PMS8I150, PMS8I50A, PMS8I150B, PM8150C,
PMS8150L, PM8250, PM8350, PM855, PM855A, PM855B, PMS855L,
PMB855P, PM8909, PM8916, PM8937, PM8940, PM8952, PM8953,
PM8956, PM8996, PM8998, PMCI1000H, PMD9607, PMD9635,
PMD9645, PMD9655, PMD9655AU, PME605, PMI632, PMI8937,
PMI8940, PMIS8952, PMI8994, PMI8996, PMI8998, PMKS001,
PMK8002, PMMS855AU, PMMBS8996AU, PMRS525, PMR735A,

PMW3100, PMX20, PMX24, PMX50, PMXS5, QAT3514, QAT3516,

16



PE T BT
BEIJING NORMAL UNIVERSITY jtﬁumﬁﬁ%méﬁ{g‘%‘ﬁéﬁg?

QAT3518, QAT3519, QAT3522, QAT3550, QAT3555, QATS51S,
QAT5516, QATS5522, QATS5533, QBT1000, QBTI1500, QBT2000,
QCA4004, QCA4020, QCA6174, QCA6174A, QCA6234, QCA6310,
QCA6320, QCA6335, QCA6390, QCA6391, QCA6420, QCAG6421,
QCA6426, QCA6430, QCA6431, QCA6436, QCA6564A, QCA6564AU,
QCA6574, QCAG6574A, QCA6574AU, QCA6584, QCAG6584AU,
QCA6595, QCA6595AU, QCA6694, QCAG6694AU, QCAG6696,
QCA8337, QCA9367, QCA9377, QCA9379, QCCI1110, QCM4290,
QCM6125, QCS410, QCS4290, QCS603, QCS605, QCS610, QCS6125,
QDM2301, QDM2302, QDM2305, QDM2307, QDM2308, QDM2310,
QDM3301, QDM5620, QDM5621, QDM5650, QDM5652, QDMS5670,
QDM5671, QDM5677, QDM5679, QET4100, QET4101, QET4200AQ,
QET5100, QET5100M, QET6110, QFE1035, QFE1040, QFE1045,
QFE1100, QFE2080FC, QFE2081FC, QFE2082FC, QFE2101, QFE2340,
QFE2520, QFE2550, QFE3100, QFE3320, QFE3335, QFE3340,
QFE3345, QFE3440FC, QFE4301, QFE4302, QFE4303, QFE4305,
QFE4308, QFE4309, QFE4320, QFE4373FC, QFE4455FC, QFE4465FC,
QFS2530, QFS2580, QLN1020, QLN1021AQ, QLN1030, QLN1031,
QLN1035BD, QLNI1036AQ, QLN4640, QLN4642, QLN4650,
QLN5020, QLN5030, QLN5040, QPA2625, QPA4340, QPA4360,
QPA4361, QPAS5373, QPA5460, QPA5580, QPA6560, QPAS673,

QPA8675, QPAS686, QPASS01, QPA8802, QPASS803, QPASS2I,
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QPAS8842, QPM2630, QPM4650, QPM5620, QPM5621, QPM5657,
QPM5658, QPM5670, QPM5677, QPM5679, QPM6582, QPM6585,
QPMS8820, QPMS8830, QPM8870, QPMS8895, QSM7250, QSW6310,
QSW8573, QSW8574, QTC410S, QTCS00H, QTC800S, QTCS00T,
QTC801S, QTM525, QTM527, Qualcomm215, RGR7640AU, RSW8577,
SA415M, SA515M, SA8155, SA8155P, SC8180X+SDX55, SD 455, SD
636, SD 675, SD 8C, SD 8CX, SD205, SD210, SD429, SD439, SD450,
SD632, SD660, SD665, SD670, SD675, SD678, SD710, SD712,
SD720G, SD730, SD765, SD765G, SD768G, SD820, SD821, SD835,
SD845, SD850, SD855, SD865 5G, SD870, SD888 5G, SDMG630,
SDRO51, SDR052, SDR105, SDR660, SDR660G, SDR675, SDR735,
SDR8150, SDR8250, SDR845, SDR865, SDW2500, SDW3100, SDX20,
SDX24, SDX50M, SDX55, SDX55M, SDXR1, SDXR2 5G, SM6250,
SM6250P, SM7250P, SMB1350, SMBI351, SMBI1355, SMBI357,
SMB1358, SMBI1360, SMB1380, SMB1381, SMB1390, SMB231,
SMB2351, SMB358, SMB358S, SMR525, SMR526, SMR545, SMR546,
WCD9306, WCD9326, WCD9330, WCD9335, WCD9340, WCD9341,
WCD9360, WCD9370, WCD9371, WCD9375, WCD9380, WCD9385,
WCN3610, WCN3615, WCN3620, WCN3660, WCN3660B, WCN3680,
WCN3680B, WCN3910, WCN3950, WCN3980, WCN3988, WCN3990,
WCN3991, WCN3998, WCN6850, WCN6851, WCN6855, WCN6856,

WFR1620, WGR7640, WHS9410, WSA8810, WSA8815, WTRI1605,
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WTR1605L, WTR1625, WTR2955, WTR2965, WTR3905, WTR3925,
WTR3950, WTR4605, WTR4905, WTR5975, WTR6955
HET BRI T LMEE IR, 4] SREEE R
https://www.qualcomm.com/company/product-security/bulletins/ma

y-2021-bulletin

1.4.2 SfEimEsEH

A HEERRL 617 4>, Horp 5 SRR SEB AR 6 Fras.

#£6 2021 %5 A E a5

FFS | IRIARE ] CNNVD %5 JeR L4
) CNNVD-202105-237
Cisco
CNNVD-202105-236
Hexagon CNNVD-202105-653
IBM CNNVD-202105-1404
Liferay CNNVD-202105-806
. CNNVD-202105-355 HB%El Cisco Unified
OpenEMR #:[X L
1 SQL HEA CNNVD-202105-334 | Communications Manager
Progress CNNVD.202105.1223 SQL 7 A I
Software ) i (CNNVD-202105-236)
WordPress %
JoN CNNVD-202105-1299
Word R4
OTERTESS T | CNNVD-202105-1148
=~
MNAFK# | CNNVD-202105-1508
3S-Smart
Software CNNVD-202105-051
Solutions
Admidio CNNVD-202105-1324
Antisip CNNVD-202105-781 Rockwell Automation
) Bitdefender | CNNVD-202105-1225 | Connected Components
2 | femim omponen's
CNNVD-202105-214 | Workbench A i) f s e
CNNVD-202105-218 (CNNVD-202105-805)
) CNNVD-202105-217
Cisco
CNNVD-202105-152
CNNVD-202105-215
CNNVD-202105-216
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CNNVD-202105-219

Django %44

CNNVD-202105-092

Elasticsearch

CNNVD-202105-288

FFmpeg 1B\

CNNVD-202105-1649

Google

CNNVD-202105-957

CNNVD-202105-880

CNNVD-202105-901

CNNVD-202105-888

CNNVD-202105-902

CNNVD-202105-951

CNNVD-202105-941

CNNVD-202105-875

CNNVD-202105-997

CNNVD-202105-871

IBM

CNNVD-202105-064

Jenkins

CNNVD-202105-559

CNNVD-202105-1591

JetBrains

CNNVD-202105-685

CNNVD-202105-665

Linux 3£ 44

CNNVD-202105-1661

MOXA CNNVD-202105-510
Overwolf | CNNVD-202105-1348
Rockwell
_ CNNVD-202105-805
Automation
B CNNVD-202105-846
Teradici
CNNVD-202105-819
Ubiquiti CNNVD-202105-1194
Windscribe | CNNVD-202105-501
CNNVD-202105-261
Wordoress ti |_CNNVD-202105-991
OTERTESS EE [ CNNVD-202105-262
= CNNVD-202105-263
CNNVD-202105-257
CNNVD-202105-1388
CNNVD-202105-1384
\ CNNVD-202105-352
NI RE
CNNVD-202105-1196
CNNVD-202105-1192
CNNVD-202105-1398
Apache 342 | CNNVD-202105-1589 N
Atlassian CNNVD-202105-476 | ed Hat OpensShift GitOps
NN | - - NN NN
3 B Commscope CNNVD-202105-1785 AR
P (CNNVD-202105-1288)
Dell CNNVD-202105-124
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IBM CNNVD-202105-982
JetBrains CNNVD-202105-688
Liferay CNNVD-202105-609
PAX CNNVD-202105-341
Red Hat CNNVD-202105-1288
Trend Micro CNNVD-202105-298
Versa
Networks CNNVD-202105-1714
WordPress
PN CNNVD-202105-980
CNNVD-202105-987
CNNVD-202105-979
Wordpress %4 CNNVD-202105-983
~ CNNVD-202105-984
CNNVD-202105-981
CNNVD-202105-985
CNNVD-202105-986
CNNVD-202105-727
WNIV-E CNNVD-202105-273
CNNVD-202105-792
Adobe CNNVD-202105-716
CNNVD-202105-141
CNNVD-202105-1279
Cisco CNNVD-202105-209
CNNVD-202105-1297
. CNNVD-202105-1298 | Adobe After Effects #{E
BAERR A A N YR
4 AN EyesOfNetwork SNV G ARG fn L TENIN
X (CNNVD-202105-716)
Hongdian CNNVD-202105-281
IBM CNNVD-202105-1402
Pulse Secure CNNVD-202105-190
Sonicwall CNNVD-202105-1820
WiV & CNNVD-202105-125
3S-Smart CNNVD-202105-1627
Software
Solutions CNNVD-202105-1620
CNNVD-202105-603 .
SRR B CNNVD-202105-741 Mlcros;)Tt Inteﬂrrf:‘t Explorer
> S CNNVD-202105-598 R R
(CNNVD-202105-587)
Adobe CNNVD-202105-601

CNNVD-202105-748

CNNVD-202105-736

CNNVD-202105-749
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CNNVD-202105-738

CNNVD-202105-606

CNNVD-202105-742

CNNVD-202105-740

Apple

CNNVD-202105-1564

CNNVD-202105-060

CNNVD-202105-1448

CNNVD-202105-1526

CNNVD-202105-1446

CNNVD-202105-1567

CNNVD-202105-1568

CNNVD-202105-1558

CNNVD-202105-1569

CNNVD-202105-1574

CNNVD-202105-1566

CNNVD-202105-004

CNNVD-202105-1534

CNNVD-202105-1532

CNNVD-202105-1450

CNNVD-202105-1573

CNNVD-202105-1533

CNNVD-202105-1544

Arch

CNNVD-202105-1684

Cisco

CNNVD-202105-227

CNNVD-202105-228

Delta
Electronics

CNNVD-202105-090

Epic Games

CNNVD-202105-1214

FFmpeg 15\

CNNVD-202105-1497

CNNVD-202105-1819

Foxit

CNNVD-202105-707

CNNVD-202105-309

CNNVD-202105-320

CNNVD-202105-371

CNNVD-202105-378

CNNVD-202105-368

CNNVD-202105-313

GNU #:[X

CNNVD-202105-1193

CNNVD-202105-1190

CNNVD-202105-1117

CNNVD-202105-1191

CNNVD-202105-1106

CNNVD-202105-1124
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CNNVD-202105-1114

CNNVD-202105-1125

CNNVD-202105-1110

CNNVD-202105-1113

CNNVD-202105-1105

CNNVD-202105-1134

CNNVD-202105-1185

CNNVD-202105-1111

CNNVD-202105-1104

CNNVD-202105-1127

Google

CNNVD-202105-519

CNNVD-202105-1594

CNNVD-202105-1001

CNNVD-202105-071

CNNVD-202105-1002

CNNVD-202105-894

CNNVD-202105-886

CNNVD-202105-936

CNNVD-202105-903

CNNVD-202105-918

CNNVD-202105-881

CNNVD-202105-937

CNNVD-202105-1010

CNNVD-202105-913

CNNVD-202105-911

CNNVD-202105-027

CNNVD-202105-1004

CNNVD-202105-916

CNNVD-202105-1012

CNNVD-202105-956

CNNVD-202105-909

CNNVD-202105-1005

CNNVD-202105-908

CNNVD-202105-1011

CNNVD-202105-962

CNNVD-202105-1003

CNNVD-202105-905

CNNVD-202105-934

HP

CNNVD-202105-1312

Hilscher

CNNVD-202105-822

IBM

CNNVD-202105-289

Linux #&£4: 4>

CNNVD-202105-1772

CNNVD-202105-271
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CNNVD-202105-1645

Microsoft

CNNVD-202105-587

Omron

CNNVD-202105-706

Pulse Secure

CNNVD-202105-191

Qualcomm

CNNVD-202105-030

CNNVD-202105-028

Siemens

CNNVD-202105-477

CNNVD-202105-636

CNNVD-202105-542

CNNVD-202105-550

CNNVD-202105-1957

CNNVD-202105-764

CNNVD-202105-769

MNIF R

CNNVD-202105-112

CNNVD-202105-1189

CNNVD-202105-524

CNNVD-202105-1205

CNNVD-202105-234

CNNVD-202105-1750

CNNVD-202105-1997

CNNVD-202105-1791

CNNVD-202105-116

CNNVD-202105-104

CNNVD-202105-094

CNNVD-202105-109

CNNVD-202105-113

CNNVD-202105-869

CNNVD-202105-1206

Ui 1] $2 1]

Bk

Autodesk

CNNVD-202105-1950

Cisco

CNNVD-202105-146

Qnap Systems

CNNVD-202105-813

Red Hat

CNNVD-202105-1715

STMicroelectro
nics

CNNVD-202105-1364

Siemens

CNNVD-202105-628

MNP R

CNNVD-202105-1949

Siemens SINAMICS
SL150 v n) 2 il £ iR U T
(CNNVD-202105-628)

Adobe

CNNVD-202105-597

CNNVD-202105-612

CNNVD-202105-618

CNNVD-202105-737

Apple

CNNVD-202105-1577

CNNVD-202105-1522

Cisco

CNNVD-202105-220

Microsoft Excel %54 #l
FE IR IR
(CNNVD-202105-594)
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Foxit

CNNVD-202105-356

CNNVD-202105-363

CNNVD-202105-369

CNNVD-202105-312

CNNVD-202105-319

CNNVD-202105-246

CNNVD-202105-325

CNNVD-202105-353

CNNVD-202105-331

CNNVD-202105-340

CNNVD-202105-304

CNNVD-202105-311

CNNVD-202105-315

Google

CNNVD-202105-499

CNNVD-202105-1590

CNNVD-202105-1593

CNNVD-202105-511

CNNVD-202105-1596

CNNVD-202105-1611

CNNVD-202105-1592

CNNVD-202105-072

CNNVD-202105-509

CNNVD-202105-1603

HAXX

CNNVD-202105-1683

JetBrains

CNNVD-202105-666

Linux #&£4: 4>

CNNVD-202105-865

CNNVD-202105-760

CNNVD-202105-714

Microsoft

CNNVD-202105-595

CNNVD-202105-596

CNNVD-202105-594

Mozilla £ 44

CNNVD-202105-056

Prosodical CNNVD-202105-838
Thoughts CNNVD-202105-840
CNNVD-202105-008
CNNVD-202105-009
Qualcomm
CNNVD-202105-025
CNNVD-202105-005
Schneider
] CNNVD-202105-1725
Electric
. CNNVD-202105-615
Siemens

CNNVD-202105-575

Stormshield

CNNVD-202105-133
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CNNVD-202105-701

CNNVD-202105-238

CNNVD-202105-1381

CNNVD-202105-1666

N .
FAFRE CNNVD-202105-121
CNNVD-202105-963
CNNVD-202105-278
CNNVD-202105-1013
3S-Smart
Software CNNVD-202105-050
Solutions
Adobe CNNVD-202105-750
Apple CNNVD-202105-061
CNNVD-202105-223
_ CNNVD-202105-143
Cisco
CNNVD-202105-222
CNNVD-202105-224
Google CNNVD-202105-884
Linux 344> | CNNVD-202105-1644 v Sohere Client
o | MARIE Nagios CNNVD-202105-1479 mﬁ:;’ii:ﬁz;:jﬁm'en
1] W b :‘E
#15 CNNVD-202105-040 ISR DY
(CNNVD-202105-1686)
Qualcomm CNNVD-202105-024
CNNVD-202105-038
_ CNNVD-202105-103
Redis Labs
CNNVD-202105-105
Rockwell
_ CNNVD-202105-802
Automation
Vmware CNNVD-202105-1686
ZOHO CNNVD-202105-818
CNNVD-202105-1182
NN RE CNNVD-202105-498

CNNVD-202105-110

1. BAl Cisco Unified Communications Manager SQL V£ A\ JRiH

(CNNVD-202105-236)

Cisco Unified Communications Manager ( CUCM, Unified CM,
CallManager) 723 [EEEl (Cisco) AFIM— G —i8(E KRG H T
MUAL IR o ZHAF AL 7 — Ml ml oA A al A Ak 1P
FELTE P I A S AR v 7 R
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Cisco Unified Communications Manager IM & 1] web & ¥ 5 [

e R 1) A

2

FAAE SQL FENRIR, ZIRTHIE T P 32 S B AEA 2 3E B
Wi 2 ) A R iz s R E xR e 3R AT B 43 B8 I 7]
HE) AT T UMBEIRR, ] 35RBEE%:
https://tools.cisco.com/security/center/content/CiscoSecurity Advisor

y/cisco-sa-imp-inj-ereCOKjR
2. Rockwell Automation Connected Components Workbench av

PO A AR (CNNVD-202105-805)
Rockwell Automation Connected Components Workbench & 32 [H %

7. /K (Rockwell Automation ) A& H—" M HEA. —A>H 39w

FEHAT:
Connected Components Workbench 12.00.00 it A & 2 R AEAEACHY

R o R T RE R B AL AR S AR AT BLUR S B

%, Bk # AT DUN IR T R AT A
HAr] e oA THgeah T BMER TR, 4 T IRHUEER: -

https://rockwellautomation.custhelp.com/app/answers/answer view/

a_id/1131435
3. Red Hat OpenShift GitOps & ® o & K W

(CNNVD-202105-1288)
— 16 Rk

Red Hat OpenShift &3 [E 1 1F (Red Hat) A =)
% (PaaS) mitHE-F&, B, Wik, HEMEIT M HER .
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https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-imp-inj-ereCOKjR
https://rockwellautomation.custhelp.com/app/answers/answer_view/a_id/1131435
https://rockwellautomation.custhelp.com/app/answers/answer_view/a_id/1131435
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Red Hat OpenShift GitOps 7 1F % 2w, ZiFiFAJE T argoed:
ServiceAccount argocd-argocd-server & 1532 HUEANEEFE A T A BHUR

HE) AT T LB EIRR, 4] 3RBEE%:

https://access.redhat.com/errata/RHSA-2021:2053

4. Adobe After Effects # fF R & @ & E A & F

(CNNVD-202105-716)

Adobe After Effects /&3 EH B £ I (Adobe) A F]FI—EM R
MBS BIEHIERAT . 28T EZM T 2D A 3D SR, 3 il 1E
ML RIS o

Adobe After Effects fAEHRIE R Star 2 FENIRIA . iR T2
FEE NG UEAS LA T 30, AR AR 28 B 3 S0 E B Bt T LR R i s
it BN R P IFAE BAR R S8 EPHATIER OS o BLU Rl S ARA
Z 50 : Adobe After Effects:  17.0.0 17.0.1, 17.0.3, 17.0.6, 17.1,
17.1.1. 17.1.3. 18.0, 18.1,

HE H AT T UMBEIRR, 4] 3RBEE%:

https://helpx.adobe.com/security/products/after effects/apsb21-33.ht
ml

5. Microsoft Internet Explorer & W X 4% = K W

(CNNVD-202105-587)

Microsoft Internet Explorer (IE) #&36 E#K (Microsoft) 2 ][]
— 3 Windows £1E RSt () Web il %

Internet Explorer f77EZZ 1 IX A5 R IR IR - LR 7= 5 Al R AS 52 3 52
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https://access.redhat.com/errata/RHSA-2021:2053
https://helpx.adobe.com/security/products/after_effects/apsb21-33.html
https://helpx.adobe.com/security/products/after_effects/apsb21-33.html
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Mi: Internet Explorer 11,Internet Explorer 9.

HET BRI T MEEIRR, 4] SREEE R

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/
CVE-2021-26419

6. Siemens SINAMICS SL150 15 ja # #l 4 & & W

(CNNVD-202105-628)

Siemens SINAMICS SL150 »&4& [ i []-F (Siemens) 2 & 1 —4>
RRER o T i e G [ 20 MR, FE ST B A AR A0 5 o

Z 3K Siemens WA AFAE VT AP B A RIS - 2RI T KRGt 4 4%
[¥) Telnet R 25 AT S I0IE, R 7 iZRkS5, WE A GERVFIT
FEMC B VT M B4k o DR i RARCA 2 B 520 : - SINAMICS SL150-
SINAMICS SM150. SINAMICS SM150i.

HET BRI T LMBEE IR, 4] SREEE %

https://cert-portal.siemens.com/productcert/pdf/ssa-752103.pdf

7. Microsoft Excel BJREHHIRIFIH (CNNVD-202105-594)

Microsoft Excel 7& 3 [Ef## (Microsoft) A & ff)— K Office B
R EL R AR AL AR A

Microsoft Office Excel f#7E Bt & FAN R . LLR ™ it AR AR
5 B 52 . Microsoft Office 2019 for 32-bit editions,Microsoft Office
2019 for 64-bit editions,Microsoft Office 2019 for Mac,Microsoft Office
Online Server,Microsoft 365 Apps for Enterprise for 32-bit
Systems,Microsoft 365 Apps for Enterprise for 64-bit Systems,Microsoft
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-26419
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-26419
https://cert-portal.siemens.com/productcert/pdf/ssa-752103.pdf
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Excel 2016 (32-bit edition),Microsoft Excel 2016 (64-bit
edition),Microsoft Excel 2013 RT Service Pack 1,Microsoft Excel 2013
Service Pack 1 (32-bit editions),Microsoft Excel 2013 Service Pack 1
(64-bit editions),Microsoft Office Web Apps Server 2013 Service Pack 1,

HET BRI A T LMEE IR, 4] SREEE R

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/
CVE-2021-31177

8. Vmware vSphere Client % A ¥ it % & K W

(CNNVD-202105-1686)

Vmware vSphere Client 723 [H & (Vmware) 22w [#)— M H
BAtr. ROEMLE B

vSphere Client f7-7E %A, 1ZImiF H T vCenter Server ERIA A
FIHRE AU, SAN i FEAS: 24 R ok = S N S IE 3 BUR Z#81E R 40 ELLA
2 PR AR AT A2

HET BRI T MBI, 4] SREEE %

https://www.vmware.com/security/advisories/VMSA-2021-0010.ht

ml

=\ EiRiRRER

A H R IERE 5806 4>, A E B Sl Gl H TR
285 1, Mz (5 B RGN (A RwI) 5521 4,
7 2021 4 5 IR EARE G
] ik Hfr RS E
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