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1.2 @R HIER

1.2.1RE A%

2021 & 6 BT miRIAEE S E N IE 1 s, Intel 2 &) IRKIH
EF] 734, HARA RS ER 4.76%:

R 2021 6 AL+ R 2 R gir &

Fs G REAKE (4 | Frdtsl
1 Intel 73 4.76%
2 WordPress £ 4% 65 4.23%
3 Microsoft 55 3.58%
4 IBM 49 3.19%
5 Huawei 45 2.93%
6 Adobe 43 2.80%
7 Samsung 43 2.80%
8 SAP 39 2.54%
9 Google 33 2.15%
10 Cisco 27 1.76%

1.2. 2 iR~ @5

2021 &£ 6 H FmEE R IRIHSHE R 2 Fion. KH
Windows 10 JRiAEE R, £ 25, HFEREBEERGIKAESER
12.76%, FHEHFHE—.

£ 2 2021 4F 6 H Fii#AE KGRI ES T

FF5 BIERZ LR IR E
1 Windows 10 25
2 Windows Server 2019 23
3 Windows Server 2016 19
4 Windows Server 2012 18
5 Windows Server 2012 R2 18
6 Windows 8.1 18
7 Windows Rt 8.1 18
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Windows Server 2008 13

Windows Server 2008 R2 13

10 Windows 7 13
11 Android 13
12 Linux Kernel 5

1.2.3 i®REE 2 H

2021 £ 6 H A KA AT ik 3 frows, Hh 2 XA

RIS P b5 Le Bl R, 298 12.90%.
% 32021 4 6 ARG R

F5 b=yt RFREE 4D Pt o5 He A3
1 ZHX IR 198 12.90%
2 B UG A 193 12.57%
3 WA EIR 117 7.62%
4 R AD 8] & 114 7.43%
5 REEEER 83 5.41%
6 SEMEE 69 4.50%
7 SQLJEA 64 4.17%
8 T a4 $E IR 48 3.13%
9 A o] & 39 2.54%
10 | AXPRF ] FO3 (o) 45 % (o) @ 30 1.95%
11 KRILEN 26 1.69%
12 BRIZB A 25 1.63%
13 BB K s 21 1.37%
14 wEEAN 20 1.30%
15 FEEEEm 19 1.24%
16 BERGEGEAN 15 0.98%
17 FEAN 11 0.72%
18 g L [=1)] 9 0.59%
19 iR hIE o) 9 0.59%
20 IR AR 9 0.59%
21 L RYHIE [a] @ 8 0.52%
22 fnze) & 8 0.52%
23 HEEEME 7 0.46%
24 HF AR 3 0.20%
25 IRE ()RR 3 0.20%
26 EEsEE 2 0.13%
27 e & $51% 2 0.13%
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28 SEUEN 1 0.07%
29 BRI F R R ER 1 0.07%
30 EIARCE 2] 0 1 0.07%
31 ARG B EE 0 0.00%
32 Hih 380 24.76%

1.2.4 RACEFRDH
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R A e FHEg, G, &fa. B afREgil. 2021 & 6
HIRTREEE LA 2 fos, HilainiE 170 %, GA 7 R
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691 m fiKf% 3.58%
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1.3.2 [ HEEER

2021 4F 6 HIMIAEE GO ILRINEER - miiTai, Hh
Intel. WordPress £ 44>, Microsoft 28+~ midt 472 40iH, HA
HiiR S H 30.75%, WABEERN 91.31%, MG EK 4. £
Hrnda) mx i Z e EA, e S R, Hod
Microsoft. Samsung. SAP &/ F]A H IR E 21549 100%, 3% 431
R 2 A ERIEE

®4 2021 % 6 A HMEEHRGE

FF5 IGE S RREE (I | BEHE | BEXR
1 Intel 73 67 91.78%
2 WordPress &< 65 64 98.46%
3 Microsoft 55 55 100.00%
4 IBM 49 44 89.80%
5 Huawei 45 43 95.56%
6 Adobe 43 29 67.44%
7 Samsung 43 43 100.00%
8 SAP 39 39 100.00%
9 Google 33 30 90.91%
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1.4 EERESH
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NIV e

CNNVD-202106-1333

CNNVD-202106-1335

CNNVD-202106-1683

CNNVD-202106-1632

CNNVD-202106-1713

CNNVD-202106-1329

CNNVD-202106-1716

CNNVD-202106-1337

CNNVD-202106-1903

G RHE

CNNVD-202106-1351

CNNVD-202106-1338

CNNVD-202106-1336

CNNVD-202106-1344

CNNVD-202106-1358

FFS | IRiARE & CNNVD %5 IR =5
Chamilo #r4& CNNVD-202106-1913
Desdev CNNVD-202106-1321
Fangfa CNNVD-202106-201
Fidelis CNNVD-202106-1727
In4Velocity CNNVD-202106-028
Moldeo CNNVD-202106-1695
SourceCodester CNNVD-202106-1269
CNNVD-202106-114
Synology
CNNVD-202106-070
CNNVD-202106-1509
WordPress &4
CNNVD-202106-048
primion
CNNVD-202106-1423
Technology AG Svnol Photo Stati
. CNNVD-202106-1334 ynology Fhofto Station
1 SQL EA SQL EA I

(CNNVD-202106-114)

2 ARG, i 75

Apache (&4

CNNVD-202106-056

CNNVD-202106-064

CNNVD-202106-1293

BloofoxCms

CNNVD-202106-1326

Apache Dubbo

AR 1] e ]
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ConnectWise

CNNVD-202106-1526

Fangfa CNNVD-202106-202
GitLab CNNVD-202106-956

IBM CNNVD-202106-919
Jenkins CNNVD-202106-1406
Mcafee CNNVD-202106-165
Mojang CNNVD-202106-226

Open Source

CNNVD-202106-1530

Matters
Raonwiz CNNVD-202106-1274
Rockwell
Automation CNNVD-202106-523
Singularity FIB\ CNNVD-202106-1276
Synology CNNVD-202106-072
Textpattern HIf\ CNNVD-202106-1499
Vembu CNNVD-202106-611
CNNVD-202106-1518
WordPress Z&4 | CNNVD-202106-1389
CNNVD-202106-151
Zhongbang CNNVD-202106-1679
pandorafms CNNVD-202106-1735
CNNVD-202106-1205
AT CNNVD-202106-1232

CNNVD-202106-1689

CNNVD-202106-1691

(CNNVD-202106-056)

3 LI

Automation Direct

CNNVD-202106-1280

CHIYU CNNVD-202106-214
D-link CNNVD-202106-1694
Palo Alto CNNVD-202106-1541

SAP CNNVD-202106-470

Schneider-electric

CNNVD-202106-1009

VMware Carbon Black
App Control
BRI AR

="

Eipstackgroup

CNNVD-202106-1361

JerryScript

CNNVD-202106-840

Silverstripe CNNVD-202106-599 (CNNVD-202106-1545)
Vmware CNNVD-202106-1545
ZOHO CNNVD-202106-1725
MFRE CNNVD-202106-1363
S s21sec CNNVD-202106-727 Circutor SGE-PLC1000
4 P N CNNVD-202106-1547 Bl R G A A TENIRIA
i TEAN NMAFFRE
CNNVD-202106-747 (CNNVD-202106-727)
Accusoft CNNVD-202106-091
— Apache &4 CNNVD-202106-216 Matrix libm
5 Arch Linux #[X CNNVD-202106-751 S X AR IR

(CNNVD-202106-1343)
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CNNVD-202106-837

CNNVD-202106-834

CNNVD-202106-842

Matrix

CNNVD-202106-1343

Mmemed

CNNVD-202106-107

Mobile Viewpoint

CNNVD-202106-180

Samsung CNNVD-202106-920
WIBU CNNVD-202106-1297
CNNVD-202106-1426
. CNNVD-202106-1427
TAFRE CNNVD-202106-1428
CNNVD-202106-346
. Advantech CNNVD-202106-259 Advantech Iview
U I 425 1| -
6 - Bosch CNNVD-202106-738 T 1A 47 1l 5 DRI
G Symantec CNNVD-202106-1968 (CNNVD-202106-259)
Facebook CNNVD-202106-1283
VU JerryScript CNNVD-202106-825 Facebook Hermes
7 prim Synology CNNVD-202106-1617 BEURE PR RN
T CNNVD-202106-1733 (CNNVD-202106-1283)
CNNVD-202106-200
CNNVD-202106-071
Accusoft CNNVD-202106-076
CNNVD-202106-142
Bosch CNNVD-202106-742
Eclipse &4 CNNVD-202106-1740
Ethereum CNNVD-202106-1701
Huawei CNNVD-202106-243 Schneider Electric
5 HINIIE | Mobile Viewpoint CNNVD-202106-178 PowerLogic
B iR Nginx CNNVD-202106-378 B N IR AIE £ R IR
Qualcomm CNNVD-202106-383 (CNNVD-202106-984)
Samsung CNNVD-202106-926

Schneider Electric

CNNVD-202106-984

CNNVD-202106-992

CNNVD-202106-1007

Siemens

CNNVD-202106-1272

MNTFRE

CNNVD-202106-1887

1. Synology Photo Station SQL ¥ A\ J&iH (CNNVD-202106-114)

Synology Photo Station J&H [H & E#FERHS (Synology) A H] 1]

—EMTALRM EICEE A AU T %
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Synology Photo Station 6.8.14-3500 2 Bij ik A< £ #F SQL ¥ A I
TR, Bt vl A e A P I8 R R 1 A B AT AE R SQL i

HAr] AT geah T BMER IR, b T 3R HUEER: -

https://www.synology.com/security/advisory/Synology SA 20 20

2. Apache Dubbo A5 [a#EIH (CNNVD-202106-056)

Apache Dubbo &£ [Ef[IHZ (Apache) F4 21— KT Java
HR B RPC CRAEEAE D HE2E., = e fit 1 & T O agzfs
L, AT A7 8T 1 DA K E SR ST AN A A5 Th RE

Apache Dubbo 2.7.8 1 2.6.9 Z i it A A7 £E AR ) @il s 1], 120 T
P8 Bl 2 A A 2 IR R DA IE S B A R A S (R e AN
55 B R ) KL B SR AL R A F RS 1y 514K id

HAr] e CxAnTHgeah T BMER IR, b T IREUEER: -

https://lists.apache.org/thread.html/r99et7fa35585d3a68762de07e8d
2b2bc48b8fa669a03e8d84b967313%40%3Cdev.dubbo.apache.org%3E

3. VMware Carbon Black App Control & M | & J§ iF

(CNNVD-202106-1545)

Vmware VMware Carbon Black App Control &3 [E Vmware A ]
) — KB H whe FH T BUE IS5 A NS HE R 48, B IE AL 0 B
B

VMware Carbon Black App Control 8.0.8.1.8.5.8 2 Hij ['] 8.5.8.6.2
Z R 8.6 AAAER AN s IH . 1Z I 8 ¥ B4 VMware Carbon
Black App Control & ¥ il 25 2% I 2% 15 1) A1 Bk 35 3K 45 60 72 i 10
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BT A T ZEHEAT By Bt

HE AT T UMBEIRR, ] 3RBEE%:

https://www.vmware.com/security/advisories/VMSA-2021-0012.ht
ml?

4. Circutor SGE-PLC1000 # fE R 4 7 & ¥ A K A

(CNNVD-202106-727)

Circutor SGE-PLC1000 2 — /M RETF & RSB & . L ZIRER
i#id CIRWATT HIREHAT R A PRIME $52 A [ FE R B T H

SGE-PLC1000 F#ERRAE R Gt an SENIRH, %R T1% ik
AN BE LA B — L81E5K, 1 R MU & m) A Az R R DA s K AR
FRAE RGUEANAS . BUR ™ dh KRS 232 2200 SGE-PLC1000
0.9.2b [E A o

HAr] AT gesh T LMER IR, RIS RE] M.

https://www.s21sec.com/

5. Matrix libm S X#iR¥EHA (CNNVD-202106-1343)

Matrix libolm #&—™ 1% %

Matrix libm f77E % 4 s, ZIRIFIE T 75 3.2.3 Z A
Matrix libm o F—/N % 1) Matrix 3 IR 5528 4 i — N2 P I C4 B0
AN T2 1 55 @452 — 4> Olm I ) 55 1813 85 45 49) » A1 O Olm pk fif
AT HER B Gt X o B ] A R I A A HhAT

HE HERAATgab T UMBEIRR, ] 3R0EE%:

https://matrix.org/blog/2021/06/14/adventures-in-fuzzing-libolm
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6. Advantech Iview 15 R#ZH]45R7IKIF (CNNVD-202106-259)
Advantech Iview & 5 [E Advantech 23 7] [ — 38 T Taj B 28 1
AT A

(SNMP) k%] B+ B SmartWorx %4t
IView 5.7.03.6182 MRAAFEAEVT i) #5 Hl4E R IR, %IRRT 5

B B IGAE, SR R G B A S BN WGl XA R Gl
A Y R R 5 SO B AT AR A
HEl) i CRATTH AN T UME RN, 4 T 3REE %

https://advantech-bb.com/product/iview-snmp-management-softwar

e/
7. Facebook Hermes % JFEHERIEIH

Facebook Hermes 7& 3% [# Facebook A & HJ— JavaScript 5| %,

291 BEET X React Native N, Z4& =% 8)% 7 im N H App FITERE,
EREXT A & Node.js 55 R 55wk At 2844 Jf A& H .
Hermes A 7L GRS BAR DR INTR, 1R VR T A% fan A B 2t

TR, B vl A &S R 1Y javascript AT . LR
e 1T T - S NI - - | I = hermes
d86e185e¢485b6330216dee8e854455¢694e3a36e X il iR A~ 57 3]

AP

HAT) S A T ab T LME R IR, 4T SR
https://github.com/facebook/hermes/commit/d86e185¢485b6330216

dee8e854455c694e3a36¢
8. Schneider Electric PowerLogic % A I if 4 = I§ A

(CNNVD-202106-984)
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Schneider Electric PowerLogic #& 7% [E jifi fif 42 H < ( Schneider
Electric) AR —A T4 . FRALR & D) R ORI m R &
HERR AR, AT CRAP N 2%, BB FIERAE DR

PowerLogic EGX100 Fl EGX100 77 % N\ 5 F 4% iR e, %W
JE T A IER I NEAEFEAE T PowerLogic EGX100(fRAS 3.0.0 A5 )
A1 PowerLogic EGX300(T A hAS), Bt ml A H i i 5 35096 4 il
55 ol I R HIVE A HTTP A FEA RS AT

HA0) i SR AT gk T UMB SRR, #h T 3R

http://download.schneider-electric.com/files?p Doc Ref=SEVD-20

21-159-03

1.4.2 SfEimEsEH

KA S GIRIAIE 619 /4, Hab 5 SR SLH R 6 s

#£6 2021 % 6 AEfEwiF S5

' ®

CNNVD %5

RiREs

Advantech

CNNVD-202106-250

Connectwise

CNNVD-202106-1402

Fastspot

CNNVD-202106-079

SQL EA

PHPGurukul

CNNVD-202106-1575

CNNVD-202106-1584

CNNVD-202106-1577

CNNVD-202106-1585

CNNVD-202106-1576

Connectwise ConnectWise

CNNVD-202106-1580

Automate SQL 7 N\ iR

CNNVD-202106-1582

(CNNVD-202106-1402)

CNNVD-202106-1581

CNNVD-202106-1587

CNNVD-202106-1586

CNNVD-202106-1583

Progress
Software

CNNVD-202106-758
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Sourcecodester

CNNVD-202106-193

Synology

CNNVD-202106-116

Trace Financial

CNNVD-202106-810

CNNVD-202106-813

CNNVD-202106-1211

WordPress #4 | CNNVD-202106-1215
& CNNVD-202106-389
CNNVD-202106-395
CNNVD-202106-1622
CNNVD-202106-1519
. CNNVD-202106-1535
TAIFRE CNNVD-202106-191
CNNVD-202106-1693
CNNVD-202106-1534
CNNVD-202106-1884
Adobe
CNNVD-202106-662
CNNVD-202106-166
Apache &% CNNVD-202106-212
CNNVD-202106-139
CNNVD-202106-1299
Cisco
CNNVD-202106-188
Django &% CNNVD-202106-144
Epam Systems | CNNVD-202106-1636
F5 CNNVD-202106-129
Freebsd #44 | CNNVD-202106-1564
GitLab CNNVD-202106-588
HashiCorp CNNVD-202106-227
Huawei CNNVD-202106-1441 | Microsoft Office SharePoint
2 | A CNNVD-202106-620 ARG i) s R
CNNVD-202106-709 (CNNVD-202106-492)
CNNVD-202106-734
Inel CNNVD-202106-693
CNNVD-202106-689
CNNVD-202106-713
CNNVD-202106-827
CNNVD-202106-828
JerryScript CNNVD-202106-830
CNNVD-202106-829
CNNVD-202106-826
CNNVD-202106-768
Mcafee
CNNVD-202106-175
Microsoft CNNVD-202106-492

Nagios

CNNVD-202106-424
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Open Design
CNNVD-202106-687
Alliance
OpenVPN CNNVD-202106-352
Palo Alto
CNNVD-202106-679
Networks
CNNVD-202106-061
Synology
CNNVD-202106-073
TeamViewer CNNVD-202106-1318
The Trusted
. CNNVD-202106-809
Domain T H
ThinkJS 4R CNNVD-202106-2004
Wordpress
P E& CNNVD-202106-039
&
ZOLL CNNVD-202106-838
CNNVD-202106-678
CNNVD-202106-1323
CNNVD-202106-033
CNNVD-202106-380
CNNVD-202106-1279
CNNVD-202106-1533
CNNVD-202106-1623
MNIFRE CNNVD-202106-239
CNNVD-202106-1385
CNNVD-202106-1925
CNNVD-202106-241
CNNVD-202106-360
CNNVD-202106-249
CNNVD-202106-1356
CNNVD-202106-1342
Circutor CNNVD-202106-728
CNNVD-202106-124
Cisco CNNVD-202106-125
CNNVD-202106-1307
Huawei CNNVD-202106-235
Intel CNNVD-202106-630
o S Intel Virtualization
o en Source I,
3 T ) pM t CNNVD-202106-1531 BRI AR
atters
(CNNVD-202106-630)
CNNVD-202106-950
Samsung
CNNVD-202106-918
Sensio Labs CNNVD-202106-1366
Shopware CNNVD-202106-1705
Weidmueller CNNVD-202106-1754
MNIFRE CNNVD-202106-750
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Cisco

CNNVD-202106-123

Fidelis

CNNVD-202106-1726

Fortinet

CNNVD-202106-013

Hitachi

CNNVD-202106-1404

BIERSG
RTEA

Weidmueller

CNNVD-202106-1747

CNNVD-202106-1762

Fortinet FortiWeb #:{fF £ 4;

CNNVD-202106-1749

fir NI
(CNNVD-202106-013)

CNNVD-202106-1750

mygq-solution

CNNVD-202106-1478

MNIFRE

CNNVD-202106-1881

CNNVD-202106-748

CNNVD-202106-1544

Accusoft

CNNVD-202106-097

CNNVD-202106-085

Adobe

CNNVD-202106-646

CNNVD-202106-648

CNNVD-202106-486

CNNVD-202106-549

CNNVD-202106-485

CNNVD-202106-664

CNNVD-202106-667

CNNVD-202106-647

Advantech

CNNVD-202106-1539

CNNVD-202106-1538

CNNVD-202106-1537

Apache £ &4

CNNVD-202106-150

CNNVD-202106-1963

Adobe After Effects

e X &

Apple

CNNVD-202106-1243

G b DX A iR U

%

Autodesk

CNNVD-202106-1561

(CNNVD-202106-646>

CNNVD-202106-1649

CNNVD-202106-1568

CNNVD-202106-1579

CNNVD-202106-1598

Cisco

CNNVD-202106-119

CNNVD-202106-117

CNNVD-202106-118

D-Link

CNNVD-202106-1352

CNNVD-202106-1350

Dell

CNNVD-202106-1666

CNNVD-202106-1661

CNNVD-202106-1656

FFmpeg

CNNVD-202106-106

Google

CNNVD-202106-432
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CNNVD-202106-762

CNNVD-202106-429

Huawei

CNNVD-202106-258

CNNVD-202106-1722

Intel

CNNVD-202106-696

CNNVD-202106-699

CNNVD-202106-695

CNNVD-202106-636

JerryScript

CNNVD-202106-844

Libraw

CNNVD-202106-181

Linux &4

CNNVD-202106-1390

CNNVD-202106-1659

Mcafee

CNNVD-202106-676

Microsoft

CNNVD-202106-501

CNNVD-202106-497

CNNVD-202106-505

Mmemed

CNNVD-202106-098

Mozilla #£4&4&

CNNVD-202106-006

CNNVD-202106-1292

CNNVD-202106-003

CNNVD-202106-004

Nvidia

CNNVD-202106-1462

Open Design
Alliance

CNNVD-202106-681

CNNVD-202106-683

CNNVD-202106-680

CNNVD-202106-685

CNNVD-202106-686

CNNVD-202106-684

OpenText

CNNVD-202106-1258

CNNVD-202106-148

CNNVD-202106-391

CNNVD-202106-1252

CNNVD-202106-1256

CNNVD-202106-1254

CNNVD-202106-147

CNNVD-202106-1257

CNNVD-202106-1253

Opentext

CNNVD-202106-145

CNNVD-202106-173

CNNVD-202106-149

CNNVD-202106-157

CNNVD-202106-176

CNNVD-202106-137
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CNNVD-202106-1259

CNNVD-202106-141

CNNVD-202106-162

CNNVD-202106-159

CNNVD-202106-138

CNNVD-202106-153

CNNVD-202106-161

CNNVD-202106-152

Polaris Office

CNNVD-202106-593

PowerlSO

CNNVD-202106-1922

QNAP Systems

CNNVD-202106-1196

Qualcomm

CNNVD-202106-381

CNNVD-202106-384

RIOT

CNNVD-202106-1434

CNNVD-202106-1431

CNNVD-202106-1432

CNNVD-202106-1433

CNNVD-202106-1430

Realtek

CNNVD-202106-358

CNNVD-202106-355

Samsung

CNNVD-202106-932

Schneider
Electric

CNNVD-202106-617

CNNVD-202106-622

CNNVD-202106-638

CNNVD-202106-616

CNNVD-202106-590

CNNVD-202106-627

CNNVD-202106-629

CNNVD-202106-626

CNNVD-202106-631

CNNVD-202106-610

Siemens

CNNVD-202106-532

CNNVD-202106-542

CNNVD-202106-565

CNNVD-202106-561

CNNVD-202106-539

Softing

CNNVD-202106-1370

wWIiBU

CNNVD-202106-1303

patek

CNNVD-202106-1654

CNNVD-202106-1655

CNNVD-202106-1652

MNIFRE

CNNVD-202106-772

CNNVD-202106-077
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CNNVD-202106-777

CNNVD-202106-773

CNNVD-202106-1435

CNNVD-202106-784

CNNVD-202106-1424

CNNVD-202106-1436

CNNVD-202106-103

CNNVD-202106-759

AVEVA CNNVD-202106-1951
Bosch CNNVD-202106-242
Gallagher CNNVD-202106-963
. CNNVD-202106-244
Huawei
CNNVD-202106-234
IBM CNNVD-202106-030
Intel CNNVD-202106-690
Nextcloud CNNVD-202106-110 VI Er N
o QNAP Systems | CNNVD-202106-1194 FYMEEINE SLEES
. U I 425 ] - SO0 (G Design Rhapsody
amsun - - s o S o
i  oNVD209106. 1048 3 ] S O
TIBCO Software (CNNVD-202106-030)
CNNVD-202106-1947
Western Digital | CNNVD-202106-1959
CNNVD-202106-1224
WordPress 2 &
A CNNVD-202106-1220
= CNNVD-202106-1219
ZTE CNNVD-202106-791
Zammad CNNVD-202106-1914
MNIFRE CNNVD-202106-1594
CNNVD-202106-484
Adobe CNNVD-202106-482
CNNVD-202106-483
Apache &% CNNVD-202106-1306
Apple CNNVD-202106-1240
CNNVD-202106-1599
Autodesk
CNNVD-202106-1595
CNNVD-202106-760 i
e ‘hl\{hckrosoft I‘Ed‘ge‘
7 e CNNVD-202106-419 TR PRI TR
i
O CNNVD-202106-753 (CNNVD-202106-1377)
CNNVD-202106-430
CNNVD-202106-763
Google

CNNVD-202106-765

CNNVD-202106-398

CNNVD-202106-755

CNNVD-202106-428
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CNNVD-202106-761

CNNVD-202106-766

CNNVD-202106-433

CNNVD-202106-418

Pivotal Software

CNNVD-202106-093

Gtlab CNNVD-202106-264
Huawei CNNVD-202106-770
CNNVD-202106-399
CNNVD-202106-416
Linux &4
CNNVD-202106-414
CNNVD-202106-410
CNNVD-202106-1408
MOXA
CNNVD-202106-1407
CNNVD-202106-1377
CNNVD-202106-1376
Microsoft
CNNVD-202106-1378
CNNVD-202106-1375
Mobatek CNNVD-202106-220
Open Design
. CNNVD-202106-688
Alliance
CNNVD-202106-194
Opentext
CNNVD-202106-155
Schneider
. CNNVD-202106-601
Electric
Siemens CNNVD-202106-475
Ubiquiti CNNVD-202106-1410
Networks CNNVD-202106-1438
CNNVD-202106-1409
. CNNVD-202106-781
MNFRE
CNNVD-202106-1615
CNNVD-202106-778
Arch CNNVD-202106-089
FFmpeg CNNVD-202106-240
Google CNNVD-202106-386
HelpU CNNVD-202106-1675
CNNVD-202106-343
Huawei
0 NI CNNVD-202106-1883 fEx Visual Studio
8 ' ﬂjil IBM CNNVD-202106-1721 SN I6AIE £ 1R IR
T
R Intel CNNVD-202106-698 (CNNVD-202106-495)
CNNVD-202106-506
Microsoft CNNVD-202106-495
CNNVD-202106-490
NVIDIA CNNVD-202106-1473
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CNNVD-202106-456
CNNVD-202106-469
CNNVD-202106-460
CNNVD-202106-455

SAP CNNVD-202106-458
CNNVD-202106-471
CNNVD-202106-476
CNNVD-202106-457
CNNVD-202106-472

Samsung CNNVD-202106-958

Schneider

R CNNVD-202106-999
TP-Link CNNVD-202106-805

Vmware CNNVD-202106-1540
ZOHO CNNVD-202106-788
CNNVD-202106-167

N CNNVD-202106-1010
CNNVD-202106-730
CNNVD-202106-786

1. Microsoft Office SharePoint f{ % 0 & K W

(CNNVD-202106-492)

Microsoft SharePoint +&3€ [E % (Microsoft) 2 &] ) —ZEAMk
ZWMEFG. Z e T NEERIITRE, JFt=T/E. 5
M NI E) TAE . HERE A TAEH., EERANRFER.

Microsoft Office SharePoint 17 7E 22 2 U1

LA 7 b A Rl As 52 2

521 . Microsoft SharePoint Enterprise Server 2016,Microsoft SharePoint

Server 2019,Microsoft SharePoint Foundation 2013 Service Pack 1.

HAr] e QoA TR b T BMER R, b T 3R IUEE R -

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/

CVE-2021-31950

2. Rockwell Automation Connected Components Workbench 1%
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A5 Al EYRIH (CNNVD-202105-805)

Rockwell Automation Connected Components Workbench & 32 [H %
/K (Rockwell Automation ) A &) [ — A MNMAHBA . —A>H 3h%
FEHAt

Connected Components Workbench 12.00.00 it A & 2 R AEAEACHS
R o iR TR R P A AL AR S ASBR A AT DU SIAE R
%, Bt A DA iz e I A AT A o

HE) H R T LB EIRR, ] 35RBEE%.
https://rockwellautomation.custhelp.com/app/answers/answer view/a
_1d/1131435

3. Intel Virtualization FZAH &I (CNNVD-202106-630)

Intel Virtualization Technology for Direct I/O (Intel VT-d) s&3&
k5K (InteD) A Intel ERMETEARR —#7r, FEEXSHEZ /O
T ARG, ERSEI T ER AR B SN EE R T, iz e
6] 70 H 105 /O 1RG0 DMA $#8AE M b WAL 2E 4T 8 [v), AT
%8 VMM (Virtual Machine Monitor) 528 /O T RSt ML

Intel Virtualization Technology for Direct I/O (Intel VT-d) f77E4%
BT IR UR - 90 4% 28 G Bl it m i/ B 47 B8 U 5 It 55 5 4
IAUERE A AL .

HE HERAATgab T LB EIRR, ] 3RBEE%:

https://www.intel.com/content/www/us/en/security-center/advisory/i

ntel-sa-00442 .html
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4. Fortinet FortiWeb # ff &2 4 @ & ¥ A K W
(CNNVD-202106-013)

Fortinet FortiWeb #&3¢[E &#4 (Fortinet) 2] [F)— Web N JZ
B KK, T RENE BHIT dnis s i BIAC . SQL ¥ E A . Cookie H1#+ schema
B LETCE BU,  PRAIE Web I FHFR 11 22 4 1 (R 47 BURK i 247
PENZY .

Fortinet FortiWeb 7 fE # /F & 4t o 2V E NI, % I T I8 T
FortiWeb ‘& BE 7 [ H I #:FE & Gi w238 N IR TR AT B8 Fo VI A2 AR 2
i il SAML fR% M E WML RS FHATIERE AL . LR M
FRRASSZ 250 FortiWeb: 6.3.7 WiUA X Z AT AR A, 6.2.3 hiAS k2 i
A, 6.1, 6.0.X, 5.9.X.

Bl micRAm T geah T LMER IR, #h T 3R £

https://www.fortiguard.com/psirt/FG-IR-20-120

5. Adobe After Effects 22/ X 45 RIFIH (CNNVD-202106-646)

Adobe After Effects /&3 E B Z It (Adobe) A F M —EMHE IR
NS B HIER A 23 =2/ T 2D 13D A A B i {E
R R E 6 o

Adobe After Effects f77EZz M X 5 1R, %R IFVETF2 7 b2
ANFAEHNET H I A R, SRR R R AT LB — N
IHIVERI SO, F59n 52 3 58 s w4 TR e, (£ RS L
ful R R R H N PATAE RS . LUR = A RASZ 21520 Adobe
After Effects 10.0, 10.0.1, 10.0.2, 10.5, 10.5.1, 11.0, 11.0.1, 11.0.2, 12.0,
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12.1,12.2, 13.0, 13.1, 13.2, 13.5.0.347, 13.6.0, 13.7.0, 13.8.0, 14.0, 14.1,
14.2, 14.2.1, 15.0, 15.0.1, 15.1, 15.1.1, 15.1.2, 16.0, 16.0.1, 16.1, 16.1.2,
17.0.0,17.0.1, 17.0.3, 17.0.6, 17.1, 17.1.1, 17.1.3, 18.0, 18.1, 18.2,

HET BRI T MBI, 4] SREEE R

https://helpx.adobe.com/security/products/after effects/apsb21-49.ht
ml

6. IBM Engineering Systems Design Rhapsody 1/ |8 #Z#l45 R= 1N
A (CNNVD-202106-030)

IBM Engineering Systems Design Rhapsody & 3 [E IBM 2 A] [1]
IBM Engineering 7= 2 A 1 —34r. ‘B AXFE UML. SysML. UAF
I AUTOSAR 54 TARIMHR S UM E Bt A A3 A 35

IBM Engineering 17 £ V5 1] % fil] £5 1% ¥ I , % s W5 T IBM
Engineering Systems Design Rhapsody - Model Manager 7 1E A 2 il >k
F RS i BT 1R o k& vl M i TR S A IERA 7 il 4%
i3 BRI 22 A BR . GBI ] REST API KGR 1 ¥eih il sk, geid
e BRI, I EAR AT AR B R4

HET BRI T LMBEE IR, 4] SREEE R

https://www.ibm.com/support/pages/node/6457739

7. Microsoft Edge #EIRE A IRIRIA (CNNVD-202106-1377)

Microsoft Edge 7& 32 [E % (Microsoft) 23 & f)—zK Windows 10
ZJE WA 2GR HT () Web ) 028

Microsoft Edge (Chromium-based)f77E 75 Y5 & FLAE 1R IR « H A 17
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TR IR A S S, 1EBERS 5CE CNNVD B R A .
HAr] AT gerh T BMER IR, b T 3RS -

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-30
555

8. T§#K Visual Studio i AIGIEH RIFIF (CNNVD-202106-495)

Microsoft Visual Studio &3 E 3 (Microsoft) A w]f)—KH &
TEREMRI 0, W DEATEREIIFR TAE, B0 7B
A A R b B B K A

NET Core & Visual Studio f77E 222 « LA T 7™ d A iR AR 52 2]
52 W . Microsoft Visual Studio 2019 version 16.4 (includes 16.0 -
16.3),Microsoft Visual Studio 2019 version 16.7 (includes 16.0 -
16.6),Microsoft Visual Studio 2019 version 16.9 (includes 16.0 -
16.8),Microsoft Visual Studio 2019 version 16.10 (includes 16.0 -
16.9),Visual Studio 2019 for Mac version 8.10,.NET Core 3.1,.NET 5.0,

HET BRI A T LMBEE IR, 4] SREUEE %

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/

CVE-2021-31957
=\ RS HEE TR

AR 6 #EZ R 5857 14,
£ 7 2021 4 6 HINAT G HEEFE N
e RAEE RALE
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1 TRA&E T 3965
2 ARG 1892
% Rt 5857

=\ ERRERER

A A AR 2214 /S, HAEBEARSZ HIRRE GEHERRD
256 1, MZEE ARG iRIA (FFERRTRD 1958 /.

£ 8 2021 & 6 H WG

FF5 Ri% Bhr RALSE
1 ] B W R A B BARG BR A 7] 559
2 JentliA MAEME B HARA R A F 358
3 BRAIRHY 227
4 WP TR R IR A W 165
5 W ZRHTEE BB G BR A 7 94
6 P AR AEAE B AR R A F 85
7 EFEERE R ZEHRER AR 77
8 KA AU A PR A 7] 73
9 BB R AN R EAT IR 24 7] 65
10 e BT BB A BR 2 A 50
11 H 3 36
12 J7UHN TG A AR A A BR A F] 36
13 R 2R A R A A 33
14 KA TR S B A A A B2 7] 32
15 AbsE A B A PR A 27
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S T AL TS 2 0 435 B 2 il
16 WL RS AR A BR 2 7] 25
17 74 22 PU B 45 R AR A BRA ) 23
18 Tl Y R RE AR A R A ) 20
19 EYLEHA (dbmD) W%z 2R R AR A 20
20 Z R AR BB A PR 2 7 17
21 N 16
22 JEI A B AT BR 2 7] 15
23 ZRKRELEZEMFARAF 15
24 AR B REZEFARERAT 15
25 ¥ ERE BEAR B A IR A 7] 12
26 T2 5500 (R0 BHER M A 7 12
27 THEH R W 2R 27 5 0 245 2 TRV BT 5 e 9
28 EHg IR AR A A 8
29 3 = HE BEARA R A A 7
30 B 22 e A5 SR A B2 7] 7
31 TLIREN AR A R A 7
32 JEHUR RS P 2% 22 TR F PR A 7] 6
33 e 2T R A R A A andisec S50 & 6
34 i AR TR B HR A PR A A 6
35 HIRE 2 BRHA RS A F 6
36 WS BRBH AR 2w 5
37 RIfRE BER (5D A RA R 5
38 AL A R B R A BRA ) 4
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39 BUIH I B BARE T BRI AR A PR 2 7] 4
40 T LR PR A F 3
41 P 5 i I B IR TR A 3
42 HORBARA PR A 3
43 BUMH N ARV E A5 H AR A BR 2 7] 3
44 RS R AR PR A 7] 2
45 R EERREERRAF 2
46 e 2 2
47 AEREBRBHC RS A R A 7 1
48 AEH E FERH B A BR 2 7] 1
49 JE I HARHT BUE B AR A BR A 7] 1
50 V)1 G R IR ] 1
51 ZafH LD FEREEARFIRAR 1
52 WA IE A BB A A BR A 7] 1
53 W AR FERE L 2 BARA R A A 1
54 T T 0 D) 2245 SR AR AT B 2 ] 1
55 BRI A A 1
ik STt 2214

M. EXREHRE

4.1 MR LERIFAKRE

EH, BCE T RAT T 2% aiwiF N~ S, A Windows

Defender 224 R (CNNVD-202106-545.CVE-2021-31985) Microsoft
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Office Excel “%#4=ii (CNNVD-202106-503. CVE-2021-31939) %
2N o DRI R ) Sedi T AE B As R 40 EHUTAEEAR
A SR PG, SRTIBBRAE . BRI A7 i A R G 32 IR 5
HAT, WOKE T Ca kAR EAN T, @UH T K 532 E
IR, PRS-
WA A

2021 £ 6 H 9 H, BBCkAG 1 2021 4 6 Hp < H, k49
AT AN TREFF, CNNVD R I B BEAT 1. AR U B 240

# 1 Windows #:1F 24 .Net Core.0ffice.Edge.SharePoint Server.
Hyper-V. Visual Studio %, CNNVD %t fEESH T 7%, H
R fEIRIAAE 15 4>, REIRITR 34 4. IR E AN FE A R SEARCAS %2 )R
TR, BARSZIYE Al U5 9] https://portal. msre. microsoft. com

/zh—cn/security-guidance £,

PEIRBE LS 49 MNMRTRMAN T 12y, HiEfalsiia 15 14,
i fE IR 34 s
F5 TR CNNVD 45 | CVE4RS | BEER B

_ https://portal.msrc.microsoft.co
Microsoft Office | CNNVD-20 | CVE-2021 . ) .
1 Excel AN | 2106-503 31939 = fa m/en-US/security-guidance/adv
SSRAL - -
xee isory/CVE-2021-31939

) https://portal.msrc.microsoft.co
Microsoft Office | CNNVD-20 | CVE-2021 o . .
2 A = e m/en-US/security-guidance/adv
2 AR 2106-504 -31940 )

isory/CVE-2021-31940

) https://portal.msrc.microsoft.co
Microsoft Office | CNNVD-20 | CVE-2021 . . )
3 At e e m/en-US/security-guidance/adv
2 AR 2106-500 -31941 _
isory/CVE-2021-31941

29




D) Wik

BEIJING NORMAL UNIVERSITY

JE B R 5 5 15 B 2 Al i

3D Viewer %4

CNNVD-20

CVE-2021

https://portal.msrc.microsoft.co

4 - = fa m/en-US/security-guidance/adv
T 2106-518 | -31942 _ R
isory/CVE-2021-31942
, N https://portal.msrc.microsoft.co
3D Viewer %4> | CNNVD-20 | CVE-2021 . , ,
5 .. e m/en-US/security-guidance/adv
TR 2106-517 -31943 )
isory/CVE-2021-31943
s https://portal.msrc.microsoft.co
Paint 3D %4§ | CNNVD20 | CVE-2021 | psportal.msre.mi
6 - N m/en-US/security-guidance/adv
| 2106-522 -31945 )
isory/CVE-2021-31945
. https://portal. msrc.microsoft.co
Paint 3D % 4§ | CNNVD-20 | CVE-2021 | ps:/iportal.mstc.mi
7 o e e m/en-US/security-guidance/adv
G| 2106-525 -31946 )
isory/CVE-2021-31946
. https://portal.msrc.microsoft.co
Windows NTFS | CNNVD-20 | CVE-2021 . ) .
8 A = e m/en-US/security-guidance/adv
2 AR 2106-515 -31956 .
isory/CVE-2021-31956
Windows https://portal.msrc.microsoft.co
, CNNVD-20 | CVE-2021 . ) .
9 Kerberos %4 = I m/en-US/security-guidance/adv
s 2106-534 -31962 )
Il isory/CVE-2021-31962
Microsoft .
) https://portal.msrc.microsoft.co
Windows Codecs | CNNVD-20 | CVE-2021 . . ]
10 ) s N m/en-US/security-guidance/adv
Library %40 | 2106-537 -31967 _
. isory/CVE-2021-31967
H
. https://portal.msrc.microsoft.co
Microsoft Intune | CNNVD-20 | CVE-2021 . . .
11 R e m/en-US/security-guidance/adv
2 AR 2106-535 -31980 ,
isory/CVE-2021-31980
) N https://portal.msrc.microsoft.co
Paint 3D Z4x§ | CNNVD-20 | CVE-2021 o _ ,
12 o N m/en-US/security-guidance/adv
e 2106-524 -31983 )
isory/CVE-2021-31983
Windows https://portal.msrc.microsoft.co
, CNNVD-20 | CVE-2021 . . .
13 | Defender %4 e e m/en-US/security-guidance/adv
s 2106-545 -31985 .
bl isory/CVE-2021-31985
Microsoft DWM https://portal.msrc.microsoft.co
. . | CNNVD-20 | CVE-2021 . ) .
14 | Core Library % = e m/en-US/security-guidance/adv
e e 2106-498 -33739 .
el isory/CVE-2021-33739
Windows .
https://portal.msrc.microsoft.co
MSHTML CNNVD-20 | CVE-2021 . ) )
15 N e e m/en-US/security-guidance/adv
Platform %4> 2106-497 -33742 )
- isory/CVE-2021-33742
]
Windows Print https://portal.msrc.microsoft.co
CNNVD-20 | CVE-2021 ) .
16 Spooler 1t m/en-US/security-guidance/adv
2106-513 -1675

Components %

isory/CVE-2021-1675
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2R
Windows https://portal.msrc.microsoft.co
CNNVD-20 | CVE-2021 . .
17 DCOM Server 1 m/en-US/security-guidance/adv
o n v s 2106-546 -26414 .
24 isory/CVE-2021-26414
Microsoft Office https://portal.msrc.microsoft.co
o CNNVD-20 | CVE-2021 ) .
18 | SharePoint “%4x e m/en-US/security-guidance/adv
s 2106-491 -26420 )
il isory/CVE-2021-26420
Windows .
Crvot hi CNNVD20 | CVE2021 https://portal.msrc.microsoft.co
ographic - -
19 P gr%p . W m/en-US/security-guidance/adv
Services %A | 2106-540 -31199 ,
- isory/CVE-2021-31199
i
Windows .
Crvot i CNNVD20 | CVE2021 https://portal.msrc.microsoft.co
ographic - -
20 P grr‘ﬂp , e m/en-US/security-guidance/adv
Services %4 | 2106-541 -31201 ,
- isory/CVE-2021-31201
il
) ) https://portal.msrc.microsoft.co
Visual Studio CNNVD-20 | CVE-2021 . .
21 Ao e m/en-US/security-guidance/adv
Code Z4iwi | 2106-538 -31938 _
isory/CVE-2021-31938
: . https://portal.msrc.microsoft.co
3D Viewer %4: | CNNVD-20 | CVE-2021 , ,
22 e W m/en-US/security-guidance/adv
il 2106-521 -31944 ,
isory/CVE-2021-31944
Microsoft Office https://portal.msrc.microsoft.co
o CNNVD-20 | CVE-2021 ) .
23 | SharePoint %4 e m/en-US/security-guidance/adv
s 2106-490 -31948 i
il isory/CVE-2021-31948
Microsoft Office https://portal.msrc.microsoft.co
A CNNVD-20 | CVE-2021 . .
24 | Outlook %4 e m/en-US/security-guidance/adv
. 2106-499 -31949 )
1l isory/CVE-2021-31949
Microsoft Office https://portal.msrc.microsoft.co
o CNNVD-20 | CVE-2021 ) .
25 | SharePoint %4: e m/en-US/security-guidance/adv
s 2106-492 -31950 i
il isory/CVE-2021-31950
. https://portal.msrc.microsoft.co
Windows Kernel | CNNVD-20 | CVE-2021 . .
26 R e m/en-US/security-guidance/adv
2 AR 2106-543 -31951 ,
isory/CVE-2021-31951
Windows .
https://portal.msrc.microsoft.co
Kernel-Mode CNNVD-20 | CVE-2021 . .
27 , s e m/en-US/security-guidance/adv
Drivers %41 2106-514 231952 ]
. isory/CVE-2021-31952
A

31




D) deibr ekl

BEIJING NORMAL UNIVERSITY

JE B R 5 5 15 B 2 Al i

Microsoft
WindowsH! https://portal.msrc.microsoft.co
. CNNVD-20 | CVE-2021 ) .
28 | Vulnerability X W m/en-US/security-guidance/adv
. s 2106-509 -31953 )
PR 2R AT A1 ) 425 isory/CVE-2021-31953
1 1) 73t e 7
Windows
Common Log https://portal.msrc.microsoft.co
. CNNVD-20 | CVE-2021 ) .
29 File System e m/en-US/security-guidance/adv
. Ay 2106-508 -31954 .
Driver %4xJF isory/CVE-2021-31954
|
) https://portal.msrc.microsoft.co
Windows Kernel | CNNVD-20 | CVE-2021 . .
30 R W m/en-US/security-guidance/adv
2 AR 2106-516 -31955 _
isory/CVE-2021-31955
. C https://portal.msrc.microsoft.co
Visual Studio % | CNNVD-20 | CVE-2021 . .
31 o e m/en-US/security-guidance/adv
A 2106-495 -31957 ,
isory/CVE-2021-31957
) https://portal.msrc.microsoft.co
Windows NTLM | CNNVD-20 | CVE-2021 ) .
32 R W m/en-US/security-guidance/adv
2 AR 2106-512 -31958 .
isory/CVE-2021-31958
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